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About Representational State Transfer

Representational Sate Transfer (REST) describes an architectural style of web services where clients and servers
exchange representations of resources. The REST model defines aresource as a source of information, and also
defines a representation as the data that describes the state of a resource. REST web services use the HTTP protocol
to communicate between aclient and a server, specifically by means of the POST, GET, PUT, and DELETE
methods, to create, read, update, and delete elements or collections. In general terms, REST queries resources for the
configuration objects of a BIG-1P® system, and creates, deletes, or modifies the representations of those configuration
objects.

TheiControl® REST implementation follows the REST mode! by:

Using REST as aresource-based interface, and creating APl methods based on nouns.
Employing a statel ess protocol and MIME data types, as well as taking advantage of the authentication

mechanisms and caching built into the HTTP protocol.
Supporting the JSON format for document encoding.

Representing the hierarchy of resources and collections with a Uniform Resource Identifier (URI) structure.
Returning HTTP response codes to indicate success or failure of an operation.
Including links in resource references to accommodate discovery.

Important changes in iControl REST API

This version of iControl® REST includes the changes described here that may impact existing iControl REST scripts
written for version 11.6. The changes are described ast msh commands.

Changes in the BIG-IP DNS module:

configurationM odule->cli_cmd->@{id:gtm-pool-
member}->keyword->@{id:order}->$->id

configurationM odule->cli_cmd->@{id: gtm-pool}-
>keywor d->@({id: max-address-retur ned}

configurationM odule->cli_cmd->@({id: gtm-pool}-
>keywor d->@{id: canonical-name}

configurationM odule->cli_cmd->@({id: gtm-pool}-
>keywor d->@{id:fallback-ipv4}

configurationM odule->cli_cmd->@{id:gtm-pool}-
>keywor d->@({id:fallback-ipv6}

configurationM odule->cli_cmd->@({id:gtm-pool}-

>keywor d->@{id:monitor}

configurationM odule->cli_cmd->@{id: gtm-pool}-
>keywor d->@{id:limit-max-bps}

Changed: <codeph>order</codeph>TO
<codeph>member-order</codeph>

Removed: "<keyword id="max-address-returned"
attribute="answers to_return"/>"

Removed: "<keyword id="canonical-name"
attribute="cname"/>"

Removed: "<keyword id="fallback-ipv4"
attribute="fallback_ip"/>"

Removed: "<keyword id="fallback-ipv6"
attribute="fallback_ipv6"/>"

Removed: "<keyword id="monitor"
attribute="monitor_rule" parser="gtm::pool-monitor-
rule'/>"

Removed: "<keyword id="limit-max-bps'
attribute="limits.bits per sec"/>"



configurationM odule->cli_cmd->@{id:gtm-pool}-
>keywor d->@({id:limit-max-bps-status}

configurationM odule->cli_cmd->@({id: gtm-pool}-
>keywor d->@{id:limit-max-pps}

configurationM odule->cli_cmd->@({id: gtm-pool}-
>keywor d->@{id:limit-max-pps-status}

configurationM odule->cli_cmd->@{id:gtm-pool}-
>keywor d->@({id:limit-max-connections}

configurationM odule->cli_cmd->@{id:gtm-pool}-
>keywor d->@{id:limit-max-connections-status}

configurationM odule->cli_cmd->@{id:gtm-pool}-
>association->@{id: member s}

configurationM odule->cli_cmd->@{id: gtm-wideip}-
>keywor d->@{id:ipv6-no-error-response}->$->id

configurationM odule->cli_cmd->@{id: gtm-wideip}-
>keyword->@{id:ipv6-no-error-neg-ttl}->$->id

configurationM odule->cli_cmd->@{id: gtm-wideip}-
>keywor d->@{id:ast-resor t-pool}

configurationM odule->cli_cmd->@({id:gtm-
distributed-app}->association_list

Changes in the LTM module:

configurationM odule->cli_cmd-
>@{id:urldb_feed_list}->keyword->@({id:file}

configurationM odule->cli_cmd->@({id: pr ofile-
diameter}->keywor d->@{id: subscriber-awar e}
configurationM odule->cli_cmd->@({id: pr ofile-
radius}->keywor d->@({id: subscriber -awar e}->$->id

configurationM odule->cli_cmd->@({id: pr ofile-
radius}->keywor d->@{id:subscriber-id-type}

configurationM odule->cli_cmd->@{id: profile-tcp}-
>keywor d->@({id: nagle}->$->cli_enum

configurationM odule->cli_cmd->@({id:profile-
classification}->keywor d->@({id:description}
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Removed: "<keyword id="limit-max-bps-
status” attribute="limits.bits per sec enabled"
cli_enum="cli_enable disable"/>"

Removed: "<keyword id="limit-max-pps'
attribute="limits.pkts_per_sec"/>"

Removed: "<keyword id="limit-max-pps-
status” attribute="limits.pkts per_sec_enabled"
cli_enum="cli_enable disable"/>"

Removed: "<keyword id="limit-max-connections’
attribute="limits.connections'/>"

Removed: "<keyword id="limit-max-connections-
status" attribute="limits.connections_enabled"
cli_enum="cli_enable disable"/>"

Removed: "<association id="members"
command="gtm-pool-member"> <attribute
set="gtm_pool_member.pool _name"
from="gtm_pool.name"/> </association>"

Changed: "ipv6-no-error-response" TO "failure-rcode-
response”

Changed: "ipv6-no-error-neg-ttl" TO "failure-rcode-ttl"

Removed: "<keyword id="last-resort-pool"
attribute="last_resort_pool"/>"

Removed: "<association_list id="wideips"
target="gtm_application_wideip.wip_name"> <attribute
set="gtm_application_wideip.application_name"
from="gtm_application.name"/> </association_list>"

Removed: "<keyword id="fil¢e"
attribute="custom_urldb_file"/>"

Removed: "<keyword id="subscriber-

aware" attribute="subscriber_aware"
cli_enum="cli_enable disable"/>"

Changed: "subscriber-aware" TO "subscriber-discovery"
Removed: "<keyword id="subscriber-id-type"
attribute="subscriber_id_type"/>"

Removed: "cli_enable disable"

Removed: "<keyword id="description"
attribute="description"/>"



configurationM odule->cli_cmd->@({id:profile-
classification}->keywor d->@({id:smtp-server}

configurationM odule->cli_cmd->@{id: dns-tsig-key}-
>keyword->@{id:algorithm}

configurationM odule->cli_cmd->@{id:dns-tsig-key}-
>keywor d->@/{id: secr et}->$->id

configurationM odule->cli_cmd->@{id:dns-cache}-
>keywor d->@{id: dnssec-on-miss}

configurationM odule->cli_cmd->@{id:dns-cache-
resolver }->keywor d->@/{id: dnssec-on-miss}

configurationM odule->cli_cmd->@{id:dns-cache-
resolver -validator }->keywor d->@/{id: dnssec-on-miss}
Changes in the PEM module:

configurationM odule->cli_cmd->@{id: pem-
forwar ding-endpoint}->keywor d->@({id: per sistence}-
>$->id

configurationM odule->cli_cmd->@{id: pem-
globals _analytics}->keyword

configurationM odule->cli_cmd->@{id: pem-
globals _analytics}->keyword
Changes in the APM module:

configurationM odule->cli_cmd->@{id: agent-aaa-
ocsp}->keyword

Changes in the Security modules:

configurationM odule->cli_cmd->@({id: fw-user -list}-
>keyword

configurationM odule->cli_cmd->@({id: fw-user -list}-
>association

configurationM odule->cli_cmd->@{id:fw-user-list}-
>association

configurationM odule->cli_cmd->@Y{id:dos-
application}->keywor d->@{id:latency-based.mode}
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Removed: "<keyword id="smtp-server"
attribute="smtp_config_name"/>"

Removed: "<keyword
id="algorithm" attribute="algorithm"
cli_enum="tmm_dns tsig_key algorithm_t"/>"

Removed: "<keyword id="secret" attribute="secret"/>"

Removed: "<keyword id="dnssec-on-miss"
attribute="dnssec_on_miss' cli_enum="cli_yes no"/>"

Removed: "<keyword id="dnssec-on-miss"
attribute="dnssec_on_miss" value="no"/>"

Removed: "<keyword id="dnssec-on-miss"
attribute="dnssec_on_miss' value="no"/>"

Changed: "persistence” TO "persistence.type”

Removed: "<keyword id="mode"
attribute="avr_reporting_mode"
cli_enum="cli_enable disable"/>"

Removed: "<keyword id="logging.hsl .endpoint-id"
attribute="hsl_endpoint_id"/>"

Removed: "<keyword id="ocsp-responder"
attribute="ocsp_responder"/>"

Removed: "<keyword id="description"
attribute="description"/>"

Removed: "<association id="users" command="fw-user-
list-entry" operations="add delete modify replace-all-
with"> <attribute set="fw_user_list_entry.list_name"
from="fw_user_list.name"/> </association>"

Removed: "<association id="user-groups’
command="fw-user-group-list-entry" operations="add
delete modify replace-all-with"> <attribute
set="fw_user_group_list_entry.list_name"
from="fw_user_list.name"/> </association>"

Removed: "<keyword id="latency-based.mode"
attribute="latency_based_mode"/>"



configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:behavior-based.mode}

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.latency-
increase-rate}

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@({id:latency-
based.maximum-latency}

configurationM odule->cli_cmd->@Y{id:dos-
application}->keywor d->@{id:latency-
based.minimum-latency}

configurationM odule->cli_cmd->@Y{id:dos-
application}->keywor d->@{id:latency-based.ip-
client-side-defense}->$->id

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.geo-
client-side-defense}->$->id

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.url-
client-side-defense}->$->id

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.site-
client-side-defense}->$->id

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.ip-
captcha-challenge}->$->id

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@({id:latency-based.geo-
captcha-challenge}->$->id

configurationM odule->cli_cmd->@Y{id:dos-
application}->keywor d->@{id:latency-based.url-
captcha-challenge}->$->id

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.site-
captcha-challenge}->$->id

configurationM odule->cli_cmd->@{id:dos-
application}->keyword->@{id:latency-based.ip-r ate-
limiting}->$->id

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.ip-
request-blocking-mode}
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Removed: "<keyword id="behavior-based.mode"
attribute="behavior_based_mode"/>"

Removed: "<keyword id="latency-based.latency-
increase-rate” attribute="latency_increase rate"/>"

Removed: "<keyword id="latency-based.maximum-
latency" attribute="maximum_latency"/>"

Removed: "<keyword id="Iatency-based.minimum-
latency" attribute="minimum_latency"/>"

Changed: "latency-based.ip-client-side-defense” TO
"stress-based.ip-client-side-defense”

Changed: "latency-based.geo-client-side-defense” TO
"stress-based.geo-client-side-defense”

Changed: "latency-based.url-client-side-defense" TO
"stress-based.url-client-side-defense”

Changed: "latency-based.site-client-side-defense” TO
"stress-based.site-client-side-defense”

Changed: "latency-based.ip-captcha-challenge” TO
"stress-based.ip-captcha-challenge”

Changed: "latency-based.geo-captcha-challenge” TO
"stress-based.geo-captcha-challenge”

Changed: "latency-based.url-captcha-challenge” TO
"stress-based.url-captcha-challenge”

Changed: "latency-based.site-captcha-challenge" TO
"stress-based.site-captcha-challenge”

Changed: "latency-based.ip-rate-limiting" TO "stress-
based.ip-rate-limiting"

Removed: "<keyword id="latency-

based.ip-request-blocking-mode"

attribute="latency based source ip_based request blocking_mode"/
S



configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.geo-
rate-limiting}->$->id

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@Y{id:latency-based.geo-
request-blocking-mode}

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.url-rate-
limiting}->$->id

configurationM odule->cli_cmd->@Y{id:dos-
application}->keywor d->@({id:latency-based.site-
rate-limiting}->$->id

configurationM odule->cli_cmd->@Y{id:dos-
application}->keywor d->@{id:latency-based.ip-tps-
increase-r ate}

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.ip-
maximum-tps}

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.ip-
minimum-tps}

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@Y{id:latency-based.geo-
share-increase-rate}

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.geo-
minimume-shar e}

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.url-tps-
increase-r ate}

configurationM odule->cli_cmd->@Y{id:dos-
application}->keywor d->@{id:latency-based.url-
maximum-tps}

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.url-
minimum-tps}

configurationM odule->cli_cmd->@{id:dos-
application}->keywor d->@{id:latency-based.site-tps-
increase-r ate}

Changed: "latency-based.geo-rate-limiting" TO "stress-
based.geo-rate-limiting"

Removed: "<keyword id="latency-
based.geo-request-blocking-mode”
>
Changed: "latency-based.url-rate-limiting" TO "stress-

based.url-rate-limiting"

Changed: "latency-based.site-rate-limiting” TO "stress-
based.site-rate-limiting"

Removed: "<keyword id="latency-based.ip-tps-increase-
rate" attribute="latency_based ip_tps increase rate"/>"

Removed: "<keyword id="|atency-based.ip-maximum-
tps" attribute="latency_based ip_maximum_tps'/>"

Removed: "<keyword id="latency-based.ip-minimum-
tps" attribute="latency_based ip_minimum_tps'/>"

Removed: "<keyword id="latency-
based.geo-share-increase-rate”
>

Removed: "<keyword id="latency-
based.geo-minimum-share"

attribute="latency based geolocation_traffic_minimum_share"/

>||

Removed: "<keyword id="latency-
based.url-tps-increase-rate"
attribute="latency _based_url_tps increase rate"/>"

Removed: "<keyword id="latency-based.url-maximum-
tps' attribute="latency_based_url_maximum_tps'/>"

Removed: "<keyword id="Iatency-based.url-minimum-
tps' attribute="latency_based url_minimum_tps"/>"

Removed: "<keyword id="Iatency-
based.site-tps-increase-rate”

attribute="latency based site wide tps increase rate"/
o

attribute="latency based geolocation based_request_blocking_mode"/

attribute="latency based geolocation _traffic_share increase rate"/



| REST | 10

configurationM odule->cli_cmd->@{id:dos- Removed: "<keyword id="|atency-based.site-maximum-
application}->keyword->@{id:latency-based.site- tps' attribute="latency_based site wide maximum_tps'/
maximum-tps} >"

configurationM odule->cli_cmd->@{id:dos- Removed: "<keyword id="1atency-based.site-minimum-
application}->keywor d->@{id:latency-based.site- tps' attribute="latency based site wide minimum_tps'/
minimum-tps} >"

configurationM odule->cli_cmd->@{id:dos- Removed: "<keyword id="latency-based.escalation-
application}->keywor d->@({id:latency- period” attribute="latency_based escalation_period"/>"
based.escalation-period}

configurationM odule->cli_cmd->@Y{id:dos- Removed: "<keyword id="latency-based.de-escal ation-
application}->keywor d->@Y{id:latency-based.de- period" attribute="latency based deescalation_period"/
escalation-period} >"

configurationM odule->cli_cmd->@({id: profile- Removed: "asm_http_method"

httpsecurity}->keywor d->@{id:methods.values}->$-

>tabc

configurationM odule->cli_cmd_mode- Changed: "user-group-entity" TO "fgdn-entity"

>@({id:firewall-mode}->command->@{id: fw-user -
group-entity}->$->keyword

Overview: URI format and structure

A principle of the REST architecture describes the identification of aresource by means of a Uniform Resource
Identifier (URI). A URI identifies the name of aweb resource; in this case, the URI also represents the tree structure
of modules and componentsint nsh. You can specify a URI with aweb service request to create, read, update, or
delete some component or module of a BIG-1P® system configuration. In the context of the REST architecture, the
system configuration is synonymous with the representation of a resource, and web service requests read and write
that representation using the iControl® REST API.

Tip: Useadmin, the default administrative account, for requests to iControl REST. Once you are familiar with the
API, you can create user accounts for iControl REST users with various permissions.

For the URI snippet shown here, the managenent - i p component of the URI isthe fully qualified domain name
(FQDN) or IP address of a BIG-IP device.

https://<managenent-ip>/ngnt/tm . ..

IniControl REST, the URI structure for al requests includesthe string / ngnt / t m' to identify the namespace for
traffic management. Any identifiers that you append to that string specify collections.

https://<managenent-ip>/ngnt/tm ...

The ellipsisin the snippet indicates the location where you specify an organizing collection, which is a collection of
links to other resourcesin iControl REST. Organizing collections are the functional equivalent of modulesint nsh.
In other words, the organizing collection apmin iControl REST isthe apmmaodule. In iControl REST, you can use
the following URI to access all of the resources in the apmcollection;

https://192. 168. 25. 42/ ngnt / t m apm
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Expanding on that approach, the URI in the following example designates all of the resourcesin ther epor t
collection. Y ou can think of a collection as the equivalent of at msh sub-module. An iControl REST collection
contains collections or resources.

https://192. 168. 25. 42/ ngnt / t ml apm r eport

The URI in the following example designates a resource, which isa set of entities. IniControl REST, an entity isa
property that you can configure, such as" dest Addr Max" : 2048. A resource may also contain sub-collections. In
the parlance of t s h, aresource isthe equivalent of a component.

https://192. 168. 25. 42/ ngnt / t ml apm r eport/ def aul t - report

Important: iControl REST only supports secure access through HTTPS, so you must include credentials with each
REST call. Use the same credentials you use for the BIG-IP device manager interface.

About reserved ASCII characters

To accommodate the BIG-1P® configuration objects that use characters, which are not part of the unreserved ASCI|
character set, use a percent sign (%) and two hexadecimal digits to represent them in a URI. The unreserved character
setconsistsof:[A - Z] [a - z] [0 - 9] dash (-), underscore (_), period (.), and
tilde(~).

Y ou must encode any characters that are not part of the unreserved character set for inclusion in a URI scheme. For
example, an |P address in a non-default route domain that contains a percent sign to indicate an address in a specific
route domain, suchas192. 168. 25. 90%3, should be encoded to replace the %character with 925 .

About REST resource identifiers

A URI isthe representation of aresource that consists of a protocol, an address, and a path structure to identify a
resource and optional query parameters. Because the representation of folder and partition namesint msh often
includes aforward dash (/), URI encoding of folder and partition names must use a different character to represent
aforward slash in iControl® REST. To accommodate the forward slash in a resource name, iControl REST maps the
forward slash to atilde (~) character. When aresource name includes aforward slash (/) in its name, substitute atilde
(=) for the forward slash in the path. For example, aresource name, such as/ Conmon/ pl i st 1, should be modified
to the format shown here: ht t ps: // managenent -i p/ mgnt/tm security/firewal | /port-1ist/
~Conmmon~plistl

About HTTP method semantics

Hypertext Transfer Protocol (HTTP 1.1) describes the methods and headers that build on the Uniform Resource
Identifier (URI) that identifies a collection or resource. The portion of a URI that makes up an absolute path includes
endpoints, such as/ ngnt , that specify the path to aresource or collection. With the exception of the X-F5-REST-
Coordination-1D header that identifies a transaction, iControl® REST does not define any additional HTTP headers.
A collection isaset of resources of the same type, and a collection is either a collection of resources or an organizing
collection of links to resources. In the context of an HTTP method, a URI identifies a resource or collection as the
target of arequest.

In addition to the path of aresource, query parameters allow refinement of the result set for a GET request. A

query string begins with a question mark (?) character and consists of expressions that refine the response data. The
iControl REST query parameters are implementations of the OData query parameters as well as several custom query
parameters. To distinguish the custom query parameters from OData query parameters, iControl REST custom query
parameters omit the dollar sign ($) asthefirst character of the parameter.

The semantics of iControl REST methods behave differently depending on the URI. For a POST request, a URI
indicates a resource under which the request creates a subordinate resource. HT TP considers the subordinate resource
to be anew entity and not a modification of an existing entity. If the subordinate resource already exists, the protocol
considers a request to create the same resource as an error. For a PUT request, a URI refersto an existing resource
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and the request modifies the existing resource. For aPATCH request, a URI refers to an existing resource and the
reguest merges changes into the resource.

To address different requirements, iControl REST implements both PATCH and PUT methods. In iControl REST, the
PATCH method modifies only the properties that you specify in areguest. The PUT method modifies the properties
that you specify in arequest and sets the remaining properties to either default values or empty values.

The semantics of iControl REST methods behave differently for collections and resources, as described in the
following table.

Method Description

GET For both collections and resources, iControl REST
supports the GET method. Also supports query strings.

POST For both collections and resources, iControl REST
supports the POST method.
DELETE For collections, iControl REST does not support the

DELETE method. For resources, iControl REST
supports the DELETE method.

PUT For collections, iControl REST does not support the PUT
method. For resources, iControl REST supports the PUT
method. For versions 11.6 and earlier, iControl REST
only partially supports the PUT method for resources.

PATCH For collections, iControl REST does not support the
PATCH method. For resources, iControl REST supports
the PATCH method.

About JSON request and response semantics

When iControl REST processes a GET request, it generates a response code and a tJSONbody. Likewise, an error
response contains additional descriptive text in JSON format. To indicate the format of the text body in aresponse,
iControl REST setsthe HTTP Cont ent - Type header asappl i cat i on/ j son. A response from iControl REST
contains properties which describe a configuration object or the statistics for aresource. IniControl REST, the term
property refersto a name/value, or key/value, pair in a JSON object.

The JSON terminology consists of two structures: objects and arrays. An object is a collection of one or more name/
value pairs, as shown:
{ "partition":"Common" }

For a GET request, the properties consist of JSON objects or arrays, or both. Note that the name and val ue appear

in double quotes (" "), with acolon (:) separator between the name and the value. For objects that contain multiple
name pairs, additional name/value pairs are separated by acomma (,). An example of atypical, albeit dightly dated,
response from iControl REST illustrates the JSON body formatting.

"kind":"tmltm|ltncol | ecti onstate",
"sel fLink":"https://local host/ngnt/tm | tnPver=11.5.0",
"itenms": [

"reference": {
"link":"https://../nmgnmt/tm |t aut h?ver=11. 5. 0"
}

}
{

"reference": {



"link":"https:
}
I
{
"reference": {
"l'ink":"https:
}
e
{
"reference": {
"l'ink":"https:
}
},
{
"reference": {
"l'ink":"https:
}
},
{
"reference": {
"l'i nk":"https:
}
},
{
"reference": {
"l'ink":"https:
}
I
{
"reference": {
"link":"https:
}
I
{
"reference": {
"l'ink":"https:
}
e
{
"reference": {
"l'ink":"https:
}
},
{
"reference": {
"l'ink":"https:
}
},
{
"reference": {
"l'i nk":"https:
}
},
{
"reference": {
"l'i nk":"https:
}
I
{

"reference": {

}

"link":"https:

}
{

1.

/1.

/1.

/1.

I1.

1.

1.

/1.

/1.

/1.

I1.

1.

I,

Jmgnt/tm I tm cl assification?ver=11.5.0"

./ mgmt/tnm |t m dat a- group?ver =11. 5. 0"

dmgnt/tm It dns?ver=11.5. 0"

./ mgnt/tnlltm gl obal -settings?ver=11.5. 0"

Amgmt/tm I tmhtml -rul e?ver=11. 5. 0"

/I mgmt/tm |t m message-routing?ver=11.5. 0"

/mgnt/tm | tm noni tor ?ver=11. 5. 0"

./ mgmt/tm |t m persistence?ver=11.5.0"

Amgmt/tm I tm profil e?ver=11.5. 0"

./mgnt/tnl|tmdefaul t-node-nonitor?ver=11.5. 0"

dmgm/tmltmifil e?ver=11.5. 0"

Jmgnt/tm 1 tm | sn-pool ?ver=11. 5. 0"

/mgnt/tm | tm nat ?ver=11. 5. 0"
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"reference": {
"link":"https://../mgmt/tm|tm node?ver=11.5. 0"

}
at
{
"reference": {
"link":"https://../mgnt/tm |tm policy?ver=11.5.0"
}
b
{
"reference": {
"link":"https://../mgm/tm |tm policy-strategy?ver=11.5. 0"
}
}
{
"reference": {
"link":"https://../mgnt/tm |t m pool ?ver=11. 5. 0"
}
}
{
"reference": {
"link":"https://../mgm/tm | tmrul e?ver=11.5. 0"
}
},
{
"reference": {
"link":"https://../mgm/tm |t snat ?ver=11. 5. 0"
}
},
{
"reference": {
"link":"https://../mgm/tm|tm snat-transl ati on?ver=11.5. 0"
}
at
{
"reference": {
"link":"https://../mgmt/tm|tm snat pool ?ver=11. 5. 0"
}
b
{
"reference": {
"link":"https://../mgm/tm|ltmtraffic-class?ver=11.5.0"
}
}
{
"reference": {
"link":"https://../mgnmt/tm | tmvirtual ?ver=11.5. 0"
}
}
{
"reference": {
"link":"https://../ngmt/tnlltmvirtual - address?ver=11.5. 0"
}
}

About additional iControl REST properties

TheiControl® REST implementation includes some document properties not present in Traffic Management Shell
(tmsh) output. The differences are noted in the table and appear in aresponse to a GET request of a collection or
resource, as shown in the example.



PropertyName Description
ki nd A unique typeidentifier.
gener ati on A generation number for aresource. Modification of a

resource, or arelated resource, changes the value. The
value does not necessarily increase monotonically. For
example, if you modify aresource in a sub-collection,
the modification may cause a change in the parent
object.

sel fLi nk A link to this resource.

"kind":"tm sys: sof twar e: i nage: i magecol | ecti onst ate",

"sel fLink":"https://Iocal host/ngnt/tm sys/software/inmge?ver=11.5. 0",

"items": |

t.. . .
"kind":"tm sys: software: i nage: i nagest at e",
"name":"Bld P-11.5.0.0.0.191.iso0",
“"fullPath":"BlId P-11.5.0.0.0.191.iso",
"generation": 38,
"sel fLink":"https://../mgnt/tm sys/sof t ware/i mage/
BIG@ P-11.5.0.0.0.191.iso?ver=11.5.0",

“"build":"0.0.191",
"bui | dDat e": "Wed Nov 27 14 03 09 PST 2013",
"checksuni': "fab5b673486ccclec20f be6cea51df 50",
"fileSize":"1751 MB",
"l ast Modi fied":"Tue Dec 3 01:30:32 2013",
"product": "Bl G IP",
"verified":"yes",
"version":"11.5.0"

"kind":"tm sys: software: i mage: i nragest at e",

"name": "Bl A P-t nos- bugs- stagi ng-11. 5. 0. 0. 0. 237.i so",

“full Pat h": "Bl A P-t nps- bugs- stagi ng-11.5. 0. 0. 0. 237.i so",

"generation": 37,

"sel fLink":"https://../software/image/ Bl A P-t nos-bugs-
staging-11.5.0.0.0.237.is0?ver=11.5.0",

"bui |l d":"0.0.237",

"bui | dDate":"Wed Dec 4 14 14 44 PST 2013",

"checksuni': "bb4ae4838a5743f a209f 67alb56dedef ",

"fileSize":"1843 MB",

"l astModified":"Wed Dec 4 15:32:28 2013",

"product":"BI G| P",

"verified":"yes",

"version":"11.5.0"

root @BIGIP1)(...)(tnmos)# list sys software inmage
sys software inmage BI G P-11.4.0.321.0.is0 {
build 321.0
buil d-date "Mon Feb 11 07 23 24 PST 2013"
checksum f 9411f de01d6a3521d4ae393e9bb077¢
file-size "1522 MB"
| ast-nodified "Mon Feb 11 09: 35: 50 2013"
product BIGIP
verified yes
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Ver si

on 11.4.0

ioot@BIGIPl)(...)(trms)#

About null values and properties

Flags are typically composed as a bit set by software to indicate state, such as 0 or 1, and indicate on or off,
respectively. iControl® REST displays flags that are set with the flag name and avalue of nul | . If the value of aflag
isnone, iControl REST omits the property from the output.

Note: To POST or PUT aflag with only asingle value, enter the property name in the JSON body with a value of

null.

{

"kind":"tm sys: sof t ware: vol une: vol unecol | ecti onstate”,
"sel fLink":"https://Iocal host/ngm /tm sys/software/vol une?ver=11. 5. 0",
"itenms": [

{

ver=11. 5.

ver=11. 5.

"Kkind":"tm sys: sof t war e: vol une: vol unest at e",
"name": " MDL. 1",
“full Path":"MD1. 1",
"generation": 34,
"sel fLink":"https://Iocal host/ngnt/tm sys/ software/vol ume/ MD1. 1?
0",
"basebui | d":"0.0.191",
“bui |l d":"0.0.191",
"product":"BlI G| P",
"status":"conpl ete",
"version":"11.5.0",
"medi a": [
{
"name": " MDL. 1",
"medi a":"array"”,
"size":"defaul t"

"kind":"tm sys: sof tware: vol une: vol unest at e",

"nanme": " MDL. 2",

"full Path":"MDL. 2",

"generation": 35,

"sel fLink":"https://Iocal host/ngnt/tn sys/software/vol unme/ MD1. 27?
0",

"active":null,

"api Rawval ues": {

}1
"basebui | d": " 0. 0. 237",

"build":"0.0.237",
"product":"BI G| P",
"status":"conplete",
"version":"11.5.0",
"medi a": [

"nane": " MD1. 2",

"def aul t Boot Location": nul |,
"medi a": "array",
"size":"defaul t"
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"kind":"tm sys: sof t war e: vol une: vol unest at e",

"nanme": " MD1. 3",

“full Pat h": " ML1. 3",

"generation": 36,

"sel fLink":"https://Iocal host/ngnt/tm sys/software/vol unme/ MD1. 3?

ver=11.5. 0",
"status":"conpl ete",
"medi a": [
{
"name": " MDL. 3",
"media":"array",
"size":"defaul t"
}
]
}
]
}

About reserved property names

iControl® REST reserves several property names, most notably, the words name and gener at i on. Somet msh
components include properties with reserved property names. When iControl REST encounters areserved namein
the JSON body, it replaces the reserved names with the corresponding replacement, t mNane or t mGener at i on.

About property name format differences

Property and option namesin iControl® REST use a different naming convention than Traffic Management (tmsh)
Shell. Int nsh, property names consist of lowercase characters. For property names that contain multiple words,
hyphens separate the words. iControl REST uses camel case convention for property names, where the first word of a
property islowercase, and all additional words in the name are capitalized.

For example, the property bui | d- dat e, asshownint nsh, appearsasbui | dDat e iniControl REST.

About JSON formats and encodings
iControl® REST supports the following specifications for string encodings:

¢ W3C XML Schemafor numbers

e SO 3166 for countries and territories

e 1SO 6709 for latitude and longitude

e |SOfor currency

« RFC 3339 for dates and times

¢ Olson Time Zone Database for time zones

« Time durations can be expressed as seconds since Unix Epoch (00:00:00 UTC on January 1, 1970), up to one
microsecond of fractional time.

For dates and times that are specific to a property in the configuration, a property name that incorporates the time unit
into the name, such ascheckl nt er val Days, provides a hint about the units of time.

About API versions

Over time, modifications to the iControl® REST API may necessitate that a release is assigned a new version number.
To limit requests to a particular version of the API, iControl REST accepts an APl version parameter as an option to
aURI. To use aparticular API version, specify the ver parameter, an APl version number, such as 11.5.0, and append
the string to the end of the URI, as you would with any query parameter.

GET https://192.168.25. 42/ ngnt/tm |t nPver=11.5.0
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The JSON body for aresponse includes an API version number inthe sel f Li nk property, aswell as any links. For
iControl REST, the version number of aresource in a response matches the version number sent in arequest. If you
do not specify the version of the API, the version defaults to the current version. To maintain backward compatibility
with future releases of the API, aresponse will contain resources that match the version number specified in the
reguest. If iControl REST cannot generate a response that is compatible with the request, it returns an error code.

Note: Although some REST implementations use HT TP headers to manage version information, iControl REST
does not use any HTTP headersto identify an API.

Password change in iControl REST

When the password expires, F5° iControl® REST blocks access to resources on a BIG-1P® system for the currently
logged-in user. To continue to use the BIG-IP system, the user must create a new password before accessing
resources on the system. The programmatic approach to password changes uses a PATCH request to the/ ngnt /

t m aut h/ user endpoint, which you can access to change the password.

If you choose to change a password using iControl REST, you must supply a password in a JSON body. The

password must adhere to the established password policy for your organization. You can uset nsh to find the

password policy in effect for your organization. If the password you supply meets the requirements for a password,

iControl REST generatesa200 OK message in response to your request. If the password does not satisfy the

requirements, then iControl REST rejects the password change request with an HTTP error response.
Changing a password by using an iControl REST request

When your password expires, a BIG-1P® system blocks access to resources. To re-enable access to resources, you can
accessthe/ mgmt / t m aut h/ user endpoint to change your password.

1. To change your password, supply a new password in a JSON body.
"password": "<password>"

If the password you supply fails to meet the requirements for a password, such as password length or uniqueness,
the request fails. Otherwise, the request returns a success message. Y ou can usethet nsh command| i st auth
passwor d- pol i cy tofind the password policy.

2. MakeaPATCH requestto the/ nmgnt / t m aut h/ user endpoint and include the JSON body.
PATCH https://192. 168. 25. 42/ ngnt / t m aut h/ user

In this task, you changed your password by making an iControl® REST request.

About iControl and authentication for user accounts

TheiControl® REST no longer requires that you grant permissions on i Control REST resources for individual user
accounts. As of version 12.0, auser automatically has access to REST resources, but all user must acquire atoken
for authentication and include that token in all REST requests. Administrators of a BIG-1P® system can still make
REST requests by using basic authentication. The basic authentication requires a Base64 encoded string that consists
of auser ID, acolon (), and a password, this string can expose credentials for use by attackersin CSRF attacks. It

is recommended to disable the basic authentication using database variable ht t pd. basi ¢_aut h. If the database
variable ht t pd. basi ¢_aut h isset to disable, then al usersincluding administrators are required to acquire a
token for authentication and include that token in all REST reguests.

Requesting a token for iControl REST authentication
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Asan administrator of a BIG-IP® system, you can use the basic authentication to make iControl REST calls. For
users that lack administrator privileges, the user must request a token that can be used to authenticate the user making
REST API requests.

1. To create an authentication token, make a POST request to the BIG-IP® system. Y ou must enclose both the name
and password values in double quotes (" "), as with any JSON string.

POST https://172.68. 25. 42/ ngnt / shar ed/ aut hn/ | ogi n

"usernanme": <user nane>,
"password": <user password>,
"l ogi nProvi der Nane": "tnos"

The BIG-1Q” documentation specifies| ogi nRef er ence, which takes a reference to alogin provider. In the
example, thel ogi nPr ovi der Name property allows you to specify a name instead of areference. For most
situations, usethe | ogi nPr ovi der Nane and specify t nps.

2. Tousethetokenin a REST request, copy the string for thet oken property and saveit.

The token consists of a string of random letters and digits. In this example, the string is
492D3316E5456378B4ACIOB5E2FA923595F0DA6G5A. The lifetime of the token is eight hours.

3. To make a REST request, add the token to request header. Y ou must enclose the token within double quotes (" "),
as with any JSON string.

GET https://172.68.25.42/ mgnt/tm | tm
{ "X-F5-Aut h-Token": "492D3316E5456378B4ACIB5E2FA923595F0DA65A" }

In this example, you acquired atoken to include in an iControl REST request.

Overview: Fundamentals of Cross-Origin Resource Sharing

The same origin policy in browsers controls interactions between two different origins, such as requests with

XMLHt t pRequest (XHR) objects. Furthermore, the same origin policy states that a browser that is downloading
data from a particular web site cannot interact with another resource that does not originate from the same web site,
where protocol, port number, and host name identify the web site. While there are mechanisms to implement a safe
cross-site data transfer, Cross-Origin Resource Sharing (CORS) enables secure cross-site data transfers by adding
new HTTP headers to describe or enumerate a set of origins, aswell as to determine the viability of arequest prior to
the transmission of client data. The CORS headers permit communication between a client and server to establish the
limits of such requests.

CORS supports two types of requests. ssmple and preflight. A simple request consists of a GET, HEAD, or POST
request. For POST requests, the Content-Type of the data sent to a server must be appl i cati on/ x- www f or m
url encoded, nul ti part/formdata,ortext/plain.Onefina condition for asimple request is that the
request does not set custom headers.

For HTTP methods that modify a web resource, the CORS standard defines a preflight capability that enables a
client to determine if a server alows arequest. A client uses the preflight mechanism if a request contains a method
other than GET, HEAD, or POST, or specifies a Content-Type header other than appl i cat i on/ x- www f or m
url encoded, nul ti part/formdata,ortext/plai nwithaPOST request. Before the client sends a
request with data, the client makes a request with the OPTIONS method to query the server.

Finaly, aclient initiates a cross-origin request by including the Or i gi n HTTP header in arequest. A client also
includesthe Access- Cont r ol - Request - Met hod and Access- Cont r ol - Request - Header s headersin
the cross-origin request. A server that allows a cross-origin request responds withan HTTP Access- Cont r ol -

Al | ow Ori gi n header and the value of the requesting origin, an Access- Cont r ol - Request - Met hod header
and supported methods, and an Access- Cont r ol - Request - Header s header and supported values.



Cross-Origin Resource Sharing request headers
Thistable lists the request headers sent by aclient, according to the Cross-Origin Resource Sharing (CORS)

specification.
HTTP header Description
Origin Specifies a URI that indicates the source of the cross-

Access-Control-Request-Method

Access-Control-Request-Headers

origin or preflight request.

Specifies the HTTP method that the client will send in a
request.

Specifies the HTTP headers that the client will include in
arequest.

Cross-Origin Resource Sharing response headers
Thistable lists the response headers sent by a server, in response to a preflight request, according to the Cross-Origin

Resource Sharing (CORS) specification.

HTTP header

Description

Access-Control-Allow-Origin

Access-Control-Expose-Headers

Access-Control-Max-Age

Access-Control-Allow-Credentia's

Access-Control-Allow-Methods

Access-Control-Allow-Headers

Specifiesa URI that is allowed to access a resource. For
iControl® REST users, this header lists origins for which
you allow requests. The iControl REST implementation
does not allow wild card characters (*).

Specifiesalist of HTTP headers that are safe to expose.
For iControl REST users, this header isalist of F5°-
specific headers that clients can access.

Specifies the length of time to cache the results of a
preflight request. The client should discard the results
after thistime period expires. The value is either the
lesser of the session timeout value or one day.

Indicates whether to expose the response if the
credentials setting istrue. For iControl REST users, this
header indicates the allowance of authentication cookies
in a CORS request. Specify the value astrue. If you do
not need cookies for authentication, do not specify this
header. You must also set thewi t hCr edenti al s
property of thexm Ht t pRequest object to truefor a
CORS request to succeed.

Specifies only the methods for which the server allows
Cross-origin access.

Specifies the headers that the server allows.
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About external authentication providers with iControl REST

iControl® REST supports external authentication to other providers, such as Active Directory (AD) or RADIUS.
Authentication with a provider other than the local authentication provider on a BIG-1P® system requires atoken that
you can use to access resources in iControl REST. A token consists of 32 random characters, primarily digits and
uppercase ASCII characters, valid for aperiod of time. Until the token expires, a server validates your identity based
on the authentication token you submit. When the token expires, you simply acquire a new token from a provider.

Note: Before you make a REST request using token-based authentication, you must obtain atoken from an external

authentication provider.
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Y ou create atoken by calling a user authentication method in the F5®° REST API. Prior to making atoken creation
reguest, you must obtain alogin reference from your system administrator that identifies an external authentication
provider. To create the authentication token, make a POST request and specify user name, password, and login
reference in the JSON body of the request. This request associates an authentication token with a user name. If the
token creation request is successful, the response contains a JSON body similar to this.

{

"user name": "auser",
"l ogi nRef erence": {
"l'ink":"https://1|ocal host/ ngnt/cm syst enf aut hn/ provi ders/
| dap/ 298d4aa5- d255- 438f - 997d- 7f 984109dd5d/ | ogi n"

}

"t oken": {

"uui d": "69c4blc8- ef dc- 429a- b50c- 723e92703a2b"

"nanme": " 492D3316E5456378B4ACIB5E2FA923595F0DAG5A"

"t oken":"492D3316E5456378B4ACIOB5E2FA923595F0DAG5A"

"user Nane": " USERNAME",

"user": {

"link":"https://1ocal host/ngnt/cnl systeni aut hn/ provi der s/

| dap/ 298d4aa5- d255- 438f 997d7f 984109dd5d/ user s/ a25e2147- 92e0- 4349-
ac99- 7¢844b3d30c2"

}

’ roupRef er ences": [

[
“timeout": 1200,
“"startTi me":"2014-07-08T17: 14: 34. 305- 0700",
"address":"192. 168. 2. 2",
"partition":"[AI]",
"generation":1,
"| ast Updat eM cros": 1404864874295548,
"expirationM cros": 1404866074305000,
"kind": "shared: aut hz: t okens: aut ht okeni t enst at e",
"sel fLink":"https://I|ocal host/ngnt/shared/ aut hz/ t okens/ 69c4b1c8-
ef dc- 429a- b50c- 723e92703a2b"
¥
"generation":O0,
"| ast Updat eM cros": 0
}

Thet oken property identifies the value to include in arequest. In the JSON body, thet oken isthe string
492D3316E5456378B4ACIB5E2FA923595F0DA65A, inside of thet oken abject. To be authenticated by
the resource, you must include the X- F5- Aut h- Token header in a REST request and specify the token value
in the header. If you prefer to authenticate locally, you can leave the Aut hor i zat i on header blank. For more
information about obtaining and using an authentication token, see BIG-1Q® Systems: REST API Reference.

GET Requests

Discovering modules and components

iControl® REST supports discovery through a GET request. The structure of resources becomes more obvious as you
investigate the organizing collections. One other benefit of discovering the organizing collectionsis the relationship
between iControl REST and t msh.



To discover the structure, make a request to iControl REST with the GET method and specify an organizing

collection, as shown in this example.

GET https://192.168.25.42/ngnt/tm tm

{

"itens": |
{
"reference": {
"l'ink":"https:
}
e
{
"reference": {
"l'ink":"https:
}
},
{
"reference": {
"l'ink":"https:
}
},
{
"reference": {
"l'i nk":"https:
}
},
{
"reference": {
"l'ink":"https:
}
I
{
"reference": {
"link":"https:
}
I
{
"reference": {
"l'ink":"https:
}
e
{
"reference": {
"l'ink":"https:
}
},
{
"reference": {
"l'ink":"https:
}
},
{
"reference": {
"l'i nk":"https:
}
},
{

"reference": {
"link":"https:
}

}

I/

11

/1

Il

11

1.

/1.

/1.

/1.

I1.

1.

| ocal host/ngnt/tm |t M aut h?ver =11. 5. 0"

../mgm/tm | tmclassification?ver=11.5.0"

../mgnt/tn | tm dat a- group?ver=11. 5. 0"

| ocal host/ngnt/tn I tm dns?ver=11. 5. 0"

../mgnt/tm | tm gl obal -settings?ver=11.5. 0"

Amnt/tm I tm html -rul e?ver=11. 5. 0"

./ mgmt/tm |t m message-routing?ver=11.5. 0"

Amgnt/tmd |t moni tor ?ver=11. 5. 0"

./ mgnt/tnl|tm persistence?ver=11.5.0"

Amgmt/tml I tm profil e?ver=11.5. 0"
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./ mgnt/tm | tm def aul t - node- noni t or ?ver =11. 5. 0"



{
"reference": {
"l'i nk":"https:
}
},
{
"reference": {
"l'ink":"https:
}
I
{
"reference": {
"link":"https:
}
I
{
"reference": {
"l'ink":"https:
}
e
{
"reference": {
"l'ink":"https:
}
},
{
"reference": {
"l'i nk":"https:
}
},
{
"reference": {
"l'i nk":"https:
}
},
{
"reference": {
"l'ink":"https:
}
I
{
"reference": {
"link":"https:
}
I
{
"reference": {
"l'ink":"https:
}
e
{
"reference": {
"l'ink":"https:
}
},
{
"reference": {
"l'ink":"https:
}
},
{

"reference": {

}

"Iink":"https:

I1.

1.

1.

/1.

/1.

/1.

I1.

1.

I,

/1.

/1.

/1.

I1.

dmgmt/tmltmifil e?ver=11.5. 0"

Jmgnt/tm 1 tm | sn-pool ?ver=11. 5. 0"

/mgnt/tm | tm nat ?ver=11. 5. 0"

./ mgmt/tm |t m node?ver=11. 5. 0"

Imgmt/tm | tm policy?ver=11.5.0"

/gt /tnlltmpolicy-strategy?ver=11.5. 0"

./ mgmt/tnm | tm pool ?ver=11. 5. 0"

Amgnt/tm 1 tm rul e?ver=11. 5. 0"

Jmgnt/tm | tm spnat ?ver =11. 5. 0"

Imgmt/tm |t m snat-transl ati on?ver=11.5. 0"

./ mgnmt/tnm |t m snat pool ?ver=11.5. 0"

Jmgm/tmltmtraffic-class?ver=11.5.0"

gt/ tm It mvirtual ?ver=11. 5. 0"

| GET Requests | 23



| GET Requests | 24

P

"reference": {
"link":"https://../nmgnmt/tnlltmvirtual - address?ver=11.5. 0"
}

}
1. .
"kind":"tmltmltntol | ecti onstate",

"sel fLink":"https://local host/ngm/tm|tnPver=11.5. Q"
}

If you are familiar with command-linetools, use cur | , or asimilar utility, to make arequest to iControl REST. In
the URI, specify an organizing collection. For example, the command: curl -k -u admin:admn -X CGET
https://192. 168. 25. 42/ ngnt / t m | t mmakes arequest of thel t morganizing collection.

Note: The contents of an iControl REST resource may not have all of the properties and options of itst nsh
counterpart below the sub-collection level.

Note: A module that is not provisioned on a BIG-1P® system will not appear in the output.

About paging properties

iControl® REST supports pagination options for large collections. The implementation of pagination utilizes the Open
Data Protocol (OData) query parameters to provide information that you can use to navigate alarge result set. When
you reguest alarge collection, the iControl REST response includes properties to identify the URI for the collection,
the next page of the result set, the previous page of the result set, as well as the total number of itemsin the resullt,
total number of pages, the current page, the number of items per page, and a count of the number of itemsin the
current page. iControl® REST calculates these val ues on the filtered result set.

Property Description

selfLink The URI of the collection, including any query
parameters.

nextLink The next set of datain the result set. Includes the $ski p

query parameter in the link.

previousLink The previous set of datain the result set. Not present in
the first set of data.

currentltemCount A count of the number of itemsin the result set, either as
the value of the $t op query parameter, or the remaining
number of itemsif less than the number requested.

itemsPerPage The number of itemsto display per page.
pagel ndex The current page in the result set.
total Pages The total number of pagesin the result set, equal to the

result of (totalltems/ itemsPerPage), rounded up to the
next integer value.

startlndex The index of thefirst item in the result set.

totalltems The number of itemsin the result set, as calculated by
the $inlinecount=all pages query parameter.

About query parameters

iControl® REST implements a subset of the Open Data Protocol (OData) recommendations for query languages and
system query options. The OData protocol defines System Query Options that are query string parameters to manage
the presentation of datain aresult set identified by a URL. For example, you can include or exclude rows from a
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result set, constrain a query to resources contained within an administrative partition, or specify a particular version of
iControl REST. With the exception of the asmmaodule, query parameters are limited to GET requests.

To use aquery parameter, append a query parameter expression to the end of arequest URI. All query parameter
expressions begin with a question mark (?), followed by a query parameter name, a comparison or logical operator,
and avalue. A value adheres to the camel case naming convention for iControl REST. OData query parameters begin
with adollar sign ($), whereas custom query parameters do not. For example, you can specify that the response only
include the name property in the following request:

GET https://local host/ngnt/tm |tn pool/?$sel ect =nanme

To specify additional query parameters, precede each additional query parameter with an ampersand (&), then specify
the query parameter expression. The following table lists the parameters that are iControl REST implementations of
the OData query parameters. All OData query parameters begin with adollar sign ($). Note that the $filter parameter,
if used, limits the result set to a specific administrative partition.

Parameter Description

$filter Specifies an administrative partition to query for aresult
set. This parameter filters the result set by partition name
and does not fully implement the corresponding OData
query parameter. The asmmodule fully implements the
OData query parameter.

$select Specifies a subset of the properties that will appear in the
result set.
$skip Specifies the number of rowsto skip in the result set.

The result set is chosen from the remaining rows.

$top Specifiesthe first N rows of the result set.

iControl REST supports comparison and logical operators as described in the OData recommendation.

Operator Description

eq Equal to

ne Not equal to

It Lessthan

le Less than or equal to

ot Greater than

ge Greater than or equal to

and Trueif both operands are true
or Trueif either operand istrue
not Negation of operand

Note: iControl REST supports only the eq operator with the $filter parameter.

iControl REST includes several custom query parameters. The custom query parameters do not include a dollar sign
(%) character in the parameter name.

Par ameter Description

expandSubcollections Specifies that iControl REST expand any references
to sub collectionswhen setto t r ue. By default, the
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Par ameter Description

response to a GET request only contains links for sub
collection reference properties.

options Specifies the options to a query request. This parameter
takes values that are compatible with thet nsh
command-line options, for example, # t msh | i st
apm oaut h token-details db-instance /
Conmon/ oaut h- api - dbisequal toht t ps: //

| ocal host/ ngnt/t m apni oaut h/ t oken-
det ai | s?opti ons="db-i nstance","/
Conmon/ oaut h- api -db" orhttps://

| ocal host/ ngnt/t m apni oaut h/ t oken-
det ai | s?opti ons="db-i nstance" +"/
Conmon/ oaut h- api - db".

ver Specifies the version number of the iControl® REST API
to use when making arequest. Defaults to the current
version if you do not specify avalue.

Paging through large collections

Collections that contain alarge number of items consume a great deal of network bandwidth and processing power
if processed in asingle GET request. Query parameters allow you to manage multi page responses. iControl® REST
supports the OData system query parameters $top and $skip to return pages items sets.

Use the $t op query parameter to specify the maximum number of items for the BIG-IP® device to return. If you
use curl and run this command from a Unix command line, precede the dollar sign character ($) with abackslash
character (\) to prevent shell interpretation of the character.

curl -k -u admin:adnmin -X GET https://192.168. 25. 42/ ngnt /t m sys?\ $t op=4
To query for the first n dataitems, specify the URI, and append the $t op query parameter to the URI. This
query displaysthefirst four itemsin the sys collection output. The response indicates the next Li nk and

pr evi ousLi nk propertiesthat serve as navigation markers to the next page and previous page, respectively.

https://192. 168. 25. 42/ ngnt / t m sys?$t op=4

{ "currentltenCount" : 4,
"itenms" : [

"reference" :
{ "link" : "https://../mgnt/tm sys/application?ver=11.5.0" } }

{ "reference" :
{ "link" : "https://../nmgnt/tm sys/crypto?ver=11.5.0" } }

{ "reference" :
{ "link" : "https://../mgnt/tm sys/ daenon-| og-settings?

ver=11.5.0" } }
{ "reference"

{ "link" : "https://../mgnt/tm sys/di sk?ver=11.5.0" } }
] il
"itensPer Page" : 4,
"kind" "tn1sys syscol | ecti onst at e",
"next Li nk" b https //Iocalhost/ngnt/tnfsys°$top 4&$ski p=4&ver=11. 5. 0"
"pagel ndex"
"sel fLink" : https /Il ocal host/ ngnt/tm sys?$t op=4&ver=11. 5. 0"
"startlndex" : 1,
"totmltenw': 36,

"total Pages” : 9
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}

To request the next n data items, use the same URI as the previous example and append the $ski p query parameter
to the URI. This example displays the next four itemsin the sys collection output. The response also indicates the
next Li nk and pr evi ousLi nk properties that serve as navigation markers into the data.

https://192. 168. 25. 42/ ngnt / t m sys?$t op=4&$ski p=4

{ "currentltenCount" : 4,
"itens" : |
{ "reference”
{ "link" : "https://../mgmt/tm sys/file?ver=11.5.0" } },
{ "reference"
{ "link" : "https://../mgnt/tm sys/icall ?ver=11.5.0" } },
{ "reference"
{ "link" : "https://../nmgnt/tm sys/l|og-config?ver=11.5.0" } },
{ "reference”
{ "link" : "https://../mgmt/tm sys/sfl ow?ver=11.5.0" } }
1,
"itensPer Page" : 4,
"kind" : "tmsys:syscollectionstate"
"next Link" : "https://local host/ ngnt/tnl sys?$t op=4&$ski p=8&ver=11.5. 0"
"pagel ndex" : 2,
"previousLink" : "https://l|ocal host/ ngnt/tm sys?$t op=4&ver=11.5.0",
"sel fLink" : "https://Iocal host/mgnt/tm sys?$t op=4&$ski p=4&ver=11. 5. 0"
"startlndex" : 5,
"total Items" : 36,

"t ot al Pages" : 9

About sub-collection expansion

iControl® REST supportsthe expandSubcol | ect i ons query parameter. Int nsh, configuration components
contain properties, child components, and associated, non-child components. For example, you can create an
associated component independently from the component that contains it,such as avirtual server (thel t m vi rt ual
component int nsh) that contains an LTM® pool, even though you create the LTM pool as a separate task.

If setto true,theexpandSubcol | ecti ons query parameter displays all child components but omits any
associated non-child components from the response.

Although the command creates a lengthy output block, the query parameter displays the properties of
the sub-collection, in addition to the properties of the component. As with other query parameters, the
expandSubcol | ecti ons parameter does not support requests other than a GET request.

https://192.168. 25. 42/ mgnt/tm | t m vi rtual / my- VS/ ?expandSubcol | ecti ons=t rue

"Kind":"tmltmvirtual :virtual state",

"name": " ny-VS",

"full Path": " my-VS",

"generation":1,

"sel fLink":"https://../tm|ltm virtual/ny-VS?
expandSubcol | ecti ons=true&ver=11.5. 0",

"aut oLast hop": "default",

"cnpEnabl ed": "yes",

"connectionLimt":O0,

"destination":"/Comon/10. 2. 1. 189: 0",

"enabl ed": nul I,

"gtncore": 0,

"i pProtocol ":"tcp",
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"mask": " 255. 255. 255. 255",

"mrror":"di sabl ed",

"nobi | eAppTunnel ": "di sabl ed",

"nat 64": " di sabl ed",

"pool ": "/ Common/ ny- Pool ",

"rateLimt":"di sabl ed",

"rateLi mtDst Mask": 0,

"ratelLint Mode": " obj ect",

"rateLimtSrcMask": 0,

"source":"0.0.0.0/0",

"sour ceAddr essTransl ati on": {
"type":"aut omap"

"sourcePort":"preserve",
"synCooki eSt at us": "not -acti vat ed",
"transl at eAddr ess": "enabl ed",
"transl atePort": "di sabl ed",
"vl ansDi sabl ed": nul |,
"vsl ndex": 2,
"polici esRef erence": {
"link":"https://../tm|tmvirtual /~Comon~ny-VS/ polici es?ver=11. 5. 0",
"isSubcol |l ection":true,
"items": |
.. . o o
"kind":"tmltmvirtual : policies:policiesstate",
"nanme":"asmauto | 7_policy__my-VS",
"partition":" Conmmon",
"full Pat h": "/ Common/asm auto | 7 _policy_ ny-VS",
"generation":1,
"sel fLink":"https://../~Comon~mny-VS/ policies/
~Comon~asm auto | 7_policy__ny-VS?ver=11.5. 0"

}
]

: ecuritylLogProfiles":[
"\"/ Comon/ Log ill egal requests\

}

"f wRul esRef er ence” |
"link":"https://../tm|tmvirtual /~Comon~ny-VS/ fwrul es?ver=11. 5. 0",
"isSubcol | ection":true

"profil esReference": {
"link":"https://../tm|tn virtual /~Common~ny-VS/ profil es?ver=11.5.0",
"i sSubcol | ection":true,
"itens": |

"kind":"tmltmvirtual : profil es:profil esstate”,

"name":"http",

"partition":"Conmon",

“full Pat h": "/ Conmon/ htt p",

"generation":1,

"selfLink":"https://../tm|ltm virtual /~Comon~ny-VS/ profil es/
~Comon~ht t p?ver =11. 5. 0",

"context":"all"

},

"kind":"tmltmvirtual : profil es:profil esstate",

"nanme":"tcp",

"partition":"Comon",

"full Pat h": "/ Conmmon/tcp",

"generation":1,

"sel fLink":"https://../tm|tm virtual /~Comron~ny-VS/ profil es/
~Common~t cp?ver =11. 5. 0",

"context":"all"
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"kind":"tmltmvirtual : profil es:profil esstate",

"nanme": "websecurity",

"partition":"Conmon",

"full Pat h": "/ Conmon/ websecurity",

"generation":1,

"sel fLink":"https://../tm|ltm virtual /~Comron~ny-VS/ profil es/
~Comon~websecurity?ver=11.5. 0",

"context":"all"

}

Expanding a sub-collection reference

The responses from iControl® REST can include references to sub collections. The expandSubcol | ecti ons
query parameter expands references to sub-collections.

View the details of a particular resource, including the details of its sub-collections, append the string
expandSubcol | ecti ons=t r ue to the URI. Do not prepend adollar sign ($) to this query parameter.

To see the differences, this example shows a GET request for a resource with sub-collection expansion. The response
containsthei sSubcol | ect i on property, set to true, to indicate a sub-collection. The output only contains a
reference to the sub-collection.

https://192.168. 42. 25/ mgnt /tm' | t M pool / ~Cormon~ny- Pool

{ "allowNat" : "yes",

"all owsSnat" : "yes",

"description" : "sdfds",

"full Path" : "/ Comon/ ny-Pool ",

"generation" : 1,

"ignorePersi stedWi ght" : "disabl ed",

"i pTosTod ient" : "pass-through",

"i pTosToServer" : "pass-through",

"kind" : "tmltm pool: pool st ate",

"li nkQosToC ient” : "pass-through",

"li nkQosToServer" : "pass-through",

"| oadBal anci nghbde" : "round-robin",

"menber sRef erence"” : { "isSubcollection" : true,

"link" : "https://../nmgnmt/tm|tn pool/~Comon~ny- Pool / menber s?

ver=11.5. 0"

}!
"m nActi veMenbers" : O,
"m nUpMenbers" : O,
"m nUpMenber sAction" : "fail over",
"m nUpMenber sChecki ng" : "di sabl ed",
"name" : "my-Pool",
"partition" : "Conmon",
"queueDepthLimt" : O,
"queueOnConnectionLinit" : "disabl ed",
"queueTinmeLint" : O,
"resel ectTries" : O,
"sel fLink" : "https://../mgnm/tnf|tm pool /~Comon~ny- Pool ?ver=11. 5. 0",
"sl owRanpTi me" : 10
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To see the expanded sub-collection, this example uses the expandSubcol | ect i ons query parameter. iControl®
REST supports the custom expandSubcol | ect i ons query parameter, which omits the dollar sign ($) from its
name.

https://192.168. 25. 42/ nmgnt/tm | t m pool / ~Cormon~ny- Pool / ?
expandSubcol | ecti ons=true

{ "allowNat" : "yes",

"all owSnat" : "yes",

"description" : "sdfds",

“"full Pat h" : "/ Conmon/ ny- Pool ",

"generation" : 1,

"ignorePersi stedWight" : "disabl ed",

"i pTosTod ient" : "pass-through",

"i pTosToServer" : "pass-through",

"kind" : "tmltm pool : pool st ate",

"l'i nkQosToC i ent" : "pass-through",

"l'i nkQosToServer" : "pass-through”,

"| oadBal anci nghbde" : "round-robin",

"menber sRef erence"” : { "isSubcollection" : true,

"itens" : [ { "address" : "1.1.1.1",
"connectionLimt" : O,
"dynam cRati 0" : 1,
"full Path" : "/ Conmon/ bl ock: 0",
"generation" : 1,
"inheritProfile" : "enabl ed",
"kind" : "tmltm pool : nenbers: nenber sst ate",
"l oggi ng" : "disabl ed",
"monitor" : "default",
"name" : "bl ock: 0",
"partition" : "Conmon",
"priorityGoup" : O,
"rateLimt" : "disabled",
"ratio" : 1,
"sel fLink" : "https://../tm|tnl pool /~Common~ny- Pool / nenber s/
~Comon~bl ock: 0?ver=11. 5. 0",

"session" : "user-enabl ed",
"state" : "unchecked"

}
"link" : "https://../tm|tm pool/~Comon~mny- Pool / menber s?ver=11. 5. 0"

b
"m nActi veMenbers" : O,
"m nUpMenbers" : O,
"m nUpMenber sAction" : "fail over",
"m nUpMenber sChecki ng" : "di sabl ed",
"nane" : "ny-Pool ",
"partition" : "Conmon",
"queueDepthLinmt" : O,
"queueOnConnectionLinit" : "disabl ed",
"queueTineLinmt" : O,
"resel ectTries" : O,
"sel fLink" : "https://../tm|tm pool /~Comobn~ny- Pool ?
expandSubcol | ecti ons=true&ver=11.5. 0",
"sl owRanpTi me" : 10
}

Returning resources from an administrative partition

To access an administrative partition, usethe $f i | t er query parameter in a GET request to specify aresourcein a
partition.

1. Access apartition other than Conmon, using the $f i | t er query option at the end of the URI.
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2. Encodethe URI by creating the following string: ?$f i | t er =parti ti on%20eq%20f w_obj s

To use afilter parameter, this example shows a GET request that uses afilter setting to limit the query to a specific
partition. The response from the request appears in the second block.

GET https://192.168.25.42/ mgnt/tm |t m pool / ?$filter=partition eq fw objs

"kind":"tm|tm pool : pool col | ectionstate",

"selfLink":"https://../mgmt/tm |tm pool ?$filter=partition%0eq
%20f w_obj s&ver=11.5. 0",

"items": |

"kind":"tm|ltmpool : pool state",
"nanme": "t cb- pool 2",
"partition":"fw objs",
"full Pat h":"/fw_objs/tcb-pool 2",
"generation": 9587,
"selfLink":"https://../mgm/tm|tm pool /~fw_obj s~t cb- pool 2?
ver=11.5.0",
"al l omNat": "yes",
"al |l owSnat ": "yes",
"description":"This pool exists in the fwobjs partition.",
"i gnor ePer si st edWei ght": "di sabl ed",
"i pTosTod i ent": " pass-through",
"i pTosToServer": "pass-through",
"l'i nkQsTod i ent": "pass-through",
"l'i nkQosToServer": "pass-t hrough",
"| oadBal anci nghbde": " round-robi n",
"m nActi veMenbers": 0,
"m nUpMenbers": 0,
"m nUpMenber sAction":"fail over",
"m nUpMenber sChecki ng": " di sabl ed",
"queueDept hLimt": 0,
"queueOnConnecti onLimt": "di sabl ed",
"queueTi meLimt": 0,
"resel ectTries": 0,
"sl owRanpTi me": 10,
"menber sRef erence": {
"link":"https://../ngm/tn|tm pool /~fw _obj s~t cb- pool 2/ mrenber s?
ver=11.5. 0",
"isSubcol | ection":true
}

}

Use iControl REST to obtain statistical output

iControl® REST supports the generation of statistical output by using a GET request. The output consists of read-only
statistics, displayed in JSON format. Use of the/ st at s endpoint produces statistical output equivalent to thet nmsh
show command.

To obtain statistical results for aresource, append the endpoint / st at s to the URI.

CET https://192.168.25. 42/ mgnt/tm |t m pool /stats

"kind": "tmltm pool : pool stats",
"generation": 9,
"sel fLink": "https://local host/ngnt/tm |tmn pool / nenbers/ st at s?ver=13. 0. 0",
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"entries": {
"https://local host/ngnt/tnm|tm pool / menber s/ ~Cormon~pool 1/ stats": {
"nestedStats": {
"kind": "tmltm pool : pool st at s"
"sel fLink": "https://|ocal host/mgnt/tm |tn pool / menber s/ ~Conmon~pool 1/
st at s?ver =13. 0. 0",
"entries": {
"activeMenberCnt": {
"value": 0

} il
"avai |l abl eMenberCnt”: {
"value": 1

...(truncated for readability)

"cur Sessions": {
"value": O

"menmberCnt": {

"value": 1

}1

"m nActiveMenbers": {
"value": O

b

"moni torRul e": {
"description": "none"

}1

"t mNanme": {
"description": "/ Common/pool 1"
}l

"serverside.bitsln": {
"value": 0

}1

"serverside.bitsQut": {
"value": O

}l

"serverside. curConns": {
"value": 0

}1

"serversi de. maxConns": {
"value": O

}l

"serverside. pktslin": {
"value": 0

}1

"serverside. pktsQut": {
"value": O

}l

"serverside.totConns": {
"value": 0

}1
"status.availabilityState": {
"description": "unknown"

}l

"status. enabl edState": {
"description": "enabl ed"

}1

"status. statusReason": {
"description": "The children pool nenber(s) either don't have service

checki ng enabl ed, or service check results are not avail able yet"

}

,otRequests": {
"value": 0

}



| GET Requests | 33

"https://1ocal host/mgnt/tm |t m pool / menber s/ ~Conmon~pool 1/ nenber s/
stats": {
"nestedStats": {
"kind": "tmltm pool : renbers: nenber sst at s"
"sel fLink": "https://local host/mgnt/tm |tn pool / nenber s/
~Comon~pool 1/ nenber s/ st at s?ver=13. 0. 0"
"entries": {
"https://local host/nmgnt/tnm |t m pool / menber s/ ~Common~pool 1/ menber s/
~Comon~1. 1. 1. 1:80/stats": {
"nestedStats": {
"kind": "tmltm pool : menbers: menber sst at s"
"sel fLink": "https://local host/mgnt/tm |tmn pool / nenber s/
~Conmon~pool 1/ nenber s/ ~Cormon~1. 1. 1. 1: 80/ st at s?ver =13. 0. 0"
"entries": {
"addr": {
"description": "1.1.1.1"
},
"conng. ageEdnt': {
"value": 0

}

,onnq.ageEna": {
"value": 0

}

’onnq.agekbad": {
"value": O

}

,onnq.agewhx": {
"value": 0

}

’onnq.depth": {
"value": 0

}

onng. serviced": {
"value": 0

}

ur Sessi ons": {
"value": O

}

nitorRule": {
"description": "none"

}

nitorStatus": {
"description": "unchecked"

"ﬁodehbne": {

"description": "/Comon/1.1.1.1"
}!

"pool Nanme": ({

"description": "/Conmon/pool 1"
}1
"port": {

"val ue": 80

(truncated for readability)

"sessionStatus": {

"description": "enabl ed"

} il

"status.availabilityState": ({
"description": "unknown"

}

st at us. enabl edSt at e” - {
"description": "enabl ed"
} 1
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"status.statusReason": {

"description": "Pool menber does not have service checking
enabl ed"
W
"tot Requests": {
"value": 0
}
}
}
}
}
}
}
}
}
}
}
}

Statistics are organized in aresponse as nested objects. At each level of nesting, the response includes a
nest edSt at s object that containstheent ri es for an object. The metadata (ki nd, sel f Li nk) for each object
makes up part of the block for each nest edSt at s aobject.

Note: Prior to version 11.5, aresponse object did not contain the nest edSt at s object.

POST and PUT requests

About JSON format for POST and PUT

Unlike a GET request, a POST or PUT request includes a JSON body. When you create or modify aresource, you
use the same JavaScript Object Notation (JSON) format as shown in a GET request to define the configuration of an
object. Use POST to create a new configuration object from a JSON body, and use PUT or PATCH to edit an existing
configuration object with a JSON body.

The format of the JISON body consists of objects that follow the model for an object, as shown:

{ "partition":"Comon" }

Both the name and value appear in double quotes, and a colon separates the name and the value in the pair. For
objects that contain multiple name pairs, acomma ( , ) separates additional name/value pairs. A JSON value must be
an object, array, number, string, or one of three literal names: false, null, or true. The other structureis a JSON array,
or collection, which is an ordered list of values, as shown:

[ { "conponents":8, "isSubconponent":"true" } ]

In JSON format, square brackets enclose the objectsin an array. The objectsin the array follow the JSON standard
for name/value pairs. Collectively, the name/value pairs are the properties of a BIG-1P® system configuration. For
iControl REST, the name/value pairs can be thought of as property name and property value.

InaREST call, declare the format of the object to post . For iControl REST, specify the format appl i cati on/
j son.Inacurl command, for example, specify the HTTP header - H " Cont ent - Type: appl i cati on/
j son" to declare JSON format:

curl -k -u usernane: password -H "Content-Type: application/json"
-X http-nmethod uri
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Within the JSON body, define the name of the configuration object. Then include the property names and values for
the object, using the same names and properties that appear in the response to a GET request for asimilar object.
Any properties that you omit revert to the existing values, for aPUT request, or their default values, for a POST
reguest. If you use atool like curl, you can specify the JSON body in the command line. Several examplesin this
guide demonstrate the inclusion of a JSON body from the command line.

Creating a new resource with iControl

With the iControl® REST API, you can add a new resource to a BIG-I1P® system by using the POST method on
an iControl REST collection, and specifying the resource to create as a JSON body. When you create a resource,
iControl REST sets all unspecified propertiesto their default values.

To add a new configuration object, specify the name of the resource as a JSON name/value pair and the path to the
collection in the URI.

POST https://192.168.25. 42/ mgnt/tm |t m pool

{ "nanme":"tcb-pool -0" }

The response to the POST request shows a new configuration object.

{ "allowNat" : "yes",

"all owSnat" : "yes",

“full Pat h" : "tcb-pool-0",

"generation" : b5,

"i gnor ePersi st edWei ght" : "di sabl ed",

"i pTosToCdient" : "pass-through",

"i pTosToServer" : "pass-through",

"kind" : "tm|tm pool : pool state",

"l'i nkQsToC i ent" : "pass-through",

"l'i nkQosToServer" : "pass-through",

"| oadBal anci nghbde" : "round-robin",

"menber sRef erence” : { "isSubcollection” : true,

"l'ink" : "https://local host/mgnt/tm |tm pool /~Common~t cb- pool - 0/

nmenber s?ver =11. 6. 0"

iy

"m nActiveMenbers" : O,
"m nUpMenbers" : O,
"m nUpMenber sAction” : "fail over”,
"m nUpMenber sChecki ng" : "di sabl ed",
"name" : "tcb-pool -0",
"queueDepthLinmt" : O,
"queueOnConnectionLinit" : "disabl ed",
"queueTineLimt" : O,
"reselectTries" : O,
"sel fLink" : "https://|ocal host/mgnt/tm |t m pool/tcb-pool -0?ver=11. 6. 0",
"servi ceDownAction" : "none",
"sl owRanpTi me" : 10

}

After you create a new pool object by making a POST request, you can use the object.

Modifying a resource with PATCH

Using the PATCH method, you can modify properties of a resource without affecting any other properties.
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To modify an object in the BIG-1P® system configuration, specify the resource in the URI. Do not specify a collection
inthe URI.

PATCH https://192. 168. 25. 42/ ngnt / t m pool / ~Common~t cb- pool 2

{"menber": [{:nane":"192.168. 25. 32: 80", "description":"Tertiary web
server"}] }

The response to the PATCH request shows the changes to the resource.

{

"kind":"tm|tm pool : pool state",
"name": "t cb- pool 2",
"partition":" Conmmon",
“ful | Pat h": "/ Conmmon/t cb- pool 2",
"generation":59,
"sel fLink":"https://../mgnt/tm |tn pool / ~Conmon~t cb- pool 2?ver =11. 5. 0",
"al |l omNat ": "yes",
"al l owSnat ": "yes",
"ignorePersi st edWei ght": "di sabl ed",
"i pTosTod i ent": " pass-through",
"i pTosToServer": "pass-through",
"l'i nkQosTod i ent": " pass-t hrough",
"l'i nkQosToServer": " pass-t hrough",
"| oadBal anci nghbde": " r ound- r obi n",
"m nActi veMenbers": 0,
"m nUpMenbers": 0,
"m nUpMenber sAction":"fail over",
"m nUpMenber sChecki ng": " di sabl ed”,
"queueDept hLimt": 0,
"queueOnConnecti onLinit": "di sabl ed",
"queueTi meLimt": 0,
"resel ectTries":O0,
"sl owRanpTi nme": 10,
"menber sRef erence”: {
"link":"https://../mgm/tm|tm pool / ~Cormon~t cb- pool 2/ menber s?
ver=11.5.0",
"isSubcol | ection":true
}

}

After completing the PATCH request, you can view the change to the individual resource.

About read only properties

If you specify aread only property with aPUT or POST method, iControl® REST accepts the request and generates
an error response. If you specify other properties in addition to the read only property, avalid PUT or POST request
will not generate an error, despite the inclusion of the read only property, .

For example, the following cur | command specifies aread only property in an existingcm devi ce object:
t i meZone. The response from iControl® REST indicates a missing property name. In this situation, iControl® REST
ignores the read only property and generates the error message shown in the second block.

curl -k -u admn:admn -H "Content-Type: \
application/json" -X PUT -d \
"{"tinme-zone":"EDT"}"' \
https://192.168. 25. 42/ mgnt / t m cm devi ce/ bi gi p1

{
"code": 400,

"nmessage”:"one or nore properties nust be specified",
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"errorStack":[

]
}

Adding or modifying in a specific partition

To add or modify aresource in an administrative partition, add the partition property to the JSON body to modify
configuration objects. Use the query option on the command line, or includeaparti t i on property in the JSON
body. Keep in mind that the $filter query parameter appliesto GET reguests only.

To modify a configuration object with a PUT method, identify the object's partitionintheparti ti on property.

This example uses the POST method to create aresource in a partition other than the Conmron partition. Specify the
name of the resource, and the partition in which to create it, in the JSON body. The response to the request is shown
in the third block.

POST https://192.168.25. 42/ mgnt/tm |t m pool

{ "nane":"tch-pool 2", "partition":"~fw objs" }

"kind":"tm|tmpool : pool state",

"nanme": "t cb- pool 2",

"partition":"fw_ objs",

"full Pat h":"/fw_objs/tcb-pool 2",

"generation": 7810,

"sel fLink":"https://local host/ngm/tm |tm pool /~f w obj s~t cb- pool 2?
ver=11.5. 0",

"al |l omNat ": "yes",

"al l owSnat ": "yes",

"i gnorePersi st edWei ght": "di sabl ed",

"i pTosTod i ent": " pass-through",

"i pTosToServer": "pass-through",

"l'i nkQosTod i ent": " pass-t hrough",

"l'i nkQosToServer": " pass-t hrough",

"| oadBal anci nghbde": " r ound- r obi n",

"m nActi veMenbers": 0,

"m nUpMenbers": 0,

"m nUpMenber sAction":"fail over",

"m nUpMenber sChecki ng": "di sabl ed",

"queueDept hLimt": 0,

"queueOnConnecti onLinit": "di sabl ed",

"queueTi meLinmt": 0,

"resel ectTries": 0,

"sl owRanpTi nme": 10,

"menber sRef erence”: {

"link":"https://../mgmt/tn|tm pool / ~f w_obj s~t cb- pool 2/ menber s?
ver=11.5.0",
"isSubcol | ection":true
}

}

Following the creation of a new configuration object, this example modifies the member collection by usinga PUT
request. The URI includes the full path to the resource to modify. Specify the partition property, as well as any
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properties you wish to modify. The partition property in the JISON body matches the folder name. The response to the
reguest is shown in the third block.

PUT https://192.168.25.42/ mgnt/tm | tm pool / ~f w_obj s~t cb- pool 2

{ "nanme":"tcb-pool 2", "partition":"/fw objs",
"menbers": [ {"nane":"192.168.25.32", "description":"Mrketing server"} ] }

"kind":"tm|tmpool : pool state",

"nanme": "t cb- pool 2",

"partition":"fw_ objs",

"full Pat h":"/fw_objs/tcb-pool 2",

"generation": 7914,

"sel fLink":"https://local host/ngnm/tm |tm pool / ~f w obj s~t cb- pool 2?
ver=11.5. 0",

"al |l omNat ": "yes",

"al l owSnat ": "yes",

"description":"This pool exists in the fw objs partition.",

"i gnor ePer si st edWei ght": "di sabl ed",

"i pTosTod i ent": " pass-through",

"i pTosToServer": "pass-through",

"l'i nkQsTod i ent": " pass-t hrough",

"li nkQosToServer": "pass-through",

"| oadBal anci nghbde": " r ound- r obi n",

"m nActi veMenbers": 0,

"m nUpMenbers": 0,

"m nUpMenber sAction":"fail over"”,

"m nUpMenber sChecki ng": " di sabl ed",

"queueDept hLimit": 0,

"queueOnConnecti onLinit": "di sabl ed",

"queueTi neLimt": 0,

"resel ect Tries": 0,

"sl owRanpTi ne": 10,

"menber sRef erence": {

"link":"https://../mgm/tm|tm pool /~fw _obj s~tcb-pool 2/ menber s?
ver=11.5.0",
"isSubcol | ection":true
}

}

About relative partitions and folder names

If you use arelative folder path within a partition body, iControl® REST interprets the folder name relative to the
parent partition. Set the parent partition by specifyingthe$f i | t er=partiti on eq f ol der-nane query
parameter in the URI, or theparti ti on property in the JSON body, depending on the type of request. The

$f il t er query parameter appliesto GET requests, whereasthe par ti ti on property in aJSON body appliesto
PATCH, POST or PUT requests. For example, if the$fi | t er=partiti on query optionissetto/ eu andthe
JSON body includes areference to the f r ance folder, iControl® REST interprets the folder path as/ eu/ f r ance.
To avoid ambiguity with partition and folder names, use absol ute paths for all foldersin JSON body, such as/ eu/
france.

The$fil t er query parameter differs from the OData query parameter in that it only supportsfiltering by partition
names in iControl REST.

Deleting Access Policy Manager resources
Using iControl® REST, you can delete Access Policy Manager™ (APM™) resources.
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To delete an Access Policy Manager (APM) resource, such asasanpl e- | og- set ti ng resource, make a
DELETE request to aresourceinthe/ nmgnt / t ml apni | og- set t i ng namespace.

DELETE https://192.168. 25. 42/ ngnt/t m apn | og- setti ng/ sanpl e-1 og-setting

iControl REST does not generate a response for a DELETE request but you can verify the deletion of the resource.

Partitions

About administrative partitions

Many types of BIG-IP® system objects, such as profiles and pools, reside in administrative partitions. Partitions are
containers with administrative boundaries that you control with access permissions. Through restricted access to
administrative partitions, the security model imposes greater control over the configuration objects,which reduces the
likelihood of inadvertent changes to the system configuration.

The Cormon partition contains all default profiles, preconfigured monitors, default authentication iRules, the root
and admin user accounts, and route domain 0, which is the default route domain. The Comron partition is created
by the BIG-IP® installation process. If there are no other administrative partitions on a system, all objects will be
created in the Conmron partition. All administrators can access the Comron partition. Administrators that have the
Adm ni strat or or Resource Adm ni strat or roleassociated with their user account can create partitions.

When you create other partitions, you can associate a user account to that partition and grant permissions to
administer that partition. In most circumstances, you either grant a user access to a single partition or universal access
to al partitions, A user with accessto a single partition can only create objectsin that partition. If you grant a user
universal accessto all partitions, the user must select the partition in which to create an object by specifying thesys/
f ol der namespace and the folder name in the request URI.

Every partition has a corresponding folder inthe sy s/ f ol der namespace, including the Comon partition, which
has an associated / Conmon folder. Y ou can specify a namespace in an iControl® REST URI when you create or
delete a partition.

Important: You cannot remove the Conmron partition, regardless of your level of administrative access.

Creating folders
Y ou can use i Control ®°REST methods and properties to create a folder for administrative purposes. There are three
different approaches to creating afolder.
Important: You must make a separate request to iControl REST to assign user permissions on a partition.
1. You can create aroot-level folder by specifying the path and folder name as the name of the resource.
To create aroot-level folder named f w_obj s, make a POST request as shown:

POST https://192.168. 25. 42/ mgnt/t m sys/fol der

{
"name": "fw objs",
"partition": "/"
}
The resulting object will have the following properties:
{ .
"devi ceG oup": "none",

“full Pat h": "/fw objs",
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"generation": 393,

"hi dden": "fal se",

"inheritedDevi cegroup": "true",

"inheritedTrafficG oup": "true",

"kind": "tmsys:folder:fol derstate”,

"name": "fw objs",

"noRef Check": "fal se",

"sel fLink": "https://local host/ nmgnt/tm sys/fol der/~fw _objs?ver=...",
"subPath": "/",

"trafficGoup": "/Common/traffic-group-1",
"trafficG oupReference": ({
"l'ink": "https://local host/mgmt/tm cm traffic-group/
~Common~t raf fi c- group- 1?ver=..."
}
}
2. If you want to create afolder named f w_obj s inthe/ Conmon folder, you can do so by specifying just the

folder name in the nane property.
To create afolder named f w_obj s, inthe/ Cormon folder, make a POST request as shown:

POST https://192.168. 25. 42/ ngnt /t m sys/ f ol der

{
}

In this step, the path is not specified and the folder is created in the Cormon partition, which is the default
partition for iControl REST. If you compare the resulting object from the previous step with the resulting object
from this step, you will notice that the current object does not include either the subPat h property or the
partiti on property. When you create afolder in the Conmron partition, iControl REST does not include the
enclosing partition property in the response.

The resulting object has the following properties:

{

"nanme": "fw objs"

"devi ceG oup": "none",
"full Path": "fw_ objs",
"generation": 403,

"hi dden": "fal se",

"inheritedDevi cegroup": "true",
"inheritedTrafficG oup": "true",
"kind": "tmsys:folder:fol derstate",
"nanme": "fw_objs",

"noRef Check": "false",

"sel fLink": "https://local host/mgnt/tm sys/fol der/fw_ objs?ver=...",
"trafficGoup": "/Comon/traffic-group-1",
"traffi cG oupReference": {
"l'ink": "https://local host/ngnt/tnlcmtraffic-group/
~Common~traffic-group-1?ver=..."

}
}
3. Create ahierarchy of folders by specifying additional properties of the folder object.

To createthefolder / f w_obj s/ fw_obj s, use aPOST request and specify theparti ti on, subPat h, and
name.

POST https://192.168. 25. 42/ mgnt/t m sys/fol der
{

"partition": "/",
"subPat h": "fw objs",
"nanme": "fw objs"
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}

Y ou could have specified the partition property in this example as/ f w_obj s, instead of specifying the partition
and the sub path separately. As a general approach, everything between the top-level slash (/') and the partition
name constitutes a sub path. Otherwise, a single name constitutes a partition name when preceded by atop-level
dlash ('/"), as shown in the first example.

The resulting object has the following properties:

{
"devi ceG oup": "none",
"full Path": "/fw_objs/fw_ objs",
"generation": 410,
"hi dden": "fal se",
"inheritedDevi cegroup": "true",
"inheritedTrafficG oup”: "true",
"kind": "tmsys:folder:fol derstate",
"name": "fw objs",
"noRef Check": "fal se",
"partition": "fw objs",
"sel fLink": "https://local host/ngnt/tm sys/fol der/~fw obj s~fw objs?
ver=..."

"trafficGoup": "/Comon/traffic-group-1",
"trafficG oupRef erence":
"l'ink": "https://local host/ngnmt/tm cmtraffic-group/
~Common~traffic-group-1?ver=..."

}
}

Deleting an administrative partition

An administrative partition, other than Common, can be deleted with a DELETE request. In the URI, specify the
folder name of the partition to delete, and submit the request without a JSON body. Because a folder name includes a
forward slash, the folder name must be specified with atilde character.

Important: You can only delete a partition if it isempty. Remove al objects in the partition before you attempt to
delete the partition.

To delete a partitionspecify the DELETE method and the folder namespace/ ngnt / t ni sys/ f ol der/ inthe URI.
Replace each forward slash (/) in the folder name with atilde character (~).

In this example, the iControl® REST request deletesthe/ f w_obj s partition from the system configuration. The
response includes a response code to indicate success or failure, but the response does not produce a JSON body
unless thereis an error in the request.

curl -k -u adnmin:admn -H "Content-Type: \
application/json" -X DELETE \
https://192. 168. 25. 42/ ngnt /t m sys/ fol der/ ~fw_obj s \
| pyt hon -m j son. t ool

Transactions
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About the iControl REST transaction model

Some administrative actions in the BIG-1P® system require multiple commands, and in some cases, those commands
depend on the successful outcome of other commands. To accommodate complex processes like these, iControl®
REST offers transactions, where a transaction is a sequence of individual commands performed as a single unit of
work. Transactions work similarly to relational database systems. When handling a database transaction, a relational
database system commits the changes if all of the SQL commands run successfully. If any of the SQL commands
fail, the relational database system rolls back all of the changes. iControl REST supports a similar feature where a
sequence of individual web service requests acts as a single unit of work.

TheiControl REST methods you use to create, delete, modify, or query aresource make up the individual commands
of atransaction. However, instead of processing each command on arrival, a transaction aggregates multiple
commands into a single atomic operation. In this manner, an atomic transaction guarantees the all-or-none semantics
of atransaction. A transaction completes successfully if al of the individual commands in the transaction complete
successfully. Conversely, if any of the commandsin atransaction fail, then the entire transaction fails. If the
transaction fails, iControl REST rolls back any commands that completed prior to the operation that failed.

About iControl REST transaction phases

Thelife cycle of atransaction progresses through three phases:

Creation This phase occurs when the transaction is created using a
POST request.
Modification This phase occurs when commands are added to the

transaction, or changes are made to the sequence of
commands in the transaction.

Commit This phase occurs when iControl REST runsthe
transaction.

iControl REST reserves a namespace for transactions. All commands to create, delete, modify, or query resources
within the framework of atransaction use the iControl REST transaction resource namespace / ngnt / t mf
transact i on. This namespace prevents a command from automatically being run by iControl REST when it
receives arequest. iControl REST creates a transaction in response to a POST request that includes an empty JSON
body. In response, iControl REST generates an identifier for the transaction. When you create a transaction, the
transaction resource associates three properties with that transaction:

« Avread-onlytransl d property that identifies a transaction for the life of the transaction.

« A writeable st at e property that indicates the state of the transaction. Values for this property are: STARTED,
UPDATING, VALIDATING, COMPLETED, or FAILED. Other than when you commit a transaction, you never
change the value of the writeable property st at e.

e Avread-only ti neout Seconds property that specifies the time period during which to add commands to the
transaction. iControl REST sets the value to 120 seconds.

In the modification phase, iControl REST adds a command to atransaction, if arequest includes avalid transaction
identifier. Aswith arequest to create a transaction, arequest to add a command is a POST method that specifies the
transaction namespace. Aside from adding commands to a transaction, you can delete a command from a transaction
or change the order of the commands in a transaction. Commands are added to a transaction in the order they are
received. iControl REST assigns acommand identifier to every command added to a transaction. Any changes to

an existing transaction, such as a change to the order of the commands, must include a transaction identifier and a
command identifier. Deletion of a command also requires atransaction identifier and a command identifier.

Thefinal phase of atransaction isthe commit phase. When you are ready to run atransaction, you make a PATCH
request and specify the state of the transaction to indicate to iControl REST that it should run the transaction. You
must specify the transaction identifier in your request.

Note: IniControl REST version 11.6.0, you can create multiple transactions per user.
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About transaction validation

TheiControl® REST API provides a property to validate a transaction without actually making any configuration
changes to the BIG-IP® system. By using this property, iControl REST determines the likelihood of a successful
transaction prior to any attempt to commit the transaction. To use this feature, create a transaction as you normally
would and specify theval i dat eOnl y property in a JSON body when you commit the transaction with a PATCH
reguest. iControl REST returns HTTP 200 OKif the transaction regquest does not generate any errors.

To validate a transaction request, specify " val i dat eOnl y": tr ue inthe JSON body of a PATCH request.
The value of the property defaultsto f al se. If you specify the property in any other phase than the commit phase,
iControl REST ignores the property.

Additional transaction properties

Two noteworthy properties related to transactions include the execut i onTi meout and asyncExecut i on
properties. Theexecut i onTi meout property isaread-only property that specifies the amount of time a
transaction may run before the transaction times out. To prevent a transaction from running indefinitely, the

property limits the transaction to 300 seconds. TheasyncExecut i on property isaBoolean property that allows a
transaction to run in the background. If you set " asyncExecut i on" : true inthe submit request, the request
returnsa202 Accept ed statusto indicate that the transaction was accepted for processing. Y ou must poll for the
status of an asynchronous transaction. If you are unsure how to check the status of a request, see the topic on creating
an iControl® REST transaction.

Creating an iControl REST transaction

Transactions allow you to run a sequence of commands as a single unit of work. Before you can populate a
transaction, you must create a transaction by specifying the transaction endpoint.

1. To create atransaction, use the POST method withthe/t m' t r ansact i on namespace. Y ou must include an
empty JSON body with the request.

POST https://192.168. 25. 42/ ngnt/t i transacti on

{1}

If the POST request is successful, the response contains the transaction identifier. Y ou must include the
transaction identifier in arequest to indicate that an operation is part of a transaction. Note the three transactions
propertiesin theresponse: t r ansl d, st at e, andt i neout Seconds.

{

"transl d": 1389812351,

"state":"STARTED',

"ti meout Seconds": 120,

"kind":"tmtransacti onst ate"

"sel fLink":"https://local host/ngm/tmntransaction/ 13898123517
ver=11.5.0"
}

2. To view the existing transactions, specify one of the transaction endpoints in a query request. To retrieve all
transactionsin a collection, specify the URI ht t ps: // <server name>/nmgnt/tm transacti on.To
retrieve a specific transaction, specify the URI ht t ps: // <server nane>/ngnt/tm transaction/
<t r ansl d>, wheretransld isthe identifier for the transaction. If you do not add a command to a transaction
within one hundred and twenty (120) seconds, the transaction expires.

CET https://192.168.25.42/ngnt/tm transaction

CET https://192.168.25.42/ ngnt/tm transaction/ <transl d>
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Modifying a transaction

After you create a transaction, you can popul ate the transaction by adding commands. Individual commands comprise
the operations that a transaction performs. Commands are added in the order they are received but you can delete
commands or change the order of the commands in the transaction.

1. Toadd acommand to atransaction, use the POST method and specify the X- F5- REST- Coor di nati on-1d
HTTP header with the transaction ID value from the example (1389812351). In the example, the request creates
anew pool and adds a single member to the pool.

POST https://192.168.25. 42/ ngnt/tm |t m pool
X- F5- REST- Coor di nati on-1d: 1389812351

{

"name": "t cb-xact - pool ",
"menbers": [ {"name":"192. 168. 25. 32: 80", "description":"First pool for
transactions"} |

}
The response indicates that iControl® REST added the operation to the transaction.
{
"transl d": 1389812351,
"state":" STARTED',
"ti meout Seconds": 120,
"kind":"tmtransactionstate",
"sel fLink":"https://Iocal host/ngm/tntransaction/ 13898139317
ver=11.5.0"
}

2. Optional: To query asingle transaction, specify the URI ht t ps: // <server name>/nmgnt/tm
transacti on/ transl d, wheretransld isthe identifier of the transaction.

CET https://192.168.25.42/ngnt/tm transacti on/ 138912351

3. Optional: To obtain alist of commands in atransaction, specify the URI ht t ps: // <server name>/ ngnt /
tm transaction/transl d/ commands, wheretransld isthe identifier of the transaction.

GET https://192.168. 25. 42/ ngnt/tm transacti on/ 138912351/ conmands

4. Optional: To obtain the details of asingle operation, specify the URI htt ps: // <server nane>/ngnt/tm
transacti on/transl d/ conmands/ cormandl d, where transld isthe identifier of the transaction, and
commandld isthe identifier of the operation.

CET https://192.168. 25. 42/ mgnt/tm transaction/ 138912351/ comuands/ 1

5. Optional: To remove a command from atransaction, specify the URI ht t ps: // <server nane>/ ngnt/
tm transaction/transl d/ commands/ comrandl d, where transld is the identifier of the transaction,
and commandld is the identifier of the command. iControl REST renumbers the remaining commands in the
transaction.

DELETE https://192.168.25. 42/ ngnt/tnftransacti on/ 138912351/ conmands/ 1

6. Optional: To change the evaluation order, specify the URI ht t ps: // <server nane>/nmgnt/tm
transacti on/ transl d/ conmands/ conmmrandl d, where transld is the identifier for the transaction,
and commandld isthe identifier for the command. In the JSON message body, specify a key/value pair
"eval Order":y, wherey represents a new evalOrder value. This action moves the command.
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Committing an iControl REST transaction

After you finish adding commands to a transaction, and you are satisfied with the evaluation order of the commands,
you can run the sequence of commands by committing the transaction. Each operation in the transaction must
complete successfully. If an operation fails, the transaction rolls back any changes and returns an error. If you choose
not to run the transaction at this point, you can delete the transaction.

1. Tocommit atransaction, use the PATCH method. In the JSON body, specify the state of the transaction as
VALI DATI NG

PATCH https://1ocal host/ngnt/tm transacti on/ 1389812351
{ "state":"VALI DATI NG' }

2. Optional: To delete atransaction, specify the URI htt ps: / /| ocal host/ mgnt/tm transacti on/
t ransl d, wheretransld is the transaction identifier. iControl® REST deletes all operations associated with this
transaction.

DELETE https://1 ocal host/mgnt/tm transacti on/ 1389812351

About iControl REST asynchronous tasks

iControl® REST requests run in a synchronous manner and complete within a short period of time, usually in a
matter of seconds. A single iControl REST request may run for alonger period of time, and do so without providing
any indication of the eventual success or failure of the request. In some situations, a request may time out prior to
completion of the request.

iControl REST addresses the problems associated with along-running request by allowing asynchronous tasks for
some endpoints. A long-running request is a request that routinely takes more than 60 seconds to complete. If the
endpoint you are targeting exists in the table of endpoints, you should consider making your request an asynchronous
task. A POST request to an asynchronous task URI notifies iControl REST to create atask and then respond to
additional requests for task state. As part of theinitia response to the POST request, iControl REST returns a JSON
body that includes a self link that you use to poll the task. To monitor an asynchronous task, you create atask and
then poll the task by identifier to determine the state of the task. All asynchronous tasks are in one of the following
states: UPDATI NG, VALI DATI NG, COVPLETED, or FAI LED. iControl REST setsthe initia state of atask to
UPDATI NG and then returns an HTTP 200 status code to indicate the creation of the task.

When the asynchronous task completes, iControl REST changes the state of the task to COVPLETED. The response to
apolling request for acompleted task includes a JSON body with a self link to the task results. After you review the
results, you should delete the results and then delete the task, in that order.

Asynchronous task endpoints

This table lists common iControl® REST API endpoints along with corresponding asynchronous task endpoints,
organized by function.

Description URI (synchronous) URI (asynchronous)

Save/Load config POST tm/sys/config POST tm/task/sys/config

Save/Load UCS POST tm/sys/ucs POST tm/task/sys/ucs

Load IP geolocation data POST tm/sys/geoip POST tm/task/sys/geoip

L oad classification signatures POST tm/sys/classification-signature | POST tm/task/sys/classification-
signature

Failover POST tm/sys/failover POST tm/task/sys/failover
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Description

URI (synchronous)

URI (asynchronous)

Load DNS-Express® DB

POST tm/Itm/dns-express-db

POST tm/task/Itm/dns-express-db

Load URL DB feed list

POST tm/ltm/classification/urldb-
feed-list

POST tm/task/Itm/classification/
urldb-feed-list

L oad classification signatures

POST tm/Itm/classification/
signatures

POST tm/task/Itm/classification/
signatures

Update signatures POST tm/ltm/classification/update- | POST tm/task/Itm/classification/
signatures update-signatures
Install EPSEC package POST tm/apm/epsec/epsec-package | POST tm/task/apm/epsec/epsec-
package
Create VCMP® guest POST tm/vemp/guest POST tm/task/vemp/guest

Run CLI scripts

POST tm/cli/script

POST tm/task/cli/script

Verify WOM configuration

POST tm/wom/verify-config

POST tm/task/wom/verify-config

Diagnose WOM connections

POST tm/wom/diagnose-conn

POST tm/task/wom/diagnose-conn

L oad/Save/Publish WAM policy

POST tm/wam/policy

POST tm/task/wam/policy

Load firewall FQDN entity

POST tm/security/firewall/fqdn-
entity

POST tm/task/security/firewall/fgdn-
entity

Load IPintelligence feed list

POST tm/security/ip-intelligence/
feed-list

POST tm/task/security/ip-
intelligence/feed-list

L oad/update anti-fraud signatures

POST tm/security/anti-fraud/
signatures-update

POST tm/task/security/anti-fraud/
signatures-update

L oad/update anti-fraud engine update

POST tm/security/anti-fraud/engine-
update

POST tm/task/security/anti-fraud/
engine-update

Load PEM subscribers

POST tm/pem/subscribers

POST tm/task/pem/subscribers

Start/Stop/Restart ILX plug-in

POST tm/ilx/plugin

POST tm/task/ilx/plugin

Run config sync

POST tm/cm/config-sync

POST tm/task/cm/config-sync

Add device to trust domain

POST tm/cm/add-to-trust

POST tm/task/cm/add-to-trust

Remove device from trust domain

POST tm/cm/remove-from-trust

POST tm/task/cm/remove-from-trust

Using an asynchronous task

An asynchronous task provides an alternative to along-running synchronous task.

1. To create an asynchronous task, locate the endpoint for the task in the asynchronous task endpoints table. For this
example, identify the corresponding endpoint for / t m sys/ ucs (/tm t ask/ sys/ ucs) and supply a JSON

body.

POST https://192.168. 25. 42/ nmgnt/tm task/sys/ ucs

{

"command": "save",
n r.]a.rr.ell: Ilrrylxsll
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In the response from the request, locate the reference endpoint (sel f Li nk) to query for the task state. Y ou will
use the endpoint in the subsequent steps.

{

"comand": "save",

"nanme": " nyUcs",

"sel fLink":"https://local host/ngnt/tnftask/sys/ucs/1234&ver=12. 0. 0",

" _taskl D':"1234",

" _taskState": " UPDATI NG',

" taskTinelnStateMs": 0,

" taskResul tLink":"https://|ocal host/nmgnt/tmtask/sys/ucs/ 1234/
result &er=12. 0. 0",

" taskWaitTi ne": 30000
}

2. To start the task, modify the state of the task in a PUT request and specify thesel f Li nk asthe endpoint.
Specify VALI DATI NGasthe value of the _t askSt at e property. You may safely omit the version parameter in
the URI.

Note that if you do not modify the state of the task, the task will not run and eventually will be deleted.

PUT https://192.168. 25. 42/ ngmt /tm t ask/ sys/ucs/ 1234

"_taskState": "VALI DATI NG'

}
If the request was successful, you should see aresponse similar to the following:
{

"_code": 202,

"errorStack": [],

"message": "Task will execute asynchronously."

3. Verify the state of the asynchronous task.

To monitor the progress of the task, you can periodically make a GET request to the reference endpoint to check
the state of the task.

CET https://192.168. 25. 42/ ngnt/tm task/sys/ucs/ 1234

The response at some point should indicate that the task has compl eted.

" taskld": 1234,

" taskResul tLink":"https://l|ocal host/mgnt/tmtask/sys/ucs/ 1234/
resul t &er=12. 0. 0",

" taskState":" COWLETED',

" taskTi nel nSt at eMs": 0,

"sel fLink":"https://local host/ngm /tm task/sys/ucs/1234&ver=12.0. 0"

}
4. When the task completes, make a GET request to the result endpoint.

CET https://192.168.25.42/ ngnt/tm task/sys/ucs/ 1234/ resul t

In this example, you submitted and started an asynchronous task, and viewed the results of the task.
After you view the results of the task, delete the results and then delete the initial task by URI.
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Commands

About other tmsh global commands

Not al Traffic Management Shell (tmsh) Reference commands map directly to HTTP methods. For al i st or
showrequest of aresource, a GET request maps well to the requested operation, but the reference includes global
commands that do not directly correspond to an HTTP method. iControl® REST implements the following set of

t nsh commands:

e Cp
e generate

e install

* | oad

LI 1Y)

e publish

e reboot

e restart

e reset_stats
e run

e save

e send- il

e start

e stop

iControl REST supportstheset msh commands by mapping a command, as well as options, to JSON format.
TheiControl REST format for t msh commands follows this general approach:

* Usethe POST method.
*  Specify a namespace for thet msh command in the URI.
»  Specify the command and options as the values of the propertiesin the JSON body.

To run the command, use the POST method and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/
mgnt /t m sys/ appli cati on/tenpl at e, along with the JISON body for the command. In each example, a
relative URI is used in the request body.

Using the cp command

Utility commands do not have a direct mapping to an HTTP method, so you must use the POST method and specify
an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnt / t mf sys/ appl i cati on/t enpl at e, dong with
aJSON body that specifies the name of the utility command.

To copy using the cp command, make an iControl® REST request with the POST method and specify the properties
in a JSON body.

To copy afile using the cp command, make a POST request. In the JSON body, specify the command, file name, and
target file name.

POST /mgnt/tm sys/application/tenpl ate
{

"command": " cp",
"name":"tenpt 1",
“target":"tenpt2",
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Using the generate command

Global commands like generate do not have a direct mapping to an HTTP method, so you must use the POST method
and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ mgnt /t m' | t mf r ul e, aong with a JSON
body that specifies the name of the command.

To generate signed scripts using the gener at e command, make an iControl® REST request with the POST method
and specify the propertiesin a JSON body.

To generate a signed script using the generate command, make a POST request. In the JISON body, specify the
command, script name, options, and a signing key. The signing key property name uses a hyphenated name instead of
the came case naming convention of iControl® REST.

POST /mgnt/tm It rul e

{
"comand": "gener at e",
"nanme":"rul el",
"options":[
"signature":true
1.
"signi ng-key": "keyl"
}

Using the install command

Global commandslikei nst al | do not have adirect mapping to an HTTP method. So you must use the POST
method and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnmt / t m sys/ sof t war e/ i mage,
along with a JSON body that specifies the name of the command. This topic shows two examples of thei nst al |
command.

1. Toinstall and update components using thei nst al I command, make an iControl® REST request with the POST
method and a JSON body.

POST /mgnt/t m sys/ sof t war e/ i mage

{
"command": "install",
"nane": "Bl A P-11. 5. 0. 930. 400. i so",
"vol unme": "HD1. 3"

}

2. To perform the same task and take advantage of the options for the install command, follow the previous steps and
specify thecr eat e- vol une and r eboot optionsin the JSON body. The create volume property name uses a
hyphenated name instead of the camel-casing convention of iControl REST.

POST /nmgnt/tm sys/ sof t war e/ i mage

"command":"instal ",
"options":[

"create-volunme":true
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P

"reboot":true
; }
"y ame": "Bl d P-11. 4. 0. 737. 400. 42. i so",
"vol une": " HD1. 1"

Using iControl REST to create a key

Instead of using thet nsh key command to create a private key, you can make an iControl® REST request to the
key endpoaint.

To create akey, make an iControl REST request using the POST method and specify the name of the key in a JSON
body.

POST https://192.168. 25. 42/ mgnt/t m sys/ crypt o/ key

{
}

Note: You must specify the extension (key) in the name of the key to create. If you omit the extension, iControl
REST generates an error response despite successfully creating the key.

"nanme": "key-no-part.key"

"kind": "tmsys:crypto: key: keycol | ecti onstate",
"sel fLink": "https://local host/ngnt/tm sys/crypto/ key?ver\u003d13. 1. 0",
"itens": |

"kind": "tm sys:crypto: key: keyst at e",

"nanme": "/ Common/ key-no- part.key",

“full Pat h": "/ Common/ key- no-part. key",

"generation": 44690,

"sel fLink": "https://local host/ mgnt/tm sys/crypt o/ key/ ~Common~key- no-
part. key?ver\u003d13. 1. 0",

"keySi ze": "2048",

"keyType": "rsa-private",

"securityType": "normal"

H

Using the load command

Global commands like load do not have a direct mapping to an HTTP method, so you must use the POST method
and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnt / t mf sys/ conf i g, dong with aJSON
body that specifies the name of the command.

Load BIG-IP® system configuration using the | oad command by making an iControl® REST request with the POST
method and a JSON body.
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To replace the running configuration using the load command, make a POST request. In the JSON body, specify the
command.

POST /mgnt/tm sys/config

"command": "l oad",

nane": "default"

Using the mv command

Global commands like mv do not have a direct mapping to an HT TP method, so you must use the POST method and
specify an absolute URI, suchasht t ps: // 192. 168. 25. 42/ mgnt / t m cni devi ce, along with a JSON body
that specifies the name of the command.

To copy using the mv command, make an iControl® REST request with the POST method and specify the properties
in a JSON body.

To move or rename an object using the mv command, make a POST request. In the JISON body, specify the
command, name, and target:

POST /mgnt/tm cm devi ce

{
"command": " nmv",
"nanme": " bi gi p1",
"target": "sel fdevi ce2",
}

Using the publish command

Global commands, such as publish, do not have a direct mapping to an HTTP method, so you must use the POST
method and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnt / t ml asni pol i cy, aong with
a JSON body that specifies the name of the command.

Publish changesin a policy by making an iControl® REST request with the POST method and specifying the
propertiesin a JSON body.

In the JSON body, specify the command, name of the policy, and the application service. The application service
property name uses a hyphenated name instead of the camel case naming convention of iControl REST.

POST /mgnt/t m asni pol i cy

"comand": " publ i sh",
"name":"testpolicy",
"app-service":"service",

Using the reboot command

Global commands like reboot do not have a direct mapping to an HTTP method, so you must use the POST method
and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnt / t n1 sys, along with aJSON body that
specifies the name of the command.
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Reboot a system, or boot a system into a different volume by making an iControl® REST request with the POST
method and specifying the propertiesin a JSON body.

To reboot a system using the reboot command, make a POST request. In the JISON body, specify the command.

POST /mgnt/t m sys

"command": "reboot "

Using the restart command

Global commands like restart do not have a direct mapping to an HTTP method, so you must use the POST method
and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnt / t m sys/ servi ce, dong witha
JSON body that specifies the name of the command.

Restart a service by making an iControl® REST request with the POST method and specifying the propertiesin a
JSON body.

To restart a service using the restart command, make a POST request. In the JSON body, specify the command and
the name of the service to restart.

POST /mgnt/t m sys/ servi ce

"command": "restart",
"nanme":"icrd"

Using the reset-stats command

Global commands like reset-stats do not have a direct mapping to an HTTP method, so you must use the POST
method and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnt/tm | t m vi rtual , along
with a JSON body that specifies the name of the command.

Reset statistics for a component by making an iControl® REST request with the POST method and specifying the
propertiesin a JSON body.

To reset statistics for a component using the reset-stats command, make a POST request. In the JSON body, specify
the command and the name of the component.

POST /mgnt/tm | tnvirtual

"commmand": "reset-stats",
"name":"http_vsl"

Using the run command

Globa commands like run do not have a direct mapping to an HTTP method, so you must use the POST method and
specify an absolute URI, suchasht t ps: // 192. 168. 25. 42/ ngnt /t m ut i | / pi ng, along with a JSON body
that specifies the name of the command.
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Run a program by making an iControl® REST request with the POST method and specifying the propertiesin a JSON
body. .

To run acommand using the run command, make a POST request. In the JSON body, specify the command and the
options for the command.

POST /mgnt/tm util/ping

"command": "run",
"util CmdArgs":"1.1.1.1 -c 1 -i 10"

Using the save command

Global commands like save do not have a direct mapping to an HTTP method, so you must use the POST method
and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnt / t mf sys/ conf i g, aong with aJSON
body that specifies the name of the command.

Save the running configuration of a BIG-1P® system by making an iControl® REST request with the POST method
and specifying the propertiesin a JSON body.

To save the running configuration using the save command, make a POST reguest. In the JSON body, specify the
command.

POST /mgnt/t m sys/config

{
"conmand": "save"
}
To use the options available for the save command, specify the command and the optionsin a JSON body.
{
"commuand": "save",
"options":[
"file":"configfile.scf"
}
]
}

Using the send-mail command

Global commands like send-mail do not have a direct mapping to an HTTP method, so you must use the POST
method and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnt / t m anal yti cs/
application-security/report,aongwithaJSON body that specifies the name of the command.

Send an e-mail to recipients by making an iControl® REST request with the POST method and specifying the
propertiesin a JSON body.



| Commands | 54

To send e-mail using the send-mail command, make a POST reguest. In the JSON body, specify the command.
Specify the options, as well as the recipients, in the JSON body. Several of the property names use a hyphenated
name instead of the camel case naming convention of iControl® REST.

POST /mgnt/tm anal yti cs/ application-security/report

"conmand": "send-mai |l ",
"view by":"ip",
"format":"pdf",
"emai | - addresses": [
"wchen@ 5. cont
|

asures": |
"illegal -transactions"

]!

"limt": 20,

"order-by":|
{

"measure":"illegal -transactions",
"sort-type": "desc"

}

nt p- confi g-override": "snt pserver"

]

Using the start command

Global commands like start do not have a direct mapping to an HTTP method, so you must use the POST method
and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnt / t m sys/i cal | / handl er/
per pet ual , aong with a JSON body that specifies the name of the command.

Start a service by making an iControl® REST request with the POST method and specifying the propertiesin a JSON
body.

To start a service using the start command, make a POST request. In the JSON body, specify the command and the
name of the service.

POST /mgnt/tm sys/ical |/ handl er/ per pet ual

"command": "start",
"name": " per phdl"

Using the stop command

Global commands like stop do not have a direct mapping to an HTTP method, so you must use the POST method
and specify an absolute URI, suchasht t ps: //192. 168. 25. 42/ ngnt / t m sys/i cal | / handl er/
per pet ual , aong with a JISON body that specifies the name of the command.

Stop a service by making an iControl® REST request with the POST method and specifying the propertiesin a JSON
body.
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To stop a service using the stop command, make a POST request. In the JSON body, specify the command and the
name of the service.

POST /mgnt/tm sys/ical |/ handl er/ per pet ual

"comand": " st op",
"nanme": " per phdl"

Application Security Manager

Application Security Manager and iControl REST comparison
If you use Application Security Manager™ (ASM™), you should understand how ASM differs from iControl REST.

Application Security Manager™ (ASM ™) shares much in common with iControl® REST. Aswith any organizing
collection in iControl REST, ASM supports discovery of the API, common methods, as well as a set of query
parameters. However, ASM offers some features that distinguish it from iControl REST, as outlined in the following
list.

* ASM resource URIsinclude an MD5 hash that identifies the resource.

e ASM implements alarger set of Open Data Protocol (OData) query parameters, functions, and operators.

* ASM does not implement custom query parameters, like expandSubcol | ecti ons.

e ASM does not support the/ st at s endpoint.

e ASM supports tasks, not transactions.

The following table lists the HTTP methods that ASM supports.

Method Description

GET For both collections and other resources, ASM supports
the GET method to retrieve or search. The $fi | t er
query parameter support in ASM includes more options
than iControl REST.

POST For both collections and other resources, ASM supports
the POST method to create an entity. A POST request
must include a JSON body, although the JSON body
may be empty.

DELETE For most collections, ASM supports the DELETE
method. ASM supports the deletion of subsets of
collections that match a$fi | t er query. For other
resources, ASM supports the DELETE method. With the
inclusion of a query parameter, ASM also supports the
option to delete multiple entities.

PUT For collections or elements, ASM does not support the
PUT method.
PATCH For collections, ASM supports the PATCH method.

In ASM, PATCH can update multiple entities if you
specify aquery option in the URI. For other resources,
ASM supports the PATCH method. The PATCH method
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Method Description

updates specified properties; PATCH does not reset or
overwrite properties that are not specified in the request.

ASM implements OData Version 4 and provides some support for OData Version 3 string functions. ASM supports
the query options and functions, with restrictions, listed in the following table.

Parameter Description

$filter Specifies afilter for aretrieve, update, or delete
operation. In ASM, $f i | t er supportsthe cont ai ns,
endswi t h,startswi th,andsubstri ngof string
functions. No math functions are supported.

$sel ect Specifies a subset of the properties to appear in the result
Set.

$skip Specifies the number of rows to skip in the result set.
The result set is chosen from the remaining rows.

$t op Specifiesthefirst n rows of the result set.

$expand Specifies the inclusion of related entitiesin the result set.

$or der by Specifies the order in which to display items.

The $or der by parameter cannot be applied to
asubfield inside of an expanded field, such as

$or der by=r equest Pol i cy/ nane on/tm asm
event s/ requests.

AswithiControl REST, ASM also supports comparison and logical operators as described by the OData protocol.
The following table lists the ASM operators.

Operator Description

eq Equal to operator.

ne Not equal to operator.

It L ess than operator.

l e Less than or equal to operator.

gt Greater than operator.

ge Greater than or equal to operator.

and Trueif both operands are true operator. Supports

grouping of fields within an element for $filter, such
assi gnatureQverrides/id eq 'IDx'" AND
signatureOverrides/isA |l owed eq TRUE

or Trueif either operand istrue. INASM, $fil ter
supports the or operator for conditions that apply to one
field,suchas(A eq 1 OR A eq 2).

not Negation of operand operator.

ASM supports the aggregate OData functions SUM, AVG, MAX, and MIN.
The following table lists the ASM namespaces.
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Namespace Description

/tm/asm/attack-types Collection, read-only.

/tm/asm/signatures Collection that does not support update many or delete
many requests.

/tm/asm/signature-statuses Collection, read-only.

/tm/asm/signature-sets Collection that does not support update many or delete
many requests.

/tm/asm/signatures-update Element

/tm/asm/signature-systems Collection, read-only.

/tm/asm/policy-templates Collection, read-only.

/tm/asm/policies Collection that does not support update many or delete

many requests. Collections within this namespace:

e /tm/asm/policies/<M D5Hash>/methods

e /tm/asm/policies’<M D5Hash>/filetypes

e /tm/asm/policies/<M D5Hash>/cookies

e /tm/asm/policies/<M D5Hash>/host-names

» /tm/asm/policies/<sM D5Hash>/blocking-settings/
violations

* /tm/asm/policies/<M D5Hash>/bl ocking-settings/
evasions

e /tm/asm/policies/<M D5Hash>/blocking-settings/http-
protocols

e /tm/asm/policies/<M D5Hash>/blocking-settings/
web-services-securities

e /tm/asm/policies’<MD5Hash>/urls

e /tm/asm/policies/<M D5Hash>/parameters

e /tm/asm/policies/<M D5Hash>/urls/<M D5Hash>/
parameters

e /tm/asm/policies/<M D5Hash>/whitelist-ips

e /tm/asm/policies/<M D5Hash>/gwt-profiles

e /tm/asm/policies’<M D5Hash>/json-profiles

» /tm/asm/policies’'<M D5Hash>/xml-profiles

e /tm/asm/policies/<M D5Hash>/signatures

e /tm/asm/policies/<M D5Hash>/signatures-sets

Retrieving Application Security Manager resources

Consistent with iControl® REST behavior, Application Security Manager™ (ASM™) supports querying of endpoints
within the namespace/ ngnt / t ml asm Aswith any other organizing collection in iControl® REST, you can make a
GET request to discover the resources of ASM.

1. Make arequest to the endpoint / mgmnt / t ml asmto query for ASM resources.

2. Todiscover the resources of ASM, make a GET request to the root namespace, (/ mgnt / t nf asnj, asshownin
this example.

CET https://192.168.25.42/ ngnt/tm asm

"sel fLink":"https://Iocal host/ngnt/tm asni,
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"kind":"tm asm asntol | ecti onst at e",
"items": |

"reference": {
"link":"https://l|ocal host/nmgnt/tm asm t asks"

}
},
{
"reference": {
"l'ink":"https://|ocal host/ ngnt/tm asni si gnat ur e- updat e"
}
I
{
"reference": {
"l'ink":"https://local host/ngnt/tm asni pol i ci es"
}
¥
{
"reference": {
"l'ink":"https://local host/ngnt/tm asni pol i cy-tenpl at es"
}
I
{
"reference": {
"l'ink":"https://1ocal host/ nmgnt/tm asni si gnat ur es"
}
I
{
"reference": {
"l'ink":"https://1|ocal host/ nmgnt/tm asn si gnat ur e- st at uses”
}
s
{
"reference": {
"l'ink":"https://1ocal host/ mgnt/tm asni si gnat ure-sets”
}
},
{
"reference": {
"l'ink":"https://|ocal host/ ngnt/tm asni si gnat ur e- syst ens"
}
I
{
"reference": {
"l'ink":"https://local host/ngnt/tm asni attack-types"
}
}

]
}

3. To expand one of the linksin the response, make another GET request, specifically for aresource.

This example expands one of the links in the response from the previous request. Note that each URI contains a
hash string as aresource identifier.

CET https://192.168. 25. 42/ ngnt/tm asni pol i ci es

"sel fLink":"https://local host/ngm /tmnm asm policies"”,
"kind":"tm asm policies: policycoll ectionstate",
"itenms": [

{

"pol i cyBui | der Ref erence": {
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"link":"https://../mgnt/tm asm pol i ci es/ MvavowFbCOs SD-
Fgt 4t r P6A/ pol i cy- bui | der"

"bl ocki ngSet ti ngRef erence": {
"link":"https://../mgnt/tm asm pol i ci es/ MvavowFbQOs SD-
Fgt 4t r P6A/ bl ocki ng-setti ngs",
"isSubCol | ection":true

"cooki eRef erence": {
"link":"https://../ngnt/tnl asm polici es/ MvavowFbGOs SD-
Fgt 4t r P6A/ cooki es™,
"isSubCol | ection":true
},
"host NaneRef er ence": {
"link":"https://../ngnt/tnml asm polici es/ MvavowFbQOs SD-
Fgt 4t r P6A/ host - nanes",
"i sSubCol | ection":true

}l
"sel fLink":"https://../mgnt/tm asni pol i ci es/ MvavowrbQs SD-
Fgt 4t r PBA"
"stagi ngSettings":{
"si gnat ureSt agi ng": true,
"enf or cenent Readi nessPeri od": 7
}l
"versi onDevi ceNanme": "10000- 1- E12U39. sh",
"si gnat ur eRef erence": {
"link":"https://../ngnt/tnl asm polici es/ MvavowFbQOs SD-
Fgt 4t r P6A/ si gnat ur es",
"i sSubCol | ection":true

}l
"createdDatetine":"2013-12-06T19: 29: 547",
"fil etypeReference": {
"link":"https://../ngnt/tnl asm polici es/ MvavowFbQOs SD-
Fgt 4tr P6A/ fi | et ypes",
"i sSubCol | ection":true

},
"id":" MvavowFbGOs SD- Fgt 4t r P6A" ,
"nmodi fi er Nane": "adm n",
"versionDatetine":"2013-12-26T23: 12: 572",
"subPat h": "/ Conmon",
"versi onLast Change":"Policy Attributes [update]: Policy Builder
determ ned that security policy \"/Comon/ny-VS\" is unstable.",
"active":true,
"casel nsensitive":fal se,
"name": " ny-VS",
"description":"",
"full Pat h": "/ Comon/ ny-VS",
"pol i cyBui | der Enabl ed": t rue,
"trust Xff":fal se,
"partition":" Conmon",
"attributes":{
"pat hPar anet er Handl i ng": " as- par anet er s",
"trigger Asm rul eEvent": "di sabl ed"”,
"maskCr edi t Car dNunber sl nRequest ": t r ue,
"i nspect Ht t pUpl oads": f al se,
"maxi muntt t pHeader Lengt h": 2048,
"maxi munCooki eHeader Lengt h": 2048,
"useDynam cSessionldlnUrl": fal se

"xm Profil eReference": {
"link":"https://../mgnmt/tm asm polici es/ MvavowFbCOs SD-
Fgt 4t r P6A/ xm - profil es",
"isSubCol | ection":true
W



"met hodRef erence": {
"link":"https://../mgmt/tm asm pol i
Fgt 4t r P6A/ net hods",
"isSubCol | ection":true

}l
"cust onXf f Header s": [
]

reat or Nanme": "adm n",
"kind":"tmasm policies: policystate",
"url Ref erence": {
"link":"https://../mgm/tnm asm pol i
Fgt 4t r P6A/ url s",
"i sSubCol | ection":true
’
"virtual Servers": [
"/ Comron/ ny- VS"

"header Ref erence": {
"link":"https://../ngmt/tm asm pol i
Fgt 4t r P6A/ header s",
"isSubCol | ection":true

"protocol | ndependent ": f al se,
"l ast Updat eM cros": 1. 386358822e+15,
"si gnat ur eSet Ref erence": {
"link":"https://../ngmt/tnl asm poli
Fgt 4t r P6A/ si gnat ur e- sets",
"i sSubCol | ection":true

"al | onedResponseCodes": [
400,
401,
404,
407,
417,
503

]

ar anet er Ref erence": {
"link":"https://../ngnmt/tnlasm poli
Fgt 4t r P6A/ par anmet er s,
"i sSubCol | ection":true
},

"jsonProfil eRef erence": {
"link":"https://../ngm/tn asm poli
Fgt 4t r P6A/ j son-profil es",
"i sSubCol | ection":true
},
"appl i cati onLanguage": "utf-8",
"enf or cenent Mbde": "transparent"”,
"isModi fied":fal se,
"gwt Profil eReference": {
"link":"https://../mgnmt/tn asm pol i
Fgt 4t r P6A/ gwt - profi |l es"”,
"isSubCol | ection":true

1
"whitelistlpReference":{
"link":"https://../ngnt/tnl asm poli
Fgt 4t r P6A/ whitel i st-ips",
"isSubCol | ection":true
}

\ er si onPol i cyNane": "/ Conmon/ Dumrmy- VS"

C
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}
4. To search for properties of aresource, make a GET request and append a query string to the URI, as shown in this
example.

GET https://192.168. 25. 42/ ngnt/tn asnif policies?$filter=nane eq ny-VS

Creating Application Security Manager resources

Consistent with iControl® REST behavior, Application Security Manager™ (ASM™) supports creation of resources
within the namespace / mgnt / t m asm Aswith any other organizing collection in iControl® REST, you can make a
POST request to create aresourcein ASM.

To create anew resource, make a POST reguest using the namespace/ ngnt / t m asm

POST https://192.168. 25. 42/ mgnt/t m asni pol i ci es/ <MD5HASH>/ url s

{
"nanme": "/1ogin. php",
"protocol": "http",
"description": "A Login Page"
}
t
"id": "<NMD5HASH>",
"nanme": "/1ogin. php",
"kind": "tmasmpolicies:urls:url State",
"sel fLink": "https://local host/ mgnt/tm asn pol i ci es/ <MDSHASH>/ ur |l s/
XPi gqHHf | 7UsVKku63zrd-g",

"protocol": "http",

"type": "explicit",

"staging": true,

"description": "A Login Page",
"modi fi edDatetime": "1990-12-31T23: 59: 602",
"al l owed": true,

"checkFl ow': fal se,

"navi gati onParaneters": fal se,
"checkMet achars": true,
"clickjackingProtection": false,
"contentProfiles: [

{
"header Nane": "*",
"header Val ue": "*",
"headerOrder": "default",
"type": "http",
"inC assification": false
}

]

" par anet er Ref erence":
"l'ink": "https://local host/ngmt/tmn asm polici es/ <MD5HASH>/ url s/
XPi qHHf | 7UsVKku63zr d- g/ par anet er s"

}H
}

Updating Application Security Manager resources

Consistent with iControl® REST behavior, Application Security Manager™ (ASM™) supports updating of resources
within the namespace/ ngnt / t m asm Aswith any other resources in iControl® REST, you can update an ASM
collection or other resource with a PATCH request.
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1. To update aresource, make a PATCH request to aresource in the namespace/ mgnt / t ml asmand include a
JSON body.

PATCH https://192. 168. 25. 42/ ngnt / t ml asm pol i ci es/ <MD5HASH>/ ur | s/

"clickjacki ngProtection": true,
"clickjacki ngtype": " Never"
}

2. To update multiple ASM entities with a single request, make a PATCH request and specify a query parameter in
the URI.

PATCH https://192. 168. 25. 42/ ngnt/t m asn pol i ci es/ <VMD5HASH>/ ur | s?
$filter=type eq explicit

{ "staging": false }

Deleting resources in Application Security Manager

Consistent with iControl® REST behavior, the namespace for Application Security Manager™ (ASM™) includes
endpoints within the namespace/ mgnt / t nf asm t asks/ i nport - pol i cy/ . Aswith any other resourcesin
iControl REST, you can make a DELETE request to delete aresourcein ASM.

1. Todelete aresource, make a DELETE request and specify aresource in the namespace/ ngnt / t m asn
tasks/ i mport-policy/.

DELETE https://192.168. 25. 42/ ngnt / t m asm t asks/ i nmport - policy/
ZuJ5QPuFj 9r _Lwbr DgoPsg

{

"i sBase64": f al se,

"status":"FAl LURE",

"name": " TCB policy",

"| ast Updat eM cros": 1. 389135008e+15,

"kind":"tmasmtasks:inport-policy:inport-policy-taskstate",

"sel fLink":"https://../mgnt/tm asni t asks/i nport-policy/
ZuJ5QPuFj 9r _Lwbr DgoPsg",

"filename":"tcbpolicy.xm",

"id":"ZuJ5QPuFj 9r _Lwbr DgoPsg",

"startTi me":"2014-01- 07T22: 50: 082",

"result":{

"message": "Exported policy file not found!."
}

}
2. Todelete multiple entities, make a DELETE request and specify a query parameter in the URI.

DELETE https://192.168. 25. 42/ mgnt/t ml asni pol i ci es/ <MD5HASH>/ ur| s/ ?
$filter=staging eq true

Application Security Manager policy
If you use Application Security Manager™ (ASM™) to import, export, or activate policy, you should understand how
ASM differsfrom iControl REST.

iControl® REST supports the Application Security Manager™ (ASM ™) features of importing, exporting, and activating
policies. Theindividual task topics state all required properties for a request.
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Property Description

fil enane Specifies the name of alocal system file that contains the
policy to import.

file Specifiesinline content in XML format to import. For
import requests, the inline content is input. For export
reguests, the response contains the content inline.

i sBase64 Indicates whether the inline content is Base64 encoded.
Applies to both input and output content.

ni ni mal Indicates whether to export only custom settings.

nane Specifies the short name of apolicy. Only appliesto new
policies.

full Pat h Specifies the fully qualified path and name of apalicy.

pol i cyRef erence Specifiesthe link to apolicy to activate, replace or

create, or export.

pol i cyTenpl at eRef er ence Specifies the template for a policy.

Importing a policy in Application Security Manager
iControl® REST supports the Application Security Manager™ (ASM™) task to import a policy from another ASM
system. Y ou can use the imported policy as a base policy on another system.

1. Optiona: To upload afile from which to import the policy, use the POST method and specify the/ t mf asn
file-transfer/upl oads endpoint. You must specify the file namein the request.

POST https://192.168.25.42/ mgnt/tm asn fil e-transfer/upl oads/ <fil enane>
The following is an example request command:

curl -k -u admin:admn -H "Content-Type: application/json" "https://<big-
ip_man_ip> nmgnt/tmasn fil e-transfer/upl oads/inport_policy APl .xm" -X

POST -H "Cont ent - Range: 0-<l| enght _i n_bytes>/ <l ength_i n_bytes>" --data-
bi nary @ hone/ user-x/ previ ous_exported_policy_ API.xmn

2. Toimport apolicy, make a POST request tothe/ ngnt / t m asni t asks/ i nport - pol i cy namespace.
3. Inthe JSON body, specify a property that identifies the source of the import data.

Y ou must supply one property from the list:

« file

« filenane

* policyReferenceTenpl ate

POST https://192.168. 25. 42/ mgnt/t m asm t asks/i nport-policy

"filename": "nypolicy.xm",
"nane": "NewPolicy"

"id": "ogqNah2Pxt wE4YyAHGekNQ',

"nanme": "NewPolicy",

"filename": "nypolicy.xm"

"kind": "tmasmtasks:inport-policy:inportpolicytaskstate",



| Application Security Manager | 64

"l ast Updat eM cros": 1370459676272126,

"status": "NEW,

"sel fLink": "https://local host/ngnt/tm asni tasks/i nport-policy/
ogqNah2Pxt wwE4 Yy AHGekNQ' ,

"startTi me": "2013-06-05T15: 14: 36- 04: 00"
}

4. Make aGET request and specify thei d property in the URI to determine the success of the policy import
operation.
The response showsther esul t and st at us properties that indicate the success of the request.

CET https://192.168. 25. 42/ mgnt/tm asni t asks/i nport - policy/
oqNah2Pxt wwE4 Yy AHGek NQ

{
"id": "ogNah2Pxt wvE4Yy AHGeKkNQ',

"kind": "tmasmtasks:inport-policy:inportpolicytaskstate",

"name": "NewPolicy",

"filename": "nmypolicy.xmn"

"| ast Updat eM cros": 1370459676272126,

"status": "COWLETED",

"sel fLink": "https://|ocal host/mgnt/tm asni t asks/i nport - policy/
ogNah2Pxt wwE4 Yy AHGekNQ' ,

"startTime": "2013-06-05T15: 14: 36- 04: 00",

"endTi ne": "2013-06-05T15: 14: 56- 04: 00",

"result": {

"pol i cyRef erence": {
"l'ink": "https://Ilocal host/ngnmt/tm asm policies/

vagoQ. F6uCoBKv S8h3C19w!

}
}

Exporting a policy in Application Security Manager

iControl® REST supports the Application Security Manager™ (ASM ™) task for exporting a policy to another server.
Y ou can use the exported policy as abase policy on another system.

1. Toexport apolicy, make a POST request tothe/ ngmt / t ml asm t asks/ export - pol i cy endpoint. You
must specify either thef i | enane property or thei nl i ne property in the request.

POST https://192.168. 25. 42/ mgnt/tm asni t asks/ export-policy

"filename": "exported file.xm",
"mnimal": true,
"policyReference": {
"l'ink": "https://Ilocal host/ngm/tm asm policies/
vagoQ.F6uCoBKvS8h3C19w!
}

}

The response to the request contains the following data:

{
"id": "ogNah2Pxt wE4YyAHGekNQ',
"filename": "exported_file.xm",
"pol i cyRef erence": {
"l'ink": "https://local host/ngm/tmnl asm policies/
vagoQLF6uCoBKv S8h3C19w!

"mnimal": true,
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"kind": "tmasmtasks: export-policy:exportpolicytaskstate",

"l ast Updat eM cros": 1370459676272126,

"status": "NEW,

"sel fLink": "https://local host/ngnt/tm asnit asks/ export-policy/
oqNah2Pxt wwE4 Yy AHGekNQ' ,

"startTi me": "2013-06-05T15: 14: 36- 04: 00"
}

2. Optional: To determine the status of the policy export operation, use the GET method and specify thei d of the
request.

CET https://192.168. 25. 42/ mgnt /t m asni t asks/ export - policy/
ogNah2Pxt wwE4 Yy AHGek NQ

The response to the request contains the following data:

{

"id": "ogNah2Pxt wE4YyAHGekNQ',

"filename": "exported file.xm",

"pol i cyRef erence": {

"l'ink": "https://Ilocal host/ngmt/tm asm policies/

vagoQ.F6uCoBKv S8h3C19w!

"mnimal": true,

"kind": "tmasmtasks: export-policy:exportpolicytaskstate",

"| ast Updat eM cros": 1370459676272126,
"status": "COWPLETED",
"sel fLink": "https://l|ocal host/ mgnt/tm asni t asks/ export-policy/
oqNah2Pxt wwE4 Yy AHGekNQ' ,
"startTime": "2013-06-05T15: 14: 36- 04: 00",
"endTi ne": "2013-06-05T15: 14: 56- 04: 00",
"result": {
"filename": "exported file.xm",
"fileSize": 32045

}

3. Optional: To download the file, use the GET method and specify the/ t nf asni fi |l e-transfer/
downl oads endpoint, along with the name of the exported file. Y ou must specify the name of thefilein the
request.

CET https://192.168.25.42/mgnt/tm asm fil e-transfer/downl oads/ <fi |l enane>

Applying a policy in Application Security Manager

iControl®REST supports the Application Security Manager™ (ASM™) task to manually apply a policy that protects a
web site.

1. Toapply apolicy, make a POST request withthe/ t mf asm t asks/ appl y- pol i cy namespace.

POST https://192.168. 25. 42/ mgnt/t m asni t asks/ appl y-policy

{
"policyReference": ({
"l'ink": "https://local host/ngm/tm asm policies/
vagoQLF6uCoBKvS8h3C1ow!'
}

The response to the request contains the following data:

{



| Application Security Manager | 66

"id": "ogNah2Pxt wE4YyAHGekNQ',
"kind": "tmasmtasks: appl y-policy: appl ypol i cyt askst ate",
"pol i cyRef erence": {
"l'ink": "https://local host/ngm/tmn asm policies/
vagoQLF6uCoBKvS8h3C19wW!'

}l

"l ast Updat eM cros": 1370459678272126,

"status": "NEW,

"sel fLink": "https://local host/ngnt/tm asni t asks/ appl y-policy/

ogNah2Pxt wwE4 Yy AHGeKNQ'
"startTi me": "2013- 06- 05T15: 14: 36- 04: 00"
}

2. To determine the status of the apply policy operation, make a GET request to the same namespace.
CET https://192.168. 25. 42/ ngnt/tm asni t asks/ appl y- policy

The response to the request contains the following data:.

{
"id": "ogNah2Pxt wwE4YyAHGEKNQ',
"kind": "tmasmtasks: appl y-policy: appl ypol i cyt askst ate",
"policyReference": ({
"l'ink": "https://local host/ngm/tm asm policies/
vagoQLF6uCoBKvS8h3C1ow!'

}l

"| ast Updat eM cros": 1370459678272126,

"status": "COWLETED',

"sel fLink": "https://local host/nmgnt/tm asni t asks/ appl y-policy/
oqNah2Pxt wnE4 Yy AHGekNQ' ,

“startTime": "2013-06-05T15: 14: 36- 04: 00",

"endTi ne": "2013-06-05T15: 14: 56- 04: 00"

Finding policy differences in Application Security Manager

Y ou can determine the differences between two policies for the purpose of resolving and merging the differences.
This aspect of the difference functionality is available only in the iControl® REST API.

1. Tofind the differences between policies, choose two policies to compare and denote the policiesin a JSON
body, as shown. Y ou can compare any two policies that have these characteristics in common: encoding, case
sensitivity, and protocol independence.

"firstPolicyReference": { "link": "https://|ocal host/mgnt/tm asm
polici es/ exanple_ 1"},

"secondPol i cyReference": {"link": "https://|ocal host/nmgnt/tm asm
pol i ci es/ exanpl e_2"}

}

2. MakeaPOST request tothe/ ngmt / t ml asm t asks/ pol i cy-di ff endpoint and include the JSON body
you created.

POST https://192.168. 25. 42/ mgnt/t m asni t asks/ pol i cy-diff
The task returns an endpoint to a collection of differences between the policies, such as an entity that appearsin

one policy but not in the other.

"firstPolicyReference": { "link": "https://l|ocal host/ngnt/tnm asm
pol i ci es/ exanple_1"},
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"secondPol i cyReference": {"link": "https://I|ocal host/mgnt/tnm asm
pol i ci es/ exanpl e_2"},

"differenceReference": { "link": "https://local host/ ngnt/tm asni policy-
di ffs/8AczZwsnx7gvk34CVv22hYrw di f f er ences/ exanpl e?ver=13. 1. 0"},

"| ast Updat eM cros": O,

idto ot
}

Y ou have created a collection of differences between two policies that you can use to merge and resolve the
differences.

Merging policy differences in Application Security Manager

Y ou can merge the differences between two policies by using the output of the policy differences task. Once you have
acollection of differences, you can specify how to merge the differences into the policies.

To merge the differences between policy files, make a POST request tothe/ ngmt / t m asm t asks/ pol i cy-
mer ge endpoint.

POST https://192.168. 25. 42/ mgnt/t m asni t asks/ pol i cy- nerge

{
"policyDiffReference": {"link": "/nmgmt/tm asni policy-diffs/exanple"},
"addM ssingEntitiesToFirst": true,
"addM ssi ngEntiti esToSecond": true,
"handl eCommonEntities": "ignore",
"handl eM ssi ngEntitiesEnunt: ["ignore", "accept-fromfirst", "accept-from
second"],
"itenFilter":
}

Theitenfi | t er property letsyou select asubset of differencesto merge. Y ou can think of this as the equivalent of
the$fil t er query parameter applied to the collection of differences.

Application Security Manager components
iControl® REST supports managing Application Security Manager™ (ASM™) component update files.

Component Component updatefiletype
ASM Attack Signatures asm-attack-signatures
Behavioral WAF behavioral-waf

Bot Signatures bot-signatures

Browser Challenges browser-challenges
Credentia Stuffing credential-stuffing

Server Technologies server-technologies

Threat Campaigns threat-campaigns

Checking for component update file
iControl® REST supports the Application Security Manager™ (ASM™) task to check and retrieve BIG-IP ASM update
file when afile for the specified component typeis available.

To check and retrieve an update file, make a GET request to/ mgnt / t nf | i ve- updat e/ <conponent update
file type>/availability.
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The following is an example to check and retrieve a component update file for Bot Signatures:

curl -k -u adnmin:admn -X GET https://192.168.1. 81/ ngnt/tn |ive-update/bot -
signatures/availability

Determining the availability of component update file

iControl® REST supports the Application Security Manager™ (ASM™) task to retrieve alist of downloaded
component update files for the specific ASM component update types.

Toretrieve alist of downloaded update file, make a GET requestto/ mgnt /t mi | i ve- updat e/ <conponent
update file type>/installations.

Thefollowing is an exampleto retrieve alist of component files for Browser Challenges:

curl -k -u adnmin:admin -X GET https://192.168. 1. 81/ ngm/tm |ive-update/
browser-chal | enges/install ations

The following is an example output:

"kind":"tmlive-updat e: browser-chal | enges:install ations-
col I ecti onst at e,
"totalltens": 2,
"sel fLink":"https://local host/ngnmt/tm |ive-update/browser-chal |l enges/
installations",
"itens": |
{
"id":"ff8080817145a0b7017145a1800b0003",
"| ast Updat eM cros":1586011144194000,
"updat eFi | eRef erence": {
"l'ink":"https://local host/nmgnt/tm |ive-updat e/ br owser -
chal | enges/ updat e-fil es/ff8080817145a0b7017145a17f ee0002"

"status":"new',
"kind":"tmlive-updat e: browser-chal | enges:install ationsstate",
"sel fLink":"https://1ocal host/ngnt/tmn|ive-update/browser -
chal I enges/installations/ff8080817145a0b7017145a1800b0003"
b

{
"id":"ff8080817141275f01714127646f 0017",

"| ast Updat eM cros": 1585936032877000,
"] oadDat eTi me": "2020- 01- 10T19: 46: 532",
"updat eFi | eRef erence": {
"l'ink":"https://|ocal host/ngnt/tm |ive-updat e/ browser -
chal | enges/ update-fil es/ff8080817141275f0171412762¢c50011"

}

tatus":"install-conplete",
"kind":"tmlive-update: browser-chal |l enges:installationsstate",
"sel fLink":"https://local host/ngm/tn|ive-update/browser -
chal | enges/instal |l ati ons/ff8080817141275f01714127646f 0017"
}

]

Installing a component update file

iControl® REST supports the Application Security Manager™ (ASM™) task to install a new component update file.
Installing a component update file applies the component update to the active configuration. The component update is
applied to request that matches the BIG-1P component of the related component update.



| Application Security Manager | 69

Toinstall aupdate file, makeaPATCH requestto/ ngnt / t m | i ve- updat e/ <conponent update file
type>/installations/<file id> -d '{"status": "install"}" .

Replacethe<fi | e i d>with the value of i d from Determining the availability of component update file procedure.

Thefollowing is an exampleto install a new update file for Browser Challenges:

curl -k -u admin:adnin -H "Content-type: application/json" -X PATCH
"https://192.168.1.81/ ngnt/tm |ive-update/browser-chall enges/installations/
ff8080817145a0b7017145a1800b0003" -d '{"status": "install"}'

Note: You can also set acomponent update file to stage by changing the syntax from { " st at us"
"install"} to{"status": "stage"}.

You can view theinstallation status by re-executing the REST component update file installation command. The
following are expected status messages:

e ingtalation-is-already-staged
e staged

e ingtal-in-progress

e install-complete

e previously-installed

o error

Deleting a component update file

iControl® REST supports the Application Security Manager™ (ASM™) task to delete a downloaded component update
filesonthe BIG-IP ASM system.

Note: The component update fileis deleted only if the installations have status of ERROR, STAGED, or NEW.

1. Toretrievealist of downloaded update files, make a GET requestto/ ngnt /t ni | i ve- updat e/
<conponent update file type>/update-files.

Thefollowing is an example to retrieve alist of downloaded update files for Attack Signatures:

curl -k -u adnmin:admn -X GET https://192.168. 1. 81/ ngnt/tmn |ive-update/
asm at t ack- si gnat ures/ update-files

The following is an example output:

{
"kind":"tmlive-update: asm attack-si gnatures: update-files-
col l ectionstate",
"total ltens": 2,
"sel fLink":"https://local host/ngm/tn|ive-update/asm attack-
si gnat ures/update-files",
"itenms": |
{
"id":"ff808081714187c901714187c9d90000",
"filename":" ASM Att ackSi gnat ures_ 20200323 _150109. i ni',
"md5": " 62D405EE5D75E6AC623898B3B95SEOF79"
"fileLocationReference":{
"link":"https://local host/mgnt/tm |ive-update/fil e-
transf er/ downl oads/ ASM Att ackSi gnat ures_20200323_150109. i ni'
}
"createDateTi me": "2020-03-23T15: 01: 092",
"isFil eAvail abl e": true,
"i sFi | eManual | yUpl oaded": t r ue,
"i sCGenesis": fal se,
"kind":"tmlive-updat e: asm att ack-si gnat ur es: updat e-
filesstate",
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"sel fLink":"https://1ocal host/ngnt/tnf|ive-update/asm attack-
si gnatures/update-files/ff808081714187¢c901714187¢c9d90000"

{
"id":"ff8080817141275f017141276273000e",

"fil ename": " ASM Att ackSi gnatures_20190716_122131. i ni,

"nmd5" : " BEESBFOC59B1C91D65F1BC357C4222714" ,

"fil eLocati onReference": {

"l'ink":"https://local host/ngnt/tm |ive-update/file-

transf er/ downl oads/ ASM Att ackSi gnat ures_20190716_122131. i nt

¥
"createDateTi ne": "2019-07-16T12: 21: 312",

"i sFil eAvail abl e":true,

"i sFi |l eManual | yUpl oaded": f al se,

"isGenesis":true,

"kind":"tmlive-updat e: asnt at t ack- si gnat ur es: updat e-
filesstate",

"sel fLink":"https://local host/ngm/tm|ive-update/asm attack-
signatures/update-files/ff8080817141275f017141276273000e"

]
}

2. Usethei d value of thefile you want to delete and make aDELETE requestto/ ngnt /t mi | i ve- updat e/
asm attack-si gnatures/update-files/<file id>.

Application Security Manager signatures

If you use Application Security Manager™ (ASM™) to manage signatures, you should understand how ASM differs
from iControl REST.

iControl® REST supports the Application Security Manager™ (ASM™) features to update or export user defined attack

signatures.

Property Description

file Specifiesinline imported or exported content in XML
format.

inline Indicates whether the exported signatures are contained
inline in the response.

i sBase64 Indicates whether the inline content is Base64 encoded,
either input or output. If inline is set to TRUE, the
exported signatures are Base64 encoded.

fil enane Specifies the name of alocal signature file.

i sUser Defi ned Indicates whether asignature is considered to be a user-
defined signature.

Updating user defined attack signatures in Application Security Manager
iControl® REST supports the Application Security Manager™ (ASM™) task to update user defined attack signatures.

1. Optiona: To upload afile from which to update the signatures, use the POST method and specify the/ t i asm
file-transfer/upl oads endpoint. You must specify the name of the file in the request.

PCST https://192.168.25.42/ mgnt/tm asni fil e-transfer/upl oads/ <fil enane>
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2. Optional: To update the signatures from the file, make a POST request tothenmgnt / t m asmf t asks/
updat e- si gnat ur es with uploaded file name.

POST https://192.168. 25. 42/ ngnt / t m asni t asks/ updat e- si gnat ur es

"filename": "<upl oaded file nane>",
"isUserDefined": true

}

3. To update signatures, make a POST request tothe/ t nf asm t asks/ updat e- si gnat ur es namespace and
include an empty JSON body ({ }).

PCST https://192.168. 25. 42/ ngnt/t m asni t asks/ updat e- si gnat ur es

{}

"id": "ogNah2Pxt wE4YyAHGekNQ',
"kind": "tmasmtasks: updat e- si gnat ur es: updat e- si gnat ur est askst at e",
"| ast Updat eM cros": 1370459676272126,

"status": "NEW,
"sel fLink": "https://l|ocal host/ mgnt/tm asm t asks/ updat e- si gnat ur es/

oqNah2Pxt WnE4 Yy AHGekNQ'
"startTi me": "2013- 06-05T15: 14: 36- 04: 00"
}

4, To determine the status of the update signatures operation, make a GET request.

CET https://192.168. 25. 42/ mgnt/t m asm t asks/ updat e- si gnat ur es/
oqNah2Pxt wwE4 Yy AHGek NQ

The response contains the results of the task.

{
"id": "ogqNah2Pxt wE4YyAHGekNQ',
"kind": "tmasmtasks: updat e- si gnat ur es: updat e- si gnat ur est askst at e",
"| ast Updat eM cros": 1370459676272126,

"status": "COWPLETED',
"sel fLink": "https://local host/ mgnt/tm asm t asks/ updat e- si gnat ur es/

ogqNah2Pxt wwE4 Yy AHGekNQ' ,
"startTine": "2013-06-05T15: 14: 36- 04: 00",
"endTi ne": "2013-06-05T15: 14: 56- 04: 00",

"result": {
"si gnat ur eSt at usRef er ence":
"link": "https://1ocal host/mgnt/tm asm si gnat ur e_st at uses/

vagoQ.F6uCoBKvS8h3C19w!
}

Exporting signatures in Application Security Manager
iControl®REST supports the Application Security Manager™ (ASM™) task to export signatures for use on another
ASM system.

1. To export signatures, make a POST request tothe/ t mf asml t asks/ export - si gnat ur es namespace, and
specify the name of the output file in the JSON body.

PCST https://192.168. 25.42// ngnt/tnl asm t asks/ export-si gnatures
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"filename": "exported_file.xm",
}
.
"id": "ogNah2Pxt wvE4YyAHGEkNQ',
"filename": "exported file.xm",
"kind": "tm asmtasks: export-signatures: exportsignaturestaskstate",

"l ast Updat eM cros": 1370459676272126,

"status": "NEW,

"sel fLink": "https://local host/ngnt/tm asni t asks/ export-si gnatures/
oqNah2Pxt wwE4 Yy AHGekNQ' ,

"startTi me": "2013-06-05T15: 14: 36- 04: 00"
}

2. Optional: To determine the status of the export signatures operation, make a GET request.

CET https://192.168. 25. 42/ ngnt/t m asm t asks/ export -si gnat ures/

ogNah2Pxt wwE4 Yy AHGek NQ
.
"id": "ogNah2Pxt wE4YyAHGekNQ',
"filename": "exported file.xm",
"kind": "tmasmtasks: export-signatures: exportsignaturestaskstate",

"| ast Updat eM cros": 1370459676272126,

"status": "COWLETED',

"sel fLink": "https://local host/ mgnt/tm asm t asks/ export-signatures/
ogqNah2Pxt wwE4 Yy AHGekNQ' ,

"startTime": "2013-06-05T15: 14: 36- 04: 00",

"endTi nme": "2013-06-05T15: 14: 56- 04: 00",

"result": {

"filename": "exported file.xm",
}

}

3. Optional: To download the file, use the GET method and specify the/ t n asni fil e-transfer/
downl oads endpoint, along with the name of the exported file. Y ou must specify the name of thefilein the
request.

CET https://192.168.25.42/mgnt/tm asm fil e-tranfer/downl oads/
exported file.xmn

Retrieving signature status information in Application Security Manager

iControl®REST supports the Application Security Manager™ (ASM™) feature to retrieve signature status i nformation
for asignature. Signature status includes information regarding additions and deletions to a signature file.

To retrieve signature status information, make a GET request to the/ t mf asni si ghat ur e- st at uses
namespace.

CET https://192.168. 25. 42/ mgnt /t m asn si gnat ur e- st at uses/ <MD5HASH>

The items property shows the signature status.

{
"sel fLink": "https://local host/nmgnt/tm asni si gnat ur e- st at uses",
"kind": "tm asm signhature-statuses: signature-statuscoll ectionstate",
"itens": |
{

"si gsAdded": O,
"i sUser Defined": false,
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"readne": "Attack Signature Database packaged with version
11.5.0\n\n\ .... ",

"si gsUpdat edM nor": O,

"sigsDel eted": 0,

"nodi fi edSi gnatures”: [],

"l oadTi me": "2013-10-10TO06: 43: 30Z",

"sigsTotal ": O,

"si gsUpdat ed": O,

"sel fLink": "https://local host/ngnt/tm asni si gnat ur e- st at uses/
cHzbvi Rdf Ev6l _RRi eAdgw',

"Kkind": "tmasm signature-statuses: signature-statusstate”,

"timestanp": "2013-10-08T09: 06: 152",

"si gsUpdat edMmj or": O,

"id": "cHzbvi Rdf Ev6l _RRi eAdgw'

Retrieving signature systems in Application Security Manager

iControl®REST supports the Application Security Manager™ (ASM™) feature to retrieve a signature system. Y ou must
supply the MD5 hash of a signature system to retrieve.

To retrieve signature system information, make a GET request with the/ t m asni si gnat ur e- syst ens
namespace.

CET https://192.168. 25. 42/ ngnt/tm asni si gnat ur e- syst ens/ VD5HASH

The response displays the signature system information, as alink to the resource.

"sel fLink": "https://local host/ mgnt/tm asn si gnat ur e- syst ens/
ESt DgG P9nSPgKBhSI DyvQ@',

"kind": "tm asm si gnhat ure-systens: si gnat ure-systenstate",

"name": "Ceneral Database",

"id": "EStDgG P9nSPgKBhSI DyvQ'

Application Security Manager schema upload
If you use Application Security Manager™ (ASM ™) to manage schemas, you should understand how iControl® REST
supports schema upload tasks.

iControl® REST provides an endpoint for XML schema file uploads. Application Security Manager™ (ASM™)
validates incoming data by using schema files that you upload and then associate to a policy.

Property Description
fil eNane Specifies the name of the XML schemafile.
contents Specifiesthe file contents as XML.

Uploading schema files in Application Security Manager

Associating an XML schemafile to a profile necessitates the ability to upload XML schemafiles. After you upload
the schemafile, you can run a separate task to associate the validation file to the profile.
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To upload the XML schemafile, use the POST method and specify a policy withinthe/ t nf asm pol i ci es
namespace.

POST https://192.168. 25. 42/ mgnt / t m asni pol i ci es/ xpgbOLmyCQt gf v13j 1khKeA/ xm -
val i dation-files

{
"fileName": "softwareupdate.wsdl"”,
"contents": "<validation></validation>"
}
{

"sel fLink": "https://local host/ngnt/tm asni polici es/
xpgbOLnYQx gf v13j 1khKeA/ xm -val i dation-fil es/d7l oGosltLc_ODXuPz83Uw',

"kind": "tmasm policies:xm-validation-files:xmn-validation-
filestate",

"fileNanme": "softwareupdate.wsdl",

"contents": "<begi n></begi n>",

"| ast Updat eM cros": 1393332020000000,

"id": "d7] oGosltLc_ODXuPz83Uw',

"i sRef erenced”: false

Application Security Manager policy restore

If you use Application Security Manager™ (ASM™) to restore policy, you should understand how iControl® REST
implements ASM.

iControl® REST supports the Application Security Manager™ (ASM™) feature to restore policy based on policy
history. When you restore a policy revision, you must include the pol i cyHi st or yRevi si on property in the
body of arequest, and specify the policy revision from which to restore. If you provideapol i cyRef er ence
property or name property in the body of the request, the task overwrites the policy. Otherwise, the task creates a new

policy.
Property Description
pol i cyHi st oryRevi si on Specifiesthe link of the history revision to restore.

Restoring policy revisions in Application Security Manager

Thepol i cyHi st or yRef er ence property in Application Security Manager™ (ASM™) enables atask to restore a
policy revision. The task overwrites the palicy if the JSON body containsapol i cyRef er ence or nane property.
Otherwise, the task creates a new policy.

1. Torestoreapolicy revision, use the POST method withthe/t nf asm t ask/ i nport - pol i cy namespace.
POST https://192.168. 25. 42/ mgnt /t m asn t asks/i nport-policy
{

"pol i cyHi storyReference": {
"l'ink": "https://local host/ngm/tm asm policies/
vagoQ.F6uCoBKvS8h3C19w hi st ory-revi si ons/ hGKdi XU7US4S4qt gexi j UQ'

" bol i cyReference": {
"l'ink": "https://local host/ngm/tm asm policies/
vagoQ.F6uCoBKvS8h3C19w!
}

}

"id": "ogNah2Pxt wwE4YyAHGeKNQ',
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"kind": "tmasmtasks:inport-policy:inportpolicytaskstate",
"pol i cyHi st oryReference": {
"l'ink": "https://local host/ngm/tm asm policies/
vagoQ.F6uCoBKvS8h3C19w hi st ory-revi si ons/ hGKdi XU7US4S4qt gexi j UQ'

" bol i cyReference": {
"l'ink": "https://Ilocal host/ngm/tm asm policies/
vagoQ.F6uCoBKvS8h3C19w!

}

"| ast Updat eM cros": 1370459676272126,

"status": "NEW,

"sel fLink": "https://|ocal host/mgnt/tm asni tasks/i nport-policy/
oqNah2Pxt wwE4 Yy AHGekNQ' ,

"startTime": "2013-06-05T15: 14: 36- 04: 00"
}

2. To check the status of the request, make a GET request withthe/t mi asm t ask/i nport - poli cy
namespace and append thei d property from the previous response.

CET https://192.168. 25. 42/ mgnt/tm asni t asks/i nport - policy/
oqNah2Pxt wwE4 Yy AHGe k NQ

The response displaysthe st at us property for the request.

{
"id": "ogNah2Pxt wE4YyAHGEKNQ',
"kind": "tmasmtasks:inport-policy:inportpolicytaskstate",
"l ast Updat eM cros": 1370459676272126,
"pol i cyHi st or yRef erence":
"l'ink": "https://local host/ngm/tm asm policies/
vagoQ.F6uQoBKvS8h3C19w hi st ory-revi si ons/ hGKdi XU7US4S4qt gexi j UQ'

" bol i cyRef erence”:
"l'ink": "https://Ilocal host/ngm/tm asm policies/
vagoQ.F6uCoBKvS8h3C19w!

}1

"status": "COWLETED",

"sel fLink": "https://local host/ngnt/tm asnitasks/i nport-policy/
oqNah2Pxt wwE4 Yy AHGekNQ' ,

"startTi nme": "2013-06-05T15: 14: 36- 04: 00",

"endTi me": "2013-06-05T15: 14: 56- 04: 00",

"result": {

"pol i cyRef erence": {
"l'ink": "https://local host/ngm/tmn asm policies/

vagoQLF6uCoBKv S8h3C19w!

}

Application Security Manager vulnerability import
If you use Application Security Manager™ (ASM™) to import vulnerability data, you should understand how iControl®
REST implements ASM.

iControl® REST supports the Application Security Manager™ (ASM™) feature to import vulnerabilities from afile, or
to download vulnerabilities from a scanner. Y ou must include the pol i cyRef er ence property in the JSON body.

Property Description

pol i cyRef erence Describes the path to the current policy, asalink.

file Specifies the file contents, in XML format.
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Property Description

fil enane Specifies the name of thefileto read.

i sBase64 Indicates whether the file consists of Base64-encoded
data.

scanld Specifiesascan ID. Required for Cenzic Hailstorm if

you do not specify af i | e property.

subscri ptionld Specifies a subscription ID. Required for Cenzic
Hailstorm if you do not specify afi | e property.

onl yGet Dorrai nNanes Indicates whether the task parses the input file and then
generates a count of al vulnerabilities without importing
the vulnerabilities.

i mport Al | Domai nNanes Indicates whether the task parsesthe input file and
imports al vulnerahilities.

domai nNanes Specifies the domain names for which the task parses the
input file and imports all vulnerabilities.

Importing vulnerabilities in Application Security Manager

iControl® REST supports the Application Security Manager™ (ASM™) feature to import vulnerability datafrom
sources, such asfiles or scanners.

1. Toimport vulnerabilities, use the POST method withthe/t m asni t asks/i nmport-vul nerabilities
namespace.

POST https://192.168. 25. 42/ mgnt /t m asni t asks/i nport-vul nerabilities

{

"policyReference": { "link": "https://Ilocal host/ngm/tmn asm policies/
xpgbOLnYQ: gf v13j 1khKeA" 1},

"i mport Al | Domai nNanmes": fal se,

"domai nNames": [

] il
"subscriptionld": "4132",

"scanld": "3883"

{

"policyReference": { "link": "https://Iocal host/ngm/tm asm policies/
xpgbOLnYQx gf v13j 1khKeA" 1},

"i sBase64": fal se,

"inmport Al | Domai nNanmes": fal se,

"status": "NEW,

"l ast Updat eM cros": 1395567859000000,

"domai nNanes": [

] il
"subscriptionld": "4132",

"scanld": "3883",

"sel fLink": "https://|ocal host/mgnt/tm asm tasks/i nport -
vul nerabi l'i ti es/ 8PacFCQOUmx45mheqdyew’,

"kind": "tmasmtasks:inport-vulnerabilities:inport-vulnerabilities-
t askst at e",

"id": "8PacFCQOUmx45mheqdyew’,

"startTi me": "2014-03-23T09: 44: 152",

"result": {}
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}
2. Toretrieve the status of the import vulnerability task, use the GET method.

CET https://192.168. 25. 42/ nmgnt/t m asm t asks/i nport -
vul nerabilities/8PacFCQ0Umx45mheqdyew

The response to the request contains the following data:

{

"i sBase64": fal se,

"i nmport Al | Domai nNanes": fal se,
"status": "COWLETED',

"| ast Updat eM cros": 1395567859000000,
"domai nNanes": [

] il

"onl yGet Donai nNanes": fal se,

"subscriptionld": "4132",

"scanld": "3883",

"sel fLink": "https://local host/mgnt/tm asm t asks/i nport -
vul nerabi l'i ti es/ 8PacFCQOUmx45mheqdyew’,

"kind": "tmasmtasks:inport-vul nerabilities:inport-vulnerabilities-
taskstate",

"pol i cyRef erence": {

"l'ink": "https://Ilocal host/ngnmt/tm asm policies/

XpgbOLMYQx gf v13j 1khKeA"

" d": "8PacFCQOUmx45nmheqdyew’,
"startTinme": "2014-03-23T09: 44: 157",

"result": {
"vul nerabl eHosts": [
{
"“vul nerabilityCount": "4",
"domai nNane": ""
iE
{ .
"vul nerabi lityCount": "41",
"domai nNanme": "crackne. cenzic. cont
}
]
}

Querying vulnerability assessment subscriptions in Application Security Manager

Application Security Manager™ (ASM™) supports subscriptions to third-party scanners. Y ou can query ASM for
active vulnerability assessment subscriptions.

Note: ASM only supports subscriptions to Cenzic Hail storm.

1. To determine the active vulnerability assessment subscriptions, use the POST method with the/ t m
asm t asks/ get - vul nerabil ity-assessnent - subscri pti ons namespace and specify the
pol i cyRef er ence property in the JSON body.

POST https://192.168.25. 42/ ngnt/tm asni t asks/ get -vul nerability-assessnent -
subscri ptions

{

"policyReference": { "link": "https://local host/ngm/tm asm policies/
xpgbOLMYQx gf v13j 1khKeA" }
}



The response shows the request st at us property that indicates a new request and thei d property that identifies

the request for other operations.
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"kind": "tmasmtasks: get-vul nerability-assessnent-subscriptions:get-
vul nerabi |l ity-assessnent - subscri pti ons-taskstate",

"sel fLink": "https://local host/ngnt/tm asnitasks/get-vul nerability-

assessnent - subscri pti ons/ pCOSkFyRGMAf 6Kwepj 38wW',
"pol i cyRef erence":

{
"l'ink": "https://Ilocal host/ngm/tm asm policies/

xpgbOLMYQt gf v13j 1khKeA"

"status": "New',

"id": "pCOSkFyRGWNAf 6Kwepj 38w,
"startTi me": "2014-03-24T09: 35: 577",
"l ast Updat eM cros": 1395653765000000,
"result": { }

}

2. To obtain the output of this request, use the GET method withthe/ t nl asm t asks/ get - vul nerabi lity-
assessnent - subscri pti ons namespace and append thei d property to the URI.

GET https://192.168. 25. 42/ ngnt/t m asni t asks/ get-vul nerability-assessnent -

subscri pti ons/ pCOSkFy RGAeAf 6Kwepj 38w

"kind": "tmasmtasks: get-vul nerability-assessnent-subscriptions:get-

vul nerabi |l ity-assessnent - subscri pti ons-taskstate",

"sel fLink": "https://local host/mgnt/tm asni tasks/get-vul nerability-

assessnent - subscri pti ons/ pCOSkFy RGNeAf 6Kwepj 38wW',
"policyReference": ({

"l'ink": "https://local host/ngm/tm asm policies/

xpgbOLNYQx gf v13j 1khKeA"

"status": "COWPLETED',

"id": "pCOSkFyRGWAf 6Kwecpj 38w,
"startTi me": "2014-03-24T09: 35: 572",
"| ast Updat eM cros": 1395653765000000,

"result": {
"subscriptions”: [
{
"scans": [
{

"scanl d": "3870",

"conpl et eDat eTi me": "2013- 04- 03T08: 33: 277",

"status": "Conplete”

}l
{
"scanld": "3883",
"conpl et eDat eTi me": "2013-04-09T08: 55: 502",
"status": "Conplete"
}
IR http://crackme. cenzic. conl Kel ev/register/

regi ster. php",
"productld": "F5 Trial Scan",
"subscriptionld": "4132"
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Initiating vulnerability assessment in Application Security Manager

Vulnerability assessments provide access to third-party scanners, such as Cenzic Hailstorm. Theasm t asks
namespace includes an endpoint to initiate a scan.

1. Toinitiate avulnerability assessment, make a POST request withthe/ t nf asni t asks/i niti at e-
vul nerabi l i ty-assessnment namespace. Includethe pol i cyRef erence andsubscri ptionld
properties in the JSON body.

POST https://192.168.25.42/ mgnt/tm asn tasks/initiate-vul nerability-
assessnent

{

"policyReference": { "link": "https://local host/ngm/tn asm policies/
xpgbOLnYQ: gf v13j 1khKeA" 1},

"subscriptionld': "4132"
}

The response showsthe st at us andi d properties of the request.

{

"policyReference": { "link": "https://Iocal host/ngm/tmn asm policies/
xpgbOLnYQx gf v13j 1khKeA" 1},

"status": "NEW,

"| ast Updat eM cros": 1395567859000000,

"subscriptionld": "4132",

"sel fLink": "https://local host/nmgnt/tm asni tasks/initiate-
vul nerabi |l ity-assessnent/8PacFCQr0OUmx45mheqdyew’,

"kind": "tmasmtasks:initiate-vulnerability-assessnent:initiate-
vul nerability-assessnent -taskstate",

"id": "8PacFCQOUmx45mheqdyew’,

"startTi me": "2014-03-23T09: 44: 152",

"result": {}

}

2. Toretrieve the status of the initiate vulnerability assessment operation, use the GET method with the/ t ml asm
tasks/initiate-vul nerability-assessnent namespace and append thei d property to the URI.

CET https://192.168.25.42/ mgnt/tm asnf tasks/initiate-vul nerability-
assessnent / 8PacFCQtOUmx45mheqdyew

The response shows the request st at us and scanl d properties.

{
"status": "COWPLETED',

"| ast Updat eM cros": 1395567859000000,

"subscriptionld": "4132",

"sel fLink": "https://local host/mgnmt/tm asm tasks/initiate-
vul nerabi | i ty-assessment / 8PacFCQOUmk45mheqdyew’,

"kind": "tmasmtasks:initiate-vulnerability-assessnent:initiate-
vul nerability-assessnent -taskstate",

"pol i cyReference": {

"l'ink": "https://Ilocal host/ngm/tm asm policies/

xpqbOLmYCx gf v13j 1khKeA"

"id": "8PacFCQOUnx45mheqdyew',
“startTi me": "2014-03-23T09: 44: 152"
"result": {

"scanl d": 4920
}
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Terminating vulnerability assessment in Application Security Manager

Vulnerability assessments provide access to third-party scanners, such as Cenzic Hailstorm. Theasm t asks
namespace includes an endpoint to terminate a scan.

1. Toterminate avulnerability assessment, make a POST request withthe/t ml asni t asks/ t er m nat e-
vul nerabi lity-assessnment namespace. Include a JSON body with the pol i cyRef er ence property.

POST https://192.168.25.42/ mgnt/tm asni t asks/term nat e-vul nerability-
assessnent

{

"policyReference": { "link": "https://local host/ngm/tn asm policies/
xpgbOLnYQ: gf v13j 1khKeA" 1},
}

The response to the request includes the i d that identifies the request for a query.

{

"policyReference": { "link": "https://local host/ngm/tm asm policies/
xpgbOLnYQx gf v13j 1khKeA" 1},

"status": "NEW,

"| ast Updat eM cros": 1395567859000000,

"sel fLink": "https://local host/mgnt/tm asni t asks/term nate-
vul nerabi | i ty-assessnment / 8PacFCQOUmk45mheqdyew’,

"kind": "tmasmtasks:terni nate-vul nerability-assessnent:terninate-
vul nerability-assessnent -taskst ate",

"id": "8PacFCQOUnx45mheqdyew’,

"startTi me": "2014-03-23T09: 44: 152",

"result": {}

}

2. Toretrieve the status of the terminate vulnerability assessment operation, use the GET method with the/ t m

asni t asks/term nat e-vul nerabi |l ity-assessnent namespace and append thei d property to the
URI.

CET https://192.168. 25. 42/ ngnt/tm asnm t asks/term nat e-vul nerability-
assessnent / 8PacFCQcOUmx45nmheqdyew

The response show the status of request.

{

"status": "COWLETED',

"| ast Updat eM cros": 1395567859000000,

"subscriptionld": "4132",

"sel fLink": "https://local host/nmgnt/tm asni tasks/terni nate-
vul nerabi |l ity-assessnent/8PacFCQ0Umx45mheqdyew’,

"kind": "tmasmtasks:ternm nate-vul nerability-assessnent:terninate-
vul nerability-assessnent -taskstate",

"pol i cyRef erence":

"l'ink": "https://Ilocal host/ngm/tm asm policies/

xpgbOLMYQt gf v13j 1khKeA"

" | d": "8PacFCQOUmx45nmheqdyew’,
"startTi me": "2014-03-23T09: 44: 152",
"result": {

}
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Application Security Manager vulnerability resolution
If you use Application Security Manager™ (ASM™) for vulnerability resolution, you should understand how iControl®
REST implements ASM.

Application Security Manager™ (ASM ™) supports options to resolve vulnerabilities, such as staging the suggested
changes for avulnerability.

Property Description

get PreResol veMessages Indicates that the task only displays the proposed
changes for each vulnerability but does not implement
the change.

stageVul nerabilities Indicates that the changes made to a policy should be
staged.

vul nerabilities Specifies the reference to avulnerability, as a collection
of references.

Resolving vulnerabilities in Application Security Manager

When you resolve vulnerabilities, Application Security Manager™ (ASM™) configures the security policy to protect
aweb application against avulnerability. If you choose, you can stage a vulnerability to allow more time to test the
security policy. Otherwise, ASM applies the changes to the security policy immediately.

1. Toresolvethe vulnerabilities, use the POST method withthe/t m asni t asks/ r esol ve-
vul nerabi | i ti es namespace, and specify thevul ner abi | i ti es property.

POST https://192.168.25. 42/ mgnt/tm asni t asks/resol ve-vul nerabilities

"vul nerabilities": [

{"link": "https://|ocal host/ mgnt/tm asn pol i ci es/ vagoQ.F6uCoBKvS8h3C19wW
vul nerabilities/abcdef 1234567890"},

{"I'ink": "https://local host/mgnt/tm asn pol i ci es/ vagoQ.F6uCoBKvS8h3C19w
vul nerabilities/qwertytrewgal234"}

]
}

The response includes the request st at us andi d properties.

{
"id": "ogNah2Pxt wwE4YyAHGeKNQ',

"vul nerabilities": [
{"l'ink": "https://local host/mgnt/tnl asni poli ci es/
vagoQ.F6uCoBKvS8h3C19w/ vul nerabi | i ti es/ abcdef 1234567890"},
{"link": "https://local host/ngnt/tm asni poli ci es/
vagoQ F6uCoBKvS8h3C19w vul nerabi l i ties/ gwertytrewgal234"}
"kind": "tmasmtasks:resol ve-
vul nerabilities:resol vevul nerabilitiesstate",
"| ast Updat eM cros": 1370459676272126,
"status": "NEW,
"sel fLink": "https://local host/mgnt/tm asni t asks/resol ve-
vul nerabi |l iti es/ ogNah2Pxt waE4Yy AHGekNQ' ,
"startTi me": "2013-06-05T15: 14: 36- 04: 00"
}
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2. To determine the status of this operation, use the GET method withthe/t nf asm t asks/ resol ve-
vul nerabi |l iti es namespace and append thei d property to the URI.

GET https://192.168. 25. 42/ ngnt/tnm asni t asks/ resol ve-vul nerabilities/
oqNah2Pxt wwE4 Yy AHGek NQ

The response displaysther esul t property.

{
"id": "ogNah2Pxt wvE4YyAHGekNQ',
"vul nerabilities": [
{"link": "https://l|ocal host/nmgnt/tm asni poli ci es/
vagoQ F6uCoBKvS8h3C19w/ vul nerabi l i ti es/ abcdef 1234567890"},
{"l'ink": "https://local host/mgnt/tnl asni poli ci es/
vagoQ.F6uCoBKvS8h3C19w/ vul nerabi | i ti es/ qwertytrewgal234"}

"kind": "tmasmtasks:resol ve-
vul nerabilities:resol vevul nerabilitiesstate",
"sel fLink": "https://local host/ngnt/tm asm t asks/resol ve-
vul nerabi l'i ti es/ ogNah2Pxt wnvE4Yy AHGekNQ',
"| ast Updat eM cros": 1370459676272126,
"status": "COWLETED',
"startTi me": "2013-06-05T15: 14: 36- 04: 00",
"endTi me": "2013-06-05T15: 14: 56- 04: 00",
"result": {
"message": "The system does not automatically nitigate
the detection of an SQL injection vulnerability created as a result of a
scanner payl oad that includes distractive nmeta characters.\nln order to
mtigate this vulnerability, manually add the disall owed neta characters
to the vul nerabl e paraneter.\nNote: Characters such as '\"< when injected
may change the SQ. query."
}

Identifying vulnerabilities in Application Security Manager

iControl °REST supports the Application Security Manager™ (ASM ™) task to resolve a vulnerability and obtain the
messages that identify a vulnerability, without making changes to the security policy.

1. Toretrieve the pre-resolve messages, use the POST method withthe/t ml asni t asks/ r esol ve-
vul nerabi | i ti es namespace, and specify thevul nerabi i ti es and get PreResol veMessages
properties.

POST https://192.168.25. 42/ mgnt/t m asni t asks/resol ve-vul nerabilities

"vul nerabilities": [

{"link": "https://local host/ mgnt/tm asn pol i ci es/ vagoQ.F6uCoBKvS8h3C19w
vul nerabi lities/abcdef1234567890"},

{"link": "https://local host/ ngnt/tm asni poli ci es/ vagoQ.F6uCoBKvS8h3C19w
vul nerabilities/qwertytrewgal234"}

"get PreResol veMessages": true

}

The response showsthe request st at us andi d properties.

{
"id": "ogNah2Pxt wE4YyAHGekNQ',
"vul nerabilities": [
{"link": "https://local host/ngnt/tm asni poli ci es/
vagoQ F6uCoBKvS8h3C19w vul nerabi | i ti es/ abcdef 1234567890"},
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{"l'ink": "https://local host/mgnt/tnl asn poli ci es/
vagoQLF6uCoBKvS8h3C19w/ vul nerabi liti es/ gwertytrewqal234"}

"get PreResol veMessages": true
"kind": "tmasmtasks:resol ve-

vul nerabilities:resol vevul nerabilitiesstate",

"l ast Updat eM cros": 1370459676272126,

"status": "NEW,

"sel fLink": "https://local host/ngnt/tm asnit asks/resol ve-
vul nerabi |l ities/ ogNah2Pxt wwE4 Yy AHGekNQ',

"startTi me": "2013-06-05T15: 14: 36- 04: 00"
}

2. To determine the status of this operation, use the GET method withthe/t nf asm t asks/ resol ve-
vul nerabi | i ti es namespace and append thei d property to the URI.

CET https://192.168.25.42/ ngnt/tm asnit asks/ resol ve-vul nerabilities/
ogNah2Pxt wwE4 Yy AHGek NQ

Theresponseincludesther esul t property and the text message data.

{
"id": "ogNah2Pxt wvE4YyAHGekNQ',
"vul nerabilities": [
{"link": "https://local host/nmgnt/tm asni poli ci es/
vagoQ F6uCoBKvS8h3C19w/ vul nerabi | i ti es/ abcdef 1234567890"},
{"l'ink": "https://local host/mgnt/tnl asni poli ci es/
vagoQ.F6uCoBKvS8h3C19w/ vul nerabi | i ti es/ gwertytrewgal234"}

"get PreResol veMessages": true

"kind": "tmasmtasks:resol ve-
vul nerabilities:resolvevul nerabilitiesstate",

"sel fLink": "https://local host/nmgnt/tm asnit asks/resol ve-
vul nerabi |l ities/ ogNah2Pxt wwE4 Yy AHGekNQ',

"| ast Updat eM cros": 1370459676272126,

"status": "COWLETED',

"startTi me": "2013-06-05T15: 14: 36- 04: 00",

"endTi ne": "2013-06-05T15: 14: 56- 04: 00",

"result": {

"message": "The follow ng attack signature sets will be
assigned to the security policy: Cross Site Scripting Signatures, SQ
I njection Signatures\nStaging will be disabled for all signatures of
Signature Set: Cross Site Scripting Signatures, SQ |njection Signatures”

}

Exporting data protection in Application Security Manager

Y ou can utilize the same cookie encryption seed with BIG-I1P® systems that do not belong to a centralized
management infrastructure (CMI) device group that is enabled for ASM®.

To export data protection, make a POST request tothe/ ngnt / t mf asm t asks/ export - dat a- prot ecti on
endpoint.

POST https://192.168. 25. 42/ ngnt/tm asni t asks/ export - dat a- protection

"filename": "exanpl e-export-keys"
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"endTi ne": "1970-01-01TO00: 00: 00Z",
"filename": "",
idtott,
"| ast Updat eM cros": O,
"result": {
"message": "",
"file": ""
b
"startTine": "1970-01-01T0O0: 00: 00Z",
"status": "NEW,
"stat usEnums": [
"NEW ,
" FAl LURE",
" COVWPLETED",
" STARTED"

Importing data protection in Application Security Manager

Following on the data protection export task, you can import the data protection keys on another BIG-1P® system in
another data center to sharetraffic. By sharing the keys, you can share traffic for the same applications between data
centers.

To import data protection, make a POST request tothe/ ngnt / t ml asni t asks/ i nport - dat a- prot ecti on
endpoint.

POST https://192.168. 25. 42/ mgnt/tm asni t asks/i nport - dat a- protection

{
"filename": "exanpl e-export-keys"
}
{ .
"endTi me": "1970-01-01T0O0: 00: 00Z",
"file": "",
"filename": ""

"graceAccepti n’gl nterval | nM nut es": 2880,
"graceSi gni ngl nterval | nM nutes”: 30,

Ili dll: n II,
"| ast Updat eM cros": O,
"result": {

"Dat aPr ot ecti onRef erence": {
"l'ink": "https://I|ocal host/ngnt/tnl asm dat a- prot ecti on?ver=13. 0. 0"
}!

"message": ""
iy
"startTine": "1970-01-01T0O0: 00: 00Z",
"status": "NEW,
"stat usEnuns": [
"NEW ,
" FAI LURE",
" COWPLETED",
" STARTED"
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Importing a certificate in Application Security Manager

Application Security Manager™ (ASM®) supports the task of importing SSL certificates. Once a certificate is
imported, the certificate can be used for web services security (WSS) protection of an XML profile.

To import a certificate, make a POST request tothe/ ngmnt / t m asm t asks/ i nport-certifi cat e endpoint.

POST https://192.168.25.42/ mgnt/tm asni tasks/inport-certificate

{
"certificateNane": "",
"certificateType": "client",
"certificateTypeEnuns": ["client", "server"],
"file": "",
"fil ename": ""

"saveExpi redOrUntrustedCertificate": false,
"certificateReference": {"link": "https://local host/ngnt/tm asn
certificates/exanpl e?ver=13.1.0"},
[ her standard task fiel ds]
}

The property saveExpi redOr Unt rust edCerti fi cat e isaBoolean value that allows you to import untrusted
or expired certificates.

Web Scraping Configuration settings

If you use Application Security Manager™ (ASM™) to manage web scraping configuration settings, you can use an
iControl® REST API to retrieve or modify those settings.

iControl REST exposes properties to configure Session Transactions Anomaly settings. The values described here
conform to the settings you are familiar with if you configure web scraping settings in the Traffic Management Ul
(TMUI). The string webScr api ngConf i gur at i on identifies the top-level member of this resource object.

Property Description

sessi onTransact i onAnomal yBl ock Indicates whether the system blocks on a session transaction
anomaly, as a Boolean.

sessi onQpeni ngAnomal yAl arm Indicates whether the system sends an alarm on a session
opening anomaly, as a Boolean.

suspi ci ousd i ent sAl arm Indicates whether the system sends an alarm on a suspicious
client, as a Boolean.

sessi onTransact i onAnomal yAl arm Indicates whether the system sends an alarm on a session
transaction anomaly, as a Boolean.

suspi ci ousd i ent sBl ock Indicates whether the blocks on a suspicious client, asa
Boolean.

sessi onQpeni ngAnonmal yBl ock Indicates whether the system blocks on a session opening
anomaly, as a Boolean.

usePer si st ent St or age Indicates whether the system uses persistent storage for client
identification data, as a Boolean.

bot Det ecti onBl ock Indicates whether the system blocks on bot detection, asa
Boolean.

useFi nger pri nt Indicates whether the system uses fingerprinting to collect

browser attributes, as a Boolean.
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Property Description
bot Det ecti onAl arm Indicates whether the system sends an alarm on bot detection,
as aBoolean.

Session Transactions Anomaly settings
If you use Application Security Manager™ (ASM™ ) to manage web scraping configuration settings, you can use an
iControl® REST API to retrieve and modify those settings.

iControl REST exposes properties to configure Session Transactions Anomaly settings. The values described in this
topic conform to the settings you are familiar with if you configure web scraping settings in the Traffic Management
Ul (TMUI). The string sessi onTr ansact i onsAnonal y identifies the top-level member of this resource object.

Property Description

maxi munBessi onTr ansact i onsPer Second| Specifies that the system considers traffic to be an attack if the
number of transactions per session is equal to or greater than
this number. The default valueis 400.

m ni munSessi onsTr ansact i onsPer Secon{iSpecifies that the system considerstraffic to be an attack if the
number of transactions per session is equal to or greater than
this number, and either the session transactions increased by
value or session transactions reached value was reached. If

the number of transactions per session isless than this value,
the system does not consider the traffic to be an attack, even

if one of the session transactions increased by value or session
transactions reached value was reached. The default valueis
200.

preventi onDurati on Specifies the length of time, in seconds, that the system
prevents a session anomaly attack after the system detects and
stops an attack, unless the system detects the end of the attack
earlier. The system prevents attacks by blocking requests. The
default value is 1800.

sessi onTransact i onsPer Secondl ncr eas ¢Badceies that the system considers traffic to be an attack if the
number of transactionsin the session is greater than normal

by this percent. Normal is defined as the average number of
transactions per session for the whole site during the last hour.
The default value is 500.

Bot Detection settings
If you use Application Security Manager™ (ASM™ ) to manage web scraping configuration settings, you can use an
iControl® REST API to retrieve and modify those settings.

iControl® REST exposes properties to configure Bot Detection settings. The values described here conform to the
settings you are familiar with if you configure web scraping settings in the Traffic Management Ul (TMUI). The
string bot Det ect i on identifies the top-level member of this resource object.

Property Description

rapi dSur f i ngivaxi munDi sti nct Pages Specifies the maximum number of times that one page can be
refreshed within a specified amount of time before the system
considers the client source to be abot. The default valueis
120.

rapi dSur f i ngMaxi numChangedPages Specifies the number of different pages that can be loaded
within a specified amount of time before the system considers
the client source to be a bot.
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Property Description

checkEvent sSequenceEnf or cenent Indicates whether the system performs event sequence
enforcement. Configuring this setting protects your web
application against bots by tracking the sequence of events
that the browser triggers to detect irregular sequences. When
an irregular sequence is detected, in order to prevent false
positives, the client is not immediately marked as a bot.
Instead, the client is prevented from being marked as human
until the next web page is |loaded.

rapi dSur f i ngMaxi munili meDur at i on Specifies the maximum amount of time that it takes either
to refresh one web page, or to refresh a minimum number
of pages once, in order for the system to suspect that a bot
requested the page. The default valueis 30.

bl ocki ngPeri od Specifies the number of regquests that the system considers
unsafe, thus blocking them if the security policy isin blocking
mode. The system did not detect avalid client during the
graceinterval, and automatically generates the Web Scraping
Detected violation. In addition, the system no longer checks
these requests for web scraping. After the client sends the
number of requests specified in this setting, the system
reactivates the grace interval. The default value is 500.

graceThreshol d Specifies the maximum number of requests the system
reviews while trying to detect whether the client is human.
As soon as the system makes that determination, it stops
checking the requests. The default value is 100. Once the
client determines that the client isvalid, the system allows,
and does not check, the next several requests, as specified
by the safe interval setting. If the system does not detect a
valid client during the grace interval, the system issues, and
continues to issue, the Web Scraping Detected violation until
it reaches the number of requests specified in the blocking
period setting.

saf el nterval Threshol d Specifies the number of requests that the system considers
safe. The system determined that these requests are sent by
a human-backed client and therefore no longer checks these
requests for web scraping. Once the number of requests sent
by the client reaches the value specified in the setting, the
system reactivates the grace interval. The default valueis
2000.

Session Opening Anomaly settings
If you use Application Security Manager™ (ASM™) to manage web scraping settings, you can use an iControl® REST
API to retrieve and modify those settings.

iControl® REST exposes properties to configure session opening anomaly settings. The properties described here
conform to the settings you are familiar with if you configure session opening anomaly settingsin the Traffic
Management Ul (TMUI). The string sessi onQpeni ngAnonal y identifies the top-level member of this resource
object.
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Property Description

m ni munBessi onsOpenedPer Second Specifies that the system considers traffic to be an attack if the
number of sessions opened per second is equal to, or greater
than, this number, and at least one of the sessions opened per
second increased by or sessions opened per second reached
numbers was reached. If the number of sessions opened

per second is lower than this number, the system does not
consider thistraffic to be an attack even if one of the sessions
opened per second increased by or sessions opened per second
reached was reached. The default valueis 25.

checkSessi onOpeni ngAnomal y Indicates whether the system detects session opening
anomalies by IP address, as a Boolean value.

client Sidel ntegrityDefense Indicates whether the system determinesif aclient isalegal
browser or anillegal script by sending a JavaScript challenge
to each new session request from the detected | P address, and
waiting for aresponse. The default value isfalse.

rateLimting Indicates whether the system drops sessions from suspicious
| P addresses after the system determines that the client is an
illegal script. The default valueis false.

maxi munSessi onsOpenedPer Second Specifies that the system considers traffic to be an attack if the
number of sessions opened per second is equal to, or greater
than, this number. The default value is 50.

dr opl pAddr essesW t hBadReput ati on Indicates whether the system drops requests from | P addresses
that have a bad reputation according to the system's | P address
reputation database. Attacking |P addresses that do not have
abad reputation undergo rate limiting, as usual. The default
valueis disabled.

sessi onsOpenedPer Secondl ncr easeRat e| Specifies that the system considers traffic to be an attack if
the number of sessions opened per second increased by this
number. The default value is 500.

preventi onDuration Specifies the length of time, in seconds, that the system
prevents a session opening anomaly attack after the system
detects and stops an attack, unless the system detects the end
of the attack earlier. The default valueis 1800.

Session Opening Threshold settings
If you use Application Security Manager™ (ASM™) to manage web scraping settings, you can use an iControl® REST
API to retrieve and modify those settings.

iControl REST exposes properties to configure session opening threshold settings. The values described here conform
to the settings you are familiar with if you configure session opening threshold settings in the Traffic Management Ul
(TMUI). Thestring sessi onOpeni ngThr eshol ds identifies the top-level member of the resource object.

Property Description

checkFi nger pri nt Reset s Indicates whether the system uses fingerprinting to detect
cookie deletion events. Fingerprinting assumes that each
browser has a unique fingerprint, and therefore the system
collects browser attributes to identify browsers and bots. The
default valueisfalse.




| Application Security Manager | 89

Property

Description

openi ngPer si st ent St or ageReset sDur at

Bpecifies the length of time, in seconds, that the system hasto
detect a specified number of cookie deletion events before the
system determines a request to be a web scraping attack and
blocks the suspected illegal request.

openi ngPer si st ent St or agel nconsi st en

C SihecefiessMamimibenof integrity fault events the system must
detect to determine aweb scraping attack. The default valueis
3.

preventi onDuration

Specifies the length of time, in seconds, that the system
prevents a session opening threshold attack after the system
detects and stops an attack, unless the system detects the end
of the attack earlier. The system prevents attacks by rejecting
requests from the attacking clients. The system identifies the
attacking client based on a unique identification number that
was stored in the attacking browser's persistent storage. The
default value is 1800.

checkSt or agel nconsi st ency

Indicates whether the system blocks requests that it identifies
asintegrity fault events. The default value is false.

checkSt or ageReset s

Indicates whether the system uses persistent device
identification to detect cookie deletion events, The default
valueisfase.

openi ngPer si st ent St or ageReset sivaxi m

I8pecifies the number of cookie deletion events that the system
must detect in a specified time period before the system
determines an attack to be aweb scraping attack and blocks
the suspected illegal request.

fingerprintResetsTi neW ndow

Specifies the length of time, in seconds, that the system hasto
detect a specified number of cookie deletion events before the
system determines a request to be aweb scraping attack and
blocks the suspected illegal request. The default value is 600.

openi ngPer si st ent St or agel nconsi st en

- Bihecefiess eikeagtha time, in seconds, that the system hasto
detect integrity fault events before the system determines an
attack to be aweb scraping attack. The default value is 600.

fingerprintResetsThreshol d

Specifies the number of cookie deletion events the system
must detect in a specified time period before the system
determines that arequest is aweb scraping attack and blocks

the suspected illegal request.

Suspicious Client settings

If you use Application Security Manager™ (ASM™) to manage web scraping settings, you can use an iControl® REST

API to retrieve and modify those settings.

iControl REST exposes properties to configure suspicious client settings. The values described here conform to the

settings you are familiar with if you configure suspici

ous client settings in the Traffic Management Ul (TMUI). The

string suspi ci ousC i ent s identifies the top-level member of the resource object.

Property

Description

det ect Browser sWt hScr api ngExt ensi on

51ndicates whether the system investigates browsers for web
scraping plug-ins to determineif a client should be considered
suspicious. The default value isfalse.
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Property Description

scr api ngExt ensi ons Specifies an array of web scraping extensions that are
considered illegal. If the system determinesthat aclient is
suspicious, it logs and blocks requests from this client.

preventi onDuration Specifies the length of time, in seconds, that the system
prevents requests from aclient after the system determines the
client to be suspicious. The default value is 300.

iControl REST Web Scraping Settings

iControl® REST supports the programmability of Application Security Manager™ (ASM™) web scraping settings. The
iControl REST interface provides a single endpoint that supports both query and modification requests. As a singleton
resource, the web scraping resource supports a GET request to retrieve the current web scraping settings, and a
PATCH request to modify resource properties. The PATCH method allows a partial representation of aresource as
the request entity, which means that you only need to specify the properties you want to change and not the entire
resource.

Retrieving web scraping settings

iControl ®REST supports Application Security Manager™ (ASM™) functionality by allowing retrieval of web scraping
settings for a BIG-1P® system. Y ou can automate the retrieval of settings from multiple BIG-1P systems by using the
iControl REST API.

To retrieve the web scraping settings, make a GET request tothe/ t ml asm pol i ci es/ <MDHASH>/ web-
scrapi ng endpoint.

CET https://192.168. 25. 42/ mgnt/t m asn pol i ci es/ <MDHASH>/ web- scr api ng

iControl REST retrieves the web scraping settings for all traffic patterns.

{
"suspi ciousC ients":{
"det ect Browser sWt hScr api ngExt ensi ons": f al se,
"preventionbDuration": 300,
"scrapi ngExt ensi ons": []

}

essi onOpeni ngThr eshol ds": {
"checkFi nger pri nt Resets": true,
"checkSt or agel nconsi stency": true,
"checkSt or ageReset s": true,
"openi ngPer si st ent St or ageReset sDurati on": 707,
"openi ngPer si st ent St or ageReset sMaxi num': 77,
"fingerprintResetsTi mreW ndow': 607,
"openi ngPer si st ent St or agel nconsi st encyEvent sMaxi num': 7,
"persi st ent St orageMaxPr eventi onDurati on": 1807,
"openi ngPer si st ent St or agel nconsi st encyEvent sDurati on": 677,
"fingerprintResetsThreshold": 17

}

essi onOpeni ngAnomal y": {
"m ni munSessi onsCpenedPer Seconds": 22,
"checkSessi onQpeni ngAnonal y": true,
"PreventionDuration": 1802,
"clientSidelntegrityDefense":true,
"rateLimting":true,
"maxi munBSessi onsCpenedPer Seconds": 52,
"dr opl pAddr essesW t hBadl pReput ati on":true,
"sessi onsOpenedPer Secondsl ncressRate": 502

}!
"bot Det ecti on": {
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"rapi dSurfi ngMaxi munDi sti nct Pages": 301,
"rapi dSurfi ngMaxi munChangedPages"”: 1201,
"checkEvent SequenceEnf or cenent": true,
"rapi dSur fi ngMaxi munTi neDur ati on": 311,
"unsaf el nt erval Treshol d": 10011,
"graceTreshol d": 1001,
"saf el nterval Treshol d": 20001
iy
"sessi onTransacti onsAnonal y": {
"maxi munBessi onTr ansact i onsPer Second": 403,
"m ni nunSessi onTr ansact i onsPer Second": 203,
"maxi mumlr ansacti onPr eventi onDurati on": 1803,
"sessi onTransacti onsPer Secondl ncr easeRate": 503

"webScr api ngConfiguration":{
"al ar mMOnBot Det ecti on": true,
" bl ockOnSessi onTransact i onAnonmal y": f al se,
"al ar mMnSessi onQpeni ngAnonmal y": true,
"al ar mMOnSuspi ci ousC i ents":true,
"al ar mMnSessi onTransact i onAnomal y": t r ue,
"bl ockOnBot Det ecti on": f al se,
"bl ockOnSessi onQpeni ngAnonal y": f al se,
"usePersi stent St orage": true,
"useFi ngerprint":true,
"bl ockOnSuspi ci ousCl i ents":true,
"persistent Dat aVal i di t yPeriod": 126

}1

"sel fLink":"https://local host/ngm/tmn asm policies/
xpgbOLnYQk gf v13j 1khKeA/ web- scr api ng?ver =12. 0. 0",

"kind":"tm asm polici es: web-scrapi ng-settings: web-scrapi ng-settingsstate"
}

Modifying web scraping settings

iControl® REST supports Application Security Manager™ (ASM™) functionality by enabling modifications to web
scraping settings for a BIG-1P® system. Y ou can automate the modification of settings from multiple BIG-IP systems
by using the iControl REST API.

To modify the prevention duration property for session transaction anomalies, make a PATCH request to the/ t 1
asm pol i ci es/ <MDHASH>/ web- scr api ng endpoint. Specify the top-level member for the traffic pattern
you want to modify and the desired property change in the JSON body. To change more than one setting for session
transaction anomalies, specify multiple properties in the resource object, separated by commas.

PATCH https://192. 168. 25. 42/ nmgnt / t m asn pol i ci es/ <MDHASH>/ web- scr api ng
{

}

The JSON body must include at least one top-level member that identifies atraffic pattern, such as
sessi onTransacti onsAnonal y.

"sessi onTransacti onsAnomal y": { "preventionDuration": 2400 }

Learning Suggestion Object
If you use Policy Builder functionality in Application Security Manager™ (ASM™), the properties in this table appear
asthey would in a JSON body, in responseto a GET request.

Property Description

id Specifies aunique identifier for areference.
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Property

Description

creationDatetine

Specifies the creation time for a suggestion, as a date-time
value.

| ast CccurrenceDat eti ne

Specifies the last time a matching request for a suggestion
occurred.

st at us

Specifies the learning status of a suggestion. Possible values
are: pendi ng, i gnor ed, accept, or accept - and-

st age. Theaccept - and- st age status enables the
staging flag for the target entity, if applicable, and implements
the changes specified intheent i t yChanges field.

al wayshManual

Indicates that a suggestion will be learned manually, asa
Boolean vaue. If t r ue, asuggestion will never be learned
automatically.

conment Specifies the user's notes on the suggestion.

i sRead Indicates that a suggestion has been read by auser, asa
Boolean.

score Specifies an index based on R2 or R3 measurement that

reflects the strength of a suggestion.

trigger Type

Specifies the reason for the suggestion. Possible values are:
violation-mtigationorpolicy-refinenent.

vi ol ati onRef er ence

Specifies the type of violation that triggered a suggestion, if
the trigger typeisvi ol at i on. This attribute is not required.

ent i t yChanges

Specifies the changes to apply to an entity or entityReference
if you accept the suggestion.

entityKind Specifies the type of element for a suggestion. This attribute is
not required.

entityNane Specifies the name of an item instance. This attribute is not
required.

action Specifies the suggested operation for an item. Possible values

are: del et e, add- or - updat e, updat e- append, or
updat e- r enove. Thisvalueis not required.

entity,entityReference

Specifies areference to apolicy if the entity existsin the
policy; otherwise, specifies the details of the entity to create.

par ent Enti t yRef er ence

Specifies areference to a parent policy entity that matched a
wild card value.

occur renceCount

Specifies the number of requests that triggered a suggestion.

t rust edl pCount

Specifies the number of distinct client |P addresses, on alist
of trusted clients, that triggered a suggestion.

unt r ust edl pCount

Specifies the number of distinct client | P addresses, not on a
list of trusted clients, that triggered a suggestion.

t rust edSessi onCount

Specifies the number of distinct client sessions, from trusted
| P addresses, that triggered a suggestion.

unt r ust edSessi onCount

Specifies the number of distinct client sessions, not from
trusted I1P addresses, that triggered a suggestion.
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Property Description

sanpl eRequest s Specifies a collection of representative requests, from various
I P addresses and sessions, that triggered a suggestion.

description Specifies a description of the changes to implement.

refi nement,refi nement Ref erence Specifies areason for a suggestion for when atypeis

pol i cy-refinenent ratherthanvi ol ati on-
mtigation.

si gnat ur eRef erence Specifies areference to an attack signature,either as an
override on another object, or to effect a change on the
signature itself, such as disabling the signature.

nmet achar Specifies areference to a metachar, either as an override
on another object, or to modify the metachar itself, such as
allowing the character itself.

averageVi ol ati onRati ng Specifies the average violation rating for a suggestion, if
applicable.
vi ol ati onRat i ngCount s Specifies the number of violation ratings for each request.

About using Policy Builder in iControl REST

Application Security Manager™ (ASM™) security policies undergo modification through a framework called unified
learning and policy building. Unified learning and policy building supports both manual and automatic updates

to a security policy. As an administrator, you can retrieve the policy builder suggestions and modify the policy
suggestions using the iControl® REST API. Operations you can perform include ordering suggestions by scores or
types, viewing more details about a suggestion, or viewing details about related suggestions. iControl REST supports
three methods on the/ suggest i ons endpoint: GET, DELETE, and PATCH. Other than GET requests to view
the collection of suggestions, you will probably have cause to modify the individual suggestions to change the status
of asuggestion, add a comment, or mark a suggestion as read. Y ou can use the HTTP PATCH method to modify
thest at us, coment , or i sRead properties. As an aside, if you modify properties other than those mentioned,
iControl REST ignores those propertiesin arequest. Refer to the Learning Suggestion Object topic for descriptions of
the policy builder object.

For more information about policy builder, see the BIG-1P® Application Security Manager (ASM) 12.0
documentation.
Retrieving Policy Builder suggestions
Y ou can retrieve the suggestions for an Application Security Manager™ (ASM™) policy by making a GET request. By
default, ASM retrieves the first 500 entities.
To retrieve the suggestions for an ASM policy, make a GET request to the/ suggest i ons endpoint for a specific
ASM policy.

CET https://192.168. 25. 42/ mgnt /t m asn pol i ci es/ <MDSHASH>/ suggest i ons

The string abcd1234 in the example represents a hypothetical MD5HASH value for apolicy. An actual MD5 hash
value would resemble the following string: d57f b462a2364e494ed824d523acbf cd.

The response includes the suggestions for the policy, up to 1000 entities.

{
"sel fLink":"https://local host/ngm/tmn asm polici es/ abcd1234/ suggesti ons",

"kind":"tm asm polici es: suggesti ons: suggesti oncol | ecti onst at e”,
"items": |

"id":"123456",
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"sel fLink":"https://Iocal host/ngnt/tm asm polici es/abcd1234/
suggesti ons/ 123456"

"kind":"tm asm pol i ci es: suggesti ons: suggesti onst at e",

"creationDatetine":"2013-11-21T22: 01: 217",

"l ast OccurrenceDatetime":"2013-12-10T21: 01: 217",

"status":"active",

"al waysManual ": f al se,

"comment """
"i sRead": f al se,
"score": 76,

"occurrenceCount": 378,

"trustedd i entl pCount":O0,

"trustedSessi onCount": 0,

"untrustedd ientl pCount": 4,

"unt r ust edSessi onCount " : 3,

“triggerType":"violation",

"vi ol ati onRef erence": {

"l'ink":"https://1ocal host/ mgnt/tm asm vi ol ati ons/

uf gOsnEKkZr pnkoDHf SPGAQ'

"parent EntityReference":{
"l'ink":"https://local host/....... "

} "entityReference": {
"l'ink":"https://local host/....... "

}
"entity":{
"kind":"tmasm policies:urls:paraneterstate",
"nanme":"foo",
"l evel ":"url",
"url":{
"nanme":"/foo. php",
"“protocol":"http",
}
}

ent i t yChanges": {
"si gnatureOverrides":|
{
"si gnat ur eRef erence": {
"link":"https://|ocal host/ mgnt/tm asm si gnat ur es/
N64gk aRPRt aPA4M 50 LQ'

}1
"enabl ed": f al se,
}!
}l
"request Ref erences": [
{
"l'ink":"https://1local host/ ngnt/tm asnf event s/
request s/ 123000"
%!
"link":"https://1ocal host/ngnt/tnm asnm event s/
requests/123001"
%!
"l'ink":"https://|ocal host/ mgnt/tm asnif event s/
requests/123002"
}1
{

"l'ink":"https://local host/ ngnt/tm asn event s/
requests/123003"
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P

"l'ink":"https://local host/ ngnt/tm asnf event s/
request s/ 123004"

}

"link":"https://1ocal host/ngnt/tn asm event s/
request s/ 123005"

}
{

"l'ink":"https://1ocal host/ mgnt/tm asnif event s/
requests/123006"

H
1,

Modifying Policy Builder suggestions

Y ou can modify a suggestion for an Application Security Manager™ (ASM™) policy by making a PATCH request.
ASM limits the policy builder properties that you can change.

To modify a suggestion for an ASM policy, make aPATCH request to the/ suggest i ons/ <i d> endpoint for a
specific ASM policy. This example changes the statustoi gnor ed.

PATCH https://192. 168. 25. 42/ mgnt / t m asni pol i ci es/ <MD5HASH>/
suggesti ons/ 465768

{
}

An MD5 hash is aone-way cryptographic hash function. An actual MD5 hash value would resembl e the following
string: d57f b462a2364e494ed824d523achf cd.

"status": "ignored"

About Device ID

A device identifier (Device ID) consists of an opaque string that identifies a client application. The stated purpose of
the string is only to identify a client application to avirtual server. Application Security Manager™ (ASM™) features
that take advantage of Device ID include brute force login, session awareness, and session hijacking prevention.

Device identification using fingerprinting
If you use Application Security Manager™ (ASM™ ) to manage device ID settings, you can use an iControl® REST
API to retrieve and modify those settings.

The Application Security Manager“(ASM ™) supports device identification using fingerprinting and exposes the
configuration attributes listed in the table. Usethe/ ngnt / t m securi ty/ dos/ profil e/ application

endpoint.
Attribute Description
deviceldClientSideDefense Indicates whether to mitigate based on device ID with CS
challenge.
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Attribute Description

devicel dCaptchaChallenge Indicates whether to mitigate based on device ID with
CAPTCHA challenge.

deviceldRateLimiting Indicates whether to mitigate based on device ID with
blocking requests.

devicel dRequestBlockingM ode Specifies the mitigation when devi cel dRat eLi ni ti ngis
enabled, asrate-linit orbl ock-all.

deviceldMaximumTps Specifies the maximum TPS per device ID to arouse
suspicion.

deviceldMinimumTps Specifies the minimum TPS per device ID.

deviceldTpslncreaseRate Specifies the percent rate of increase per device ID to arouse
suspicion.

Application Security Manager (ASM) supports device identification using fingerprinting and exposes the enabling
attributes listed in the table. Usethe/ ngnt / t nf asni pol i ci es/ <MD5HASH>/ br ut e- f or ce- att ack-
preventi ons endpoaint.

Attributes Description

aarm Indicate whether to send an dlarm, ast rue or f al se.
Defaultstot r ue.

block Indicates whether to block the request, ast r ue or f al se.
Defaultstot r ue.

bruteForceProtectionForAllL oginPages Indicates whether to apply measuresto all login pages, as
true orf al se. The property isavailable only for the
default brute force protection item. Defaultsto f al se.

useDeviceld Indicates whether to count attempts based on device ID, as
true orf al se. Defaultstof al se.

loginAttemptsFromTheSameClient Specifies the number of login attempts before blocking.
Defaultsto 5.

preventionDuration Specifies avalue from an enum that sets the duration of
brute force attack prevention, in seconds, or as the string
unlinted.

measurementPeriod Specifies a period of time during which to measure login
attempts, as seconds. Defaultsto 1.

id Specifies an identifier, asastring.

reEnablel oginAfter Specifies an interval, in seconds, to wait before re-enabling
the login. Defaults to 600.

urlReference Specifiesa URL reference.

detectionCriteria Specifies the detection criteria, as a JSON object, consisting

of f ai | edLogi nAtt enpt sl ncr easePer cent,
fai | edLogi nAtt enpt sRat eReached, and
m ni munfai | edLogi nAtt enpt s. All valuesare
integers, and default to 500, 100, 20, respectively.
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Attributes Description

preventionPolicy Specifies the prevention policy, as a JSON object, consisting
of sour cel pBasedd i ent Si del nt egri t yDef ense,
sour cel pBasedRat eLi m ti ng,

url BasedC i ent Si del nt egri t yDef ense, and

ur | BasedRat eLi m ti ng. All values are Boolean, either
trueorfal se. Defaultstof al se,true, fal se,and

t r ue, respectively.

suspiciousCriteria Specifies the suspicious criteria, as a JSON object, consisting
of f ai | edLogi nAttt enpt sl ncreasePer cent and
fail edLogi nAtt enpt sRat eReached. All valuesare
integers. Default to 500 and 20, respectively.

Enforce method on a URL
If you use Application Security Manager™ (ASM™ ) to manage a per-URL list of allowed or disallowed methods, you
can use an iControl® REST API to modify those settings.

The Application Security Manager™(ASM ™ supports a mechanism to define a per-URL list of allowed or disallowed
methods and exposes the configuration attributes listed in the table. Usethe/ mgnt / t mf asni pol i ci es/
<MD5HASH>/ ur | s endpoint.

Attribute Description

methodsOverrideOnUr|Check Indicates whether the overrideisenabled, ast r ue or f al se.
Defaultstof al se.

methodOverrides Specifies an array of key-value pairs, in JSON format.
Defaultstot r ue for theal | owed property. You must
specify avalue for the met hod property.

Session awareness mechanisms using fingerprinting
If you use Application Security Manager™ (ASM™ ) to manage session awareness, you can use an iControl® REST
API to retrieve and modify those settings.

The Application Security Manager™(ASM™ supports session awareness mechanisms using fingerprinting and exposes
the configuration attributes listed in the table. Usethe/ ngnt / t m asni pol i ci es/ <MD5HASH>/ sessi on-
t racki ng endpoint.

Attribute Description

checkDeviceldThreshold Indicates whether to manage device ID scope, ast r ue or
fal se.

deviceldThreshold Specifies the number of violations per device ID scope when
the device ID check is enabled.

Session hijacking prevention
If you use Application Security Manager™ (ASM™ ) to manage policy settings, you can use an iControl® REST API to
retrieve and modify those settings.

The Application Security Manager™(ASM ™) mitigates session hijacking by assigning a unique identifier to every
client device. By maintaining device ID information for a session, ASM can determine if a session has been hijacked.
Usethe/ mgnt /t m asni pol i ci es/ <MD5HASH>/ sessi on-t r acki ng endpoint.

Attribute Description

sessionTrackingConfiguration/ Indicates whether session hijacking prevention isenabled in
enableTrackingSessionHijackingByDeviceld ASM by policy.
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About WebSockets

The WebSocket protocol defines a bidirectional full-duplex communication channel between a client and a server
within the context of an HTTP connection. A WebSocket connection initiates from an existing HT TP connection by
sending an upgr ade header with the valuewebsocket . As part of the handshake between the client and the server,
the server sends101 Swi t chi ng Pr ot ocol s inresponse. Application Security Manager™ (ASM™) supports a
policy for WebSocket security, as a distinct protocol with configurable attributes. The specification for WebSockets
can be found in RFC 6455 - The WebSocket Protocol.

WebSocket protocol
Application Security Manager™ (ASM™) supports security policy settings for the WebSocket protocol.

Application Security Manager™ (ASM™) supports the WebSocket protocol and exposes the attributes listed in the
table. Usethe/ ngnt / t mf asm pol i ci es/ <MD5HASH>/ websocket - ur | s endpoint.

Attribute Description

id Specifies an identifier for the policy.

name Specifies aname for the policy.

nameBase64Encoded Indicates whether the name is encoded in Base64 format.
Defaultisf al se.

type Specifies avalue from the WebSocket type enum, either
explicit orw | dcard.

description Specifies an optional description for the WebSocket URL .

lastUpdateMicros Specifies the last update time, in microseconds.

learnNewEntities Specifies avalue from the enum, either al ways or never.

protocol Specifies avalue from the WebSocket protocol enum, either
WS Of WSS.

isAllowed Indicatest r ue for an alowed URL; f al se for adisalowed
URL.

metaCharsOnWebsocketUrl Check Indicates whether to check meta-charactersin the URL, as
true orf al se. Defaultsto false. Applies only to wild card
URL types.

metacharOverrides Specifiesan array of i SAl | owed values and corresponding

hexadecimal values that take precedence over the global URL
meta-character settings. Defaultstot r ue and 0x0.

performStaging Indicates whether staging is enabled, ast r ue or f al se.

wildcardOrder Specifies the matching order of wildcards, as an integer.
Defaultsto 0 (zero).

wildcardincludesSlash Indicates whether to match more than one segment of a URL

for wildcard values, ast r ue or f al se.

html 5CrossOriginRequestsEnforcement Specifies the CORS settings, as a JSON object. The object
containscr ossDonai nAl | owedOri gi n, aJSON
object, and the enf or cenent Mode property. The

enf or cenent Mode enum vauesincluder enove- al | -
header s, di sabl ed, andenf or ce.

extension Specifies an action to take on handshake. Enum values include
i gnor e, bl ock, orr emove. Defaultstor enove.
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Attribute

Description

checkPayload

Indicates whether to check the message payload, ast r ue or
fal se.

allowTextMessage

Indicates whether free formatted text is allowed in the
message payload. Only set if checkPayl oad ist r ue.
Defaultstot r ue.

allowJsonM essage

Indicates whether JSON is allowed in the message payload.
Only setif checkPayl oad ist r ue. Defaultstof al se.

allowBinaryMessage

Indicates whether binary content is allowed in the message
payload. Only setif checkPayl oad ist r ue. Defaultsto
fal se.

plainTextProfile

Specifiesalink to aplain text profile for WebSocket
messages. Only setif al | owText Message ist r ue.

jsonProfile Specifiesalink to a JSON profile for WebSocket messages.
Only setif al | owdJsonMessage istrue.

binaryM essageM axSize Specifies the maximum binary message size, as an integer.
Defaultsto 10000. Only set if al | owBi nar yMessage is
true.

messageFrameM axSize Specifies the maximum size of a WebSocket frame, in bytes.

messageFrameM axCount Specifies the maximum number of message fragments per
frame, as an integer. Defaults to 100.

checkM essageFrameMaxSize Indicates whether to check the maximum specified value, as
trueorfal se.Iffal se, alow any message size.

checkM essageFrameM axCount Indicates whether to check the maximum specified value, as

trueorfal se.Iffal se, alow any message size.

checkBinaryMessageM axSize

Indicates whether to check the maximum specified value, as
trueorfal se.lffal se,alow any message size.

The properties of thecr ossDonai nAl | owedOr i gi n object appear in the following table.

Attribute

Description

includeSubDomains

Indicates whether to include sub-domains, ast r ue or
f al se. Defaultstof al se.

originName

Specifies the origin, as a string.

originPort

Specifies the origin port number, as an integer. Defaultsto
al | to specify all ports.

originProtocol

Specifiesavalue from an enum, ht t p, ht t p/ ht t ps, or
ht t ps. Defaultsto ht t p/ ht t ps.

The properties of thej sonPr of i | e object appear in the following table.

Attribute

Description

description

Specifies a description of the profile, as a string.

metacharElementCheck

Indicates whether to check for meta-characters, ast r ue or
fal se.
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Attribute Description
attackSignatureCheck Indicates whether to check attack signatures, ast r ue or
fal se.
isReferenced Indicates whether the profile isreferenced, ast r ue or
fal se.
defenseAttributes Specifies the defense attributes, as a JSON object.
sensitiveData Specifies the sensitive data, asan array of par anmet er Nane

strings.

lastUpdateMicros

Specifiesthe last update time, in microseconds.

metacharOverrides

Specifies metachar overrides, asan array of i SAl | owed, as
true orf al se, and net achar , as ahexadecimal vaue.

name

Specifies aname for the profile, asastring.

signatureOverrides

Specifies signature overrides, as an array of enabl ed, as
true orfal se,andsi gnat ur eRef er ence, an object.

id

Specifies an identifier for the profile, as a string.

The properties of thedef enseAt t ri but es objectinthej sonPr of i | e appear in the following table.

Attribute

Description

maximumT otal LengthOf JISONData

Specifies the length of JSON data, as an integer.

maximumV aluel ength

Specifies the length of avalue, as an integer.

maximimStructureDepth

Specifies the depth of a structure, as an integer.

maximumArrayLength

Specifies the length of an array, as an integer.

tolerateJSONParsingWarnings

Indicates whether to ignore JSON parser warnings, ast r ue
orfal se.

The properties of the pl ai nText Pr of i | e object appear in the following table.

Attribute

Description

description

Specifies adescription of the profile, as a string.

metacharElementCheck

Indicates whether to check for meta-characters, ast r ue or
fal se.

attackSignatureCheck Indicates whether to check attack signatures, ast r ue or
fal se.
isReferenced Indicates whether the profile isreferenced, ast r ue or

fal se.

defenseAttributes

Specifies the defense attributes, as a JSON object.

lastUpdateMicros

Specifies the last update time, in microseconds.

metacharOverrides

Specifies metachar overrides, asan array of i SAl | owed, as
trueorfal se,and nmet achar, asahexadecimal value.

name

Specifies aname for the profile, asa string.
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Attribute Description

signatureOverrides Specifies signature overrides, as an array of enabl ed, as
true orfal se,andsi gnat ur eRef er ence, an object.

id Specifies an identifier for the profile, as a string.

The properties of thedef enseAt t ri but es object inthe pl ai nText Prof i | e appear in the following table.

Attribute Description

maximumT otalLength Specifies the length of data, as an integer.

maximumLinel ength Specifies the length of aline, as an integer.
performPercentDecoding Indicates whether to do percent decoding, ast r ue or f al se.

About AJAX/JSON Login

In addition to HT TP authentication and HTML forms authentication, modern web applications frameworks use AJAX
authentication. A typical AJAX authentication request consists of a POST reguest of alogin form, with a JSON
response. Application Security Manager™ (ASM™) supports AJAX login pages.

AJAX/ISON Authentication
If you use Application Security Manager™ (ASM™ ) to manage AJAX/JSON authentication settings, you can use an
iControl® REST API to retrieve and modify those settings.

Application Security Manager™ (ASM ™) exposes the properties listed in the table. Usethe/ mgnt / t m asml
pol i ci es/ <MD5HASH>/ | ogi n- pages URI asthe path to a specific login page resource.

Attribute Description
urlReference Specifiesthe URL path.
authenticationType Specifies the authentication type for arequest, as an enum.

Allowed valuesinclude: none, ht t p- basi ¢, nt| mform
aj ax-or-json-request,orhttp-di gest.For
AJAX/ISON, specify aj ax- or - j son-request asthe
authentication type.

usernameParameterName Specifies the name of the JSON element that corresponds to
the user login.
usernameParameterNameBase64Encoded Indicates whether the user nanmePar anmet er Nane attribute

is specified in Base64 encoding.

passwordParameterName Specifies the name of the JSON element the corresponds to
the user password.

passwordParameterNameBase64Encoded Indicates whether the passwor dPar anet er Nane attribute
is specified in Base64 encoding.

isReferenced Indicates whether the login page is referenced elsewhere, as
trueorfal se.

id Specifies an identifier for the login page.

accessValidation Specifies the condition to use AJAX/JSON authentication, as

aJSON object. The conditions are name-value pairs, where
thenameis: cooki eCont ai ns, header Cont ai ns,
par armet er Cont ai ns, r esponseCont ai ns,
responseHtt pSt at us, orresponseQni ts.
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The properties of theaccessVal i dat i on aobject are listed in the following table.

Attribute Description

cookieContains Specifies astring contained in a cookie.

headerContains Specifies astring included as a header.

parameterContains Specifies astring included as a query parameter.

responseContains Specifies a string contained in a response.

responseOmits Specifies astring that is not contained in a response.

responseHttpStatus Specifies a response status, as a string.

parameter ContainsBase64Encoded Indicates whether a query parameter is Base64 encoded.

responseContainsBase64Encoded Indicates whether aresponse includes a Base64 encoded
value.

responseOmitsBase64Encoded Indicates whether a response does not include a Base64
encoded value.

Application Security Manager (ASM) aso exposes the properties of logout pages listed in the following table. Use
the/ nmgmt / t ml asm pol i ci es/ <MD5HASH>/ | ogi n- enf or cerment URI as the path to a specific logout

page resource.

Attribute Description

expirationTimePeriod Indicates whether the expiration setting isenabl ed or
di sabl ed. By default, a session expires after 600 seconds if
no request is received.

authenticatedUrls Specifies authenticated URLS, as an array.

logoutUrls Specifiesr equest Cont ai ns, asastring,
ur| Ref erence, asaJSON object, andr equest Ori t s,
asastring.

Access Policy Manager

About Access Policy Manager

Access Policy Manager® (APM®) provides secure identity and access management for a BIG-1P® system. iControl®
REST exposes the APM endpoints to enable programmatic access to APM resources and the benefits of automation.

APM adheres to the REST principles described previously in this guide:

* URI structure enables consistent access to collections and resources
« Linksin resources, including self links, support discovery
« JSON encoding simplifies representation of resources

« HTTP transport provides methods to interact with resources, as well as security, authentication, caching, and
content negotiation
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Overview: URI format and structure

A principle of the REST architecture describes the identification of aresource by means of a Uniform Resource
Identifier (URI). A URI identifies the name of aweb resource; in this case, the URI also represents the tree structure
of modules and componentsint nsh. You can specify a URI with aweb service request to create, read, update, or
delete some component or module of a BIG-1P® system configuration. In the context of the REST architecture, the
system configuration is synonymous with the representation of aresource, and web service requests read and write
that representation using the iControl® REST API.

Tip: Useadmin, the default administrative account, for requests to iControl REST. Once you are familiar with the
API, you can create user accounts for iControl REST users with various permissions.

For the URI snippet shown here, the managenent - i p component of the URI is the fully qualified domain name
(FQDN) or IP address of a BIG-IP device.

https://<managenent-i p>/ngnt/tn ...

IniControl REST, the URI structure for al requests includesthe string / mgnt / t m' to identify the namespace for
traffic management. Any identifiers that you append to that string specify collections.

https://<managenent-ip>/nmgnt/tm . ..

The dllipsis in the snippet indicates the location where you specify an organizing collection, which is a collection of
links to other resourcesin iControl REST. Organizing collections are the functional equivalent of modulesint nsh.
In other words, the organizing collection apmin iControl REST isthe apmmodule. In iControl REST, you can use
the following URI to access all of the resources in the apmcollection:

https://192. 168. 25. 42/ ngnt / t ml apm

Expanding on that approach, the URI in the following example designates all of the resourcesin ther epor t
collection. Y ou can think of a collection as the equivalent of at msh sub-module. An iControl REST collection
contains collections or resources.

https://192. 168. 25. 42/ ngnt / t nl apn r epor t

The URI in the following example designates a resource, which is a set of entities. IniControl REST, an entity isa
property that you can configure, such as" dest Addr Max" : 2048. A resource may also contain sub-collections. In
the parlance of t nsh, aresource is the equivalent of a component.

https://192. 168. 25. 42/ ngnt /t m apnm r eport/ def aul t -report

Important: iControl REST only supports secure access through HTTPS, so you must include credentials with each
REST call. Use the same credentials you use for the BIG-IP device manager interface.

About resource formats

JavaScript Object Notation (JSON) defines the format for data interchange in iControl® REST. The JSON standard
defines a human-readable format, based in part on the JavaScript programming language. Similar to the eXtensible
Markup Language (XML) common to SOAP web services, JSON describes a structuring of datafor exchange
between clients and serversin REST web service requests. iControl REST processes a request body formatted as
JavaScript Object Notation (JSON) format and generates a JSON body in aresponse. A responseto a DELETE
request typically does not include a JSON body.

JSON consists of two structures: name/value pairs (key/value pairs) organized as objects, and ordered lists of values
organized as arrays. An object is contained within curly braces'{}' and an array is contained within square brackets
[]'. JSON objects can contain objects, strings, numbers, arrays, Boolean values (true or false), or null. For more
information about JSON, see RFC 7159 The JavaScript Object Notation (JSON) Data I nterchange Format.
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About creating resources

Create new resources by using the HTTP POST method. iControl® REST supports the POST operation to create a
resource in Access Policy Manager® (APM®). Y ou must include a JSON body with a POST request, even if the JSON
body is empty.

About retrieving resources

Retrieve resources by using the HTTP GET method. iControl® REST supports the GET operation to retrieve a
resource, or a collection of resources, in Access Policy Manager®(APM®). Additionally, iControl REST supports the
Open Data Protocol (OData) $f i | t er query parameter to refine the result set.

About updating resources

Update resources by using either the HTTP PATCH or PUT methods. iControl® REST supportsthe HTTP PATCH
operation to update aresource in Access Policy Manager® (APM®). Use PATCH to update specific properties and
leave other properties unchanged. iControl REST also supportsthe HTTP PUT operation to update a resource, with
the caveat that all unspecified properties are assigned default values.

About deleting resources

Delete resources by using the HTTP DELETE method. iControl® REST supports the DELETE operation in Access
Policy Manager® (APM®). iControl REST returns an HTTP response code for a delete request but does not include a
JSON body.

HTTP Response Codes
The tables list the common HT TP response codes that iControl® REST generates for every request.

Response code Returned for Description
200 OK All HTTP methods | Indicates that arequest completed successfully.
201 Created POST Indicates that a request created aresource, such as when you create

an iControl REST transaction.

Response code Returned for Description
400 Bad Request All HTTP methods | Indicates a malformed request, such as an incorrect name for a
resource.

401 Unauthorized All HTTP methods | Indicates an omitted HTTP Aut hor i zat i on header, or that you
lack adequate permissions for the request to compl ete.

403 Forbidden Al HTTP methods | Indicates that the credentials supplied for an administrator lack
adequate permissions for arequest, or an attempt to perform an
unsupported action, such as deleting a property.

404 Not Found All HTTP methods | Indicates an attempt to access a resource that does not exist.

409 Conflict POST, PUT Indicates an attempt to create a resource that already exists. If you
try to create aresource using the POST method, and the resource
aready exists, iControl REST generates this response.

415 Unsupported POST, PUT Indicates that the reguest includes a malformed JSON body in a
Media Type reguest, or possibly that you specified an incorrect Cont ent - Type
header value.
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Response code Returned for Description

500 Internal Server | All HTTP methods | Indicates that the iControl REST processis not available, such as
Error when the process has not been started.

501 Not POST Indicates that an endpoint does not exist, or the corresponding t nsh
Implemented reguest is unsupported.

Retrieving Access Policy Manager resources

Using iControl® REST, you can query Access Policy Manager® (APM®) resources.
1. Todiscover Access Policy Manager (APM) resources, make a GET request to the endpoint / ngnt / t m apm

CET https://192.168. 25. 42/ mgnt/t m apm

The response displays the structure of APM collection.

"kind":"tm apm apntol | ecti onstate",
"sel fLink":"https://1ocal host/ngnt/tm apnver=12. 1. 0",
"itens": |
{
"reference": {
"l'ink":"https://1ocal host/ mgnt/tm apn aaa?ver=12. 1. 0"

}
}1
{
"reference": {
"l'ink":"https://|ocal host/ mgnt/tm apm confi guration?
ver=12.1.0"
}
"reference": {
"l'ink":"https://|ocal host/ nmgnt/tm apnm epsec?ver=12. 1. 0"
}
}1
{
"reference": {
"l'ink":"https://local host/ngnt/tm apni nt| n?ver=12. 1. 0"
}
}l
{
"reference": {
"l'ink":"https://local host/ ngnt/tm apni pol i cy?ver=12.1.0"
}
}l
{
"reference": {
"link":"https://1ocal host/ngnt/tm apm profil e?ver=12.1.0"
}
}1
{
"reference": {
"link":"https://1ocal host/ngnt/tn apnm report ?ver=12.1. 0"
}
}1
{

"reference": {



"l'ink":"https
}
e
{

"reference": {
"l'ink":"https
}

H
{

"reference": {
"l'ink":"https
}

I
{
"reference": {
"l'ink":"https
}
I
{
"reference": {
"l'ink":"https
ver=12.1. 0"
}

"reference": {
"l'ink":"https
}
¥
{
"reference": {
"l'ink":"https

ver=12.1. 0"
}

"reference": {
"l'ink":"https
ver=12.1. 0"
}

"reference": {
"l'ink":"https
}

}
{

"reference": {
"l'ink":"https
}

}
{

"reference": {
"l'ink":"https
}

H
{

"reference": {
"l'ink":"https
}

3
{

"reference": {
"l'ink":"https
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:/ /1 ocal host/ mgnt /t m apm r esour ce?ver=12. 1. 0"

://1ocal host/ngm /tm apm sam ?ver=12. 1. 0"

://1ocal host/ngnt/tm apm sso?ver=12. 1. 0"

://1ocal host/ngnt/tm apm acl ?ver=12. 1. 0"

://1ocal host/ngnt/tm apm apm avr - confi g?

://1ocal host/ngnt/tm apm appl i cati on?ver=12. 1. 0"

://1ocal host/ngm /tm apm application-famly?

://1ocal host/ngm/tm apm application-filter?

://1ocal host/ngnt/tm apm | og-setting?ver=12.1.0"

:/ /1 ocal host/ mgnt/tm apm ri sk-cl ass?ver=12. 1. 0"

://1ocal host/ngm /tm apm sessi on?ver=12. 1. 0"

2/ /1 ocal host/ngnt/tm apm swg- schenme?ver=12. 1. 0"

://1ocal host/ngmt/tm apmurl-filter?ver=12.1.0"
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]
}

2. Todiscover one of the resourcesin APM, such as/ nt | m make a GET request to the endpoint / nrgnt / t ml
apn ntl m

GET https://192.168. 25. 42/ ngnt/t m apm ntlm

The response displays the resources within the/ ngnt / t mf apm nt | mnamespace.

"kind":"tmapmntl mntlncol | ectionstate",
"sel fLink":"https://Iocal host/ngm /tm apm ntl nPver=12. 1. 0",
"itenms": |

{

"reference": {
"l'ink":"https://1local host/ ngnt/tm apn ntl| m nachi ne- account ?
ver=12.1.0"

}

"reference": {
"l'ink":"https://local host/ngnt/tm apm ntl m ntl maut h?
ver=12.1.0"

}
}

Access Policy Manager endpoints

iControl® REST supports the Access Policy Manager® (APM®) endpoints listed here. All endpoints are relative to the
traffic management namespace, / gt / t m

Endpoint Description

lapm/aaa Configure authorization, authentication, and accounting (AAA) settings. Y ou can
configure APM to use various servers to provide user authentication, authorization
to access resources, and accounting of user activities. APM supports RADIUS, RSA
Native SecurlD, and Windows Active Directory, among others.

lapm/acl Restrict access to host and port combinations with Access Control Lists (ACLS).

/apm/apm-avr-config Configure settings for Application Visibility and Reporting (AVR).

apm/application Specify the web-based applications you can control by modifying the default allow or
block action.

/apm/application-family Specify categories of applications, such asinstant messaging or e-mail.

lapm/application-filter Specify the application filters you can use to allow or block access to the applications.
lapm/configuration Specify settings for Secure Web Gateway (SWG) initialization.
Japm/epsec Configure APM to enable client-side and server-side, endpoint security checks.

/apm/log-setting Configure APM to log access policy events or audit events.
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Endpoint Description

Japm/ntim Configure APM to use NTLM. Y ou can create a machine account for APM to join
a Windows domain. Authentication requests with a machine account create a secure
channel to communicate with adomain controller.

/apm/policy Configure policy for scheme assignment.

lapm/profile Configure profile for traffic handling.

[apm/report Configure settings for reporting.

/apm/resource Specify network access and web access resource.

lapm/risk-class Specify risk classes.

Japm/saml Configure APM for Security Assertion Markup Language (SAML) framework for

creating, requesting, and exchanging authentication and authorization data. Y ou can
configure APM as a native SAML 2.0 identity provider (IDP), or as a proxy to another
SAML IDP, such as Active Directory Federation Services (ADFS).

/apm/session Retrieve and manage user sessions.

/apm/sso Configure APM to use the Single Sign-On (SSO) feature. Y ou can define attributes
for user name, password, and authentication methods for SSO, as well as a number of
HTTP form-based SSO object attributes.

/apm/swg-scheme Configure Secure Web Gateway (SWG) schemesto filter and categorize URLs. A
scheme lets you group and schedule URL filters for specific days, or specific times
during a day.

lapm/url-filter Configure APM to use a URL filter to specify one or more URL categories to allow or

block. Using this endpoint, you can create multiple URL filters. With the exception of
default URL filters, you can also delete URL filters.

Configuring LDAP settings in APM

The authentication, authorization, and auditing settings allow you to configure LDAP settings in Access Policy
Manager® (APM®). LDAP is alightweight implementation of the X.500 Directory Access Protocol (DAP) supported
by anumber of vendors. TheiControl® REST API alows you to configure the LDAP server configuration but not the
function of an LDAP server.

1. Before you attempt to add an LDAP account and configure it, make a GET request to the/ ngnt / nt / apm
aaal | dap/ exanpl e endpoint to get the reference object.

CET https://192.168. 25. 42/ mgnt/t m apni aaa/ | dap/ exanpl e
You can usethe/ exanpl e endpoint to get a representation of the APM resource, or any resource in iControl

REST.

"kind":"tm apm aaa: | dap: | dapcol | ecti onst at e",
"sel fLink":"https://I|ocal host/ngnt/tm apm aaa/ | dap/ exanpl e?ver=12. 1. 0",

"itenms": |
{ _—
"propertyDescriptions”: {
"address":"",
n adm nmll . nn ,

"adm nEncrypt edPassword":"",

"appService":"",
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"baseDn":"",

"cl eanupCache": "",

"description":"",

"groupCacheTt|":"",

"isLdaps":"",

"l ocati onSpecific":"",

“pool ":"",

"port":"",

"schemaAttr": {
"groupMenber":"",
"groupMenber Val ue": " ",
"groupMenberof":"",
"groupObj ectdl ass":"",
"user Menber of ":"",

"user hj ectd ass":""

}

"serverssl| Profile":"",
llti n‘eout":"",
"usePool ":""

"address": "any6",

"admi nDn":"",

"adm nEncrypt edPassword": """,

"appService":"",

"baseDn":"",

"cl eanupCache": " none",

"description":"",

"groupCacheTt|": 30,

"isLdaps":"fal se",

"l ocati onSpecific":"true",

“pool ":"",

"port": 389,

"schemaAttr": {
"groupMenber": "menber",
"groupMenber Val ue": "dn",
"groupMenber of ": " menber OF ",
"groupObj ect C ass": "group",
"user Menber of ": " menber O ",
"user bj ect C ass": "user"

}

erverssl Profile":"",
"timeout": 15,
"usePool ": "enabl ed",
"nat ur al KeyPr opert yNames": [
"nane",
"partition",
"subPat h"

]
}

2. To configure LDAP server settings to use with APM, make a POST request to the/ ngnt / t m apmi aaa/ | dap
endpoint. Make sure that you specify appl i cat i on/ j son asthe content type.

POST https://192.168. 25. 42/ mgnt /t m apni aaa/ | dap

"nanme": "test aaa_ | dap",

"address": "10.1.1.1",

"adm nDn": "\"CN=adm ni strator, CN=users, DC=nydomain, DC=com"",
"adm nEncrypt edPassword": "p4s8w07d",

"usePool ": "di sabl ed"
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}

This example uses asmall subset of properties found in the object. As shown in the JSON, you must escape the
quotes (\") in the JSON string to preserve the quotes. If you intend to use an LDAP server as an authentication or
query server, you must use the visual policy editor and make the change manually.

The response includes a status code (200 OK) that indicates whether the request succeeded, but iControl REST
also includes the newly created resource in the response.

{

"kind":"tm apm aaa: | dap: | dapst at e",
"name":"test aaa | dap",
"full Pat h":"test aaa_| dap",
"generation": 30,
"sel fLink":"https://local host/ngnt/tm apm aaa/l dap/test aaa_| dap?
ver=12.1.0",
"address":"10.1.1.1",
"admi nDn": " CN=Admi ni strator, CN=Users, DC=nydomain, DC=coni,
"adm nEncrypt edPasswor d": " $MbUq$l Xbi Dr LRf 00gq4z AXOpv YQ==",
"cl eanupCache": "none",
"groupCacheTt|": 30,
"isLdaps": "fal se",
"l ocationSpecific":"true",
"port":389,
"schemaAttr": {
"groupMenber": "menber",
"gr oupMenber Val ue": "dn",
"groupMenber of ": " menber OF ",
"groupObj ect Cl ass": "group",
"user Menber of ": " menber O ",
"user hj ect d ass": "user"

}

, i meout ": 15,
"usePool ": "di sabl ed"

}

3. Todeletethe LDAP settings, make a DELETE request and specify the LDAP server name (t est _aaa- | dap)
from the previous step.

DELETE https://192. 168. 25. 42/ ngnt / t nf apm aaa/ | dap/test _aaa_| dap

iControl REST deletes the resource and responds with an HTTP response. The response does not include a JSON
body.

In this example, you configured LDAP server settings. Using the reference object as the starting point, you create a
new LDAP server by specifying asmall set of properties. After reviewing the new LDAP server, you then delete the
server by specifying the resource name.

Creating a custom category in APM

On aBIG-IP® system, you have the option to use a default set of categoriesin a URL database or to define URL
categories and filters. If you have a Secure Web Gateway (SWG) subscription, you can create custom URL categories
to extend the URL database. If you do not have an SWG subscription, you can still create custom URL categories.
Using the iControl® REST AP, you can follow atwo-step process to create a custom URL category and then attach
the custom category to a URL filter.
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1. To create acustom category, make a GET request tothe/ sys/ ur | - db/ ur | - cat egor y endpoint. Use the
response to determine if a category exists, and if the category is allowed or blocked.

CET https://192.168.25. 42/ mgnt/tm sys/url -db/ url -cat egory

"kind":"tmsys:url-db:url-category: url-categorycol |l ectionstate",
"sel fLink":"https://Iocal host/ngnt/tnf sys/url-db/url-category?
ver=12.1.0",
"items": |
t..
"kind":"tmsys:url-db:url-category: url-categorystate",
"name":"Entertai nment",
"partition":"Conmon",
“full Pat h": "/ Common/ Ent ert ai nnment ",
"generation":1,
"sel fLink":"https://1ocal host/ngnt/tm sys/url-db/url-category/
~Common~Ent ert ai nnent ?ver=12. 1. 0",
"cat Nunber": 10,
"defaul t Action":"all ow',
"description":"Sites with information about entertainnent."”,
"di spl ayName": " Ent ert ai nment ",
"isCustom':"fal se",
"i sRecat egory": "fal se",
" par ent Cat Nunber": 0,
"severitylLevel": 0

(TriJncat ed for readability)

"kind":"tmsys:url-db:url-category: url-categorystate",
"nanme": " Busi ness",
"partition":" Conmon",
"full Pat h": "/ Conmon/ Busi ness",
"generation":1,
"sel fLink":"https://1ocal host/ngnt/tm sys/url-db/url-category/
~Comon~Busi ness?ver=12. 1. 0",
"cat Nunber": 1902,
"defaul t Action":"bl ock",
"di spl ayName": " Busi ness",
"isCustoni:"true",
"i sRecat egory": "fal se",
" par ent Cat Nunber": 0,
"severitylLevel ": 0,
"urls":[
{
"name":"http://ww. exanpl e. com *",
"type": "gl ob- mat ch”

"nanme":"http://ww. exanpl e. com ?/ ",
"type":"exact-match"

]
}

2. After you determine the custom category does not exist, create the custom category. Aswith other APM
examples, append the/ exanpl e endpoint to the URL from the previous step if you would like to see the sample
representation of the object.

POST https://192.168. 25. 42/ mgnt/tm sys/url -db/ url -cat egory
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"di spl ayNane": "nmy-custom category",
"defaul t Action": "bl ock",
"urls": [ ]

3. To attach the custom category to a URL filter, make a POST request tothe/t mi apm ur| -fi | t er endpoint.

PCST https://192.168.25.42/ nmgnt/tm apmurl-filter

"name": "ny-url-filter",
"al | onedCat egori es": "ny-custom cat egory"

}

Aswith any iControl REST request, the response shows the result of the request.

In this example, you created a custom URL category and attached the custom category to a URL filter.

Managing user sessions in APM

Access Policy Manager® (APM®) tracks user sessions with session identifiers (session IDs). Theaccess-i nfo
endpoint in APM enables you to make an iControl® REST request for alisting of all user sessions. The response
contains the session ID, user login, and | P address for each session. As part of the session management process, you
can make an iControl REST request to the sessi on endpoint to delete a specific session.

1. Toview the current user sessionsin APM, make a GET request to the/ ngnt / t m apni access-i nfo
endpoint.

CET https://192.168. 25. 42/ ngnt/t m apnf access-info
The response to this request includes the following data:

{

"api Rawval ues": {

"api Anonynous": {
"apm : access-info" "914c727f (login user=userl) client
(1P=10.20.36.2)"

...(Truncated for readability)

"kind": "tm apm access-i nfo: access-infostats",

"sel fLink": "https://local host/ngnt/tm apnl access-i nfo?ver=12. 1. 0"
}

2. Toview the sessions for a specific user name, make a GET request to thengmnt / t mf apm access-i nfo
endpoint and use the opt i ons query parameter to specify the user name.

CET https://192.168. 25. 42/ ngnt/tm apnf access-i nfo?ver=12. 0. 0&opti ons=apm
user

In asimilar manner, you can also specify an IP address to get alisting of all sessions for a specified | P address.
Use the same query parameter (options) asin the example.

3. To delete asession, make a DELETE request and append the session identifier that identifies the resource to the /
nmgnt /t m apni sessi on endpoint.

DELETE https://192.168. 25. 42/ mgnt /t m apnl sessi on/ 914c727f

The affected user will no longer be able to access resources. The user must log in again.
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The response to the request, if successful, is200 OK.

In this example, you made an iControl REST request to APM to obtain alisting of all user sessions and made an
additional request to delete a specific session.

Listing OAuth tokens

For all OAuth token examples, you must have configured Access Policy Manager® (APM®) on a BIG-1P® system to
act as an authorization server (AS), or as a client to an external provider, such as Facebook or Google. Follow the
steps outlined in the BIG-1P® Access Policy Manager®: Authentication and Single Sign-On, version 13.0 guide.

If you need the details of all OAuth tokens, you can query the default database. For an authorization server (AS)
configured on a BIG-IP system, make a GET request to the AS.

To query the token database, make a GET request.

The response contains properties specific to each token in the database. Y ou can use the output of the request to
obtaintheoaut hi d andcl i ent - i d properties necessary to revoke a token.

CET https://192.168. 25. 42/ mgnt /t m apnif oaut h/t oken-detai |l s

In this example, you requested alisting of all tokensin the database.

Getting a count of OAuth tokens

For all OAuth token examples, you must have configured Access Policy Manager® (APM®) on a BIG-IP® system to
act as an authorization server (AS), or as aclient to an external provider, such as Facebook or Google. Follow the
steps outlined in the BIG-1P® Access Policy Manager®: Authentication and Single Sign-On, version 13.0 guide.

As part of the task of managing access to resources, you may need to query the OAuth database to get a count of the
number of user tokens. This type of request uses the default database instance, according to the configuration you
chose. Depending on the desired output, you can query for a count of all tokens or a count of tokens by application
name.

1. Toquery for acount of tokens, make a GET request.
CET https://192.168. 25. 42/ mgnt /t m apn oaut h/t oken-det ai | s/ stat s?ver=13.0

The response will contain JSON content, similar to the following output:

{
"api Rawval ues" : { "api Anonynous" : "Total tokens : 7\n" },
"kind" : "tm apm oaut h:t oken-details:token-detailscollectionstats",
"sel fLink" : "https://|ocal host/ngnt/tn apm oaut h/t oken-detail s/stats?
ver=12.1. 0"
}

2. Toquery for acount of tokens associated with an application, make a GET request.

CET https://192.168. 25. 42/ ngnt /t m apm oaut h/t oken-detai |l s/ stats?
ver =13. 0&opt i ons="app- nane", "applicati on nane"

Supply the name of the application in double quotes (" ") in the request and not the string that appears in the
example.

The count by application response will contain JSON content, similar to the following output:

{
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"api Rawal ues" : { "api Anonynous" : "Total tokens : 5\n" },

"kind" : "tmapm oaut h:token-details:token-detailscollectionstats"

"sel fLink" : "https://l|ocal host/ngnt/tn apm oaut h/t oken-detail s/stats?
ver=12.1.0"

}

In this example, you requested a count of all tokensin the database, and then requested a count of all tokensfor a
specific application.

Revoking an OAuth token

For all OAuth token examples, you must have configured Access Policy Manager® (APM®) on a BIG-IP® system to
act as an authorization server (AS), or as aclient to an external provider, such as Facebook or Google. Follow the
steps outlined in the BIG-I1P® Access Policy Manager®: Authentication and Single Sign-On, version 13.0 guide.

If you need to revoke an OAuth token, make a REST call to handle the revocation. For an authorization server (AS)
configured on a BIG-IP system, make a POST request to the AS.

To revoke atoken, make a POST request. Theoaut hi d and cl i ent - i d properties can be found in the output of
the token details listing. Both properties are string values that must be enclosed in quotesin the JSON body.

POST https://192.168. 25. 42/ mgnt /t m apn oaut h/t oken-detai |l s

{

"command" : "revoke",

"nane" : "<oaut hid>",

"client-id" : "<clientid>",

"db-i nst ance" : "<database nane>"
}

In this example, you revoked atoken. Y ou used the output of the previous example to find the associated properties
that identify the token.

API Life Cycle

REST API life cycle policy

REST API life cycle policy describes an approach to manage the purpose or longevity of REST collections as well
ast nsh resources. Life cycle management presents several use cases that affect resources and methods, and the
REST API life cycle policy is designed to provide useful information about resources and properties that may be
new or experimental, or being phased out. While deprecation of a resource or resource property represents the most
likely use case, other use cases exist for early access features, as well asinternal use or test. Y ou should interpret

the deprecation of aresource or property to mean that the use of aresource or property is discouraged, and not that a
resource or resource property will be removed in the near term. The goal isto make you aware of changes before the
changes happen.

The API life cycle policy introduces status values, with NO_STATUS being the default value. The NO_STATUS
value indicates that no determination has been made about a resource or property, and that REST does not log

usage of those resources. REST logs usage of just the resources and properties that match the status values that you
configure. For deprecated and early access resources, a custom REST header (X- F5- Api - St at us) indicates one of
the following values:

» DEPRECATED_RESOURCE
 DEPRECATED PROPERTY
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« EARLY_ACCESS RESOURCE
» EARLY_ACCESS PROPERTY

Using the REST API life cycle changes

The implementation of the REST API Life Cycle Policy provides an API status value and additional information
aslog entries for arequest. The following examples demonstrate a request with various HTTP verbs and the
corresponding headers (if any), and log entries.

Important: This feature works only with resource collections.

1. To generate thelife cycle output for aquery of aresource, make aGET requesttothe/ ngmt / tmf [ t m
profil e/ ocsp-stapling-parans endpoint.

CET https://192.168.25.42/ ngnt/tm | tnf profile/ocsp-stapling-parans

"kind" : "tmltmprofil e:ocsp-stapling-parans: ocsp-stapling-
par anscol | ecti onst ate",

"sel fLink": "https://local host/mgnt/tm |tm profile/ocsp-stapling-parans?
ver=13. 0. 0"

}

2. Tolocate the detailed information for the resource, find the corresponding log entry inthe/ var /1 og/ i cr d log.
Dec 30 23:59:36 local host notice icrd_child: 18826, 18853,i Control REST
Child
Daenon, WARNI NG, [ api - status-warning]: |tm profile/ocsp-stapling-
par ans: deprecated

A log message includes an identifier, such as[ api - st at us- war ni ng] toindicate log entries for REST API
Life Cycle Management.

3. To generate the output for a query of aresource property, make a GET request tothe/ ngnt /t mi | t md
profil e/ fastl 4/fast L4 endpoint.

CET https://192.168.25.42/mgnt/tm | tm profile/fastl4/fastL4

{
. :';ser ver Ti mest anp”: "di sabl ed",
"sof t war eSynCooki e": "di sabl ed",
"synCooki eEnabl e": "enabl ed",
}
4. To locate the detailed information for the resource property, find the corresponding log entry inthe/ var / | og/
i crdlog.
Dec 31 00: 05:02 | ocal host notice icrd child: 18826, 18853, i Control REST
Child

Daenmon, WARNI NG, [ api -status-warning]: Itmprofile/fastl4: no status;
properties: deprecated:
Itm profilelfastl 4/ hardware-syn-cookie, |Itnfprofile/fastl4/software-
syn- cooki e
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5. To generate the life cycle output for the creation of a new resource, make a POST request to the/ mgnt / t ml
I tml profil el ocsp-stapling-parans endpoint. Specify the JSON body, as shown.

POST https://192.168.25. 42/ mgnt/tm |t m profil e/ ocsp-stapling-parans

"name": "myocsp",
"dnsResol ver": "dns-resol ver-1"

}

Note: The response includes the header and value X- F5- Api - St at us: DEPRECATED RESOURCE
6. Toview thelog information for the request, find the entry inthe/ var /1 og/ i cr d log.

Jan 5 01:14:08 | ocal host notice icrd_child[2562]: 2562, 2567,
i Control REST Child
Daenon, WARNI NG, [ api - status-warning]: Itmprofile/ocsp-stapling-
parans: deprecated

7. To generate the life cycle output for the creation of a new resource, with the deprecated API allowed setting set to
false, make a POST requesttothe/ mgnt /t mi | t n1 prof i | e/ ocsp- st apl i ng- par ans endpoint. Specify
the JSON body, as shown.

POST https://192.168.25.42/ mgnt/tm |t profil e/ ocsp-stapling-parans

"name": "myocsp”,
"dnsResol ver": "dns-resol ver-1"

}

Note: The response includes the status message HTTP/ 1. 1 404 Not Found.

8. Toview the log information for the request, find the entry inthe/ var /| og/ rest j avad. 0. | og log. Note
that the entry appearsin adifferent log file than previous examples.

[ WARNI NG [ 157] [ 05 Jan 2017 01:23:42 UTC] [ 8100/ ngnt / shar ed/ resol ver/ gr oups
For war der PassThr oughWor ker] [ api - st at us-war ni ng] The deprecate API
[mgnt/tm I tm profil el ocsp-stapling-parans/ is not avail able as per

t he
/ shar ed/ settings/api-status/availability

9. To generate the output for the creation of a resource property, make a POST requesttothe/ ngmt / tmf [ t m
profile/fastl 4/ fast L4 endpoint. Specify the JSON body, as shown.

POST https://192.168.25.42/mgnt/tm It profile/fastl4

{

"nanme": "nyfastl 4",
"sof t war eSynCooki e": "enabl ed"

}

Note: The response includes the header and value X- F5- Api - St at us: DEPRECATED_ PROPERTY.
10. To view the log information for the request, find theentry inthe/ var /1 og/i crd log.

Jan 5 17:26:53 | ocal host notice icrd_child[2562]: 2562, 2568,
i Control REST Child
Daenon, WARNI NG, [ api - status-warning]: Itmprofile/fastl4: no status;
properties: deprecated:
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Itm profile/fastl 4/ hardware-syn-cookie, Itmprofile/fastl4/software-
syn- cooki e

11. To generate the life cycle output for the creation of a new resource property, with the deprecated API allowed
setting set to false, make a POST request tothe/ ngnt /tmi | t mf profi | e/ f ast | 4 endpoint. Specify the
JSON body, as shown.

POST https://192.168.25.42/mgnt/tm |l tm profile/fastl4

{

"name": "nyfastl 4",
"sof t war eSynCooki e": "enabl ed"

}

Note: The response includes the status message HTTP/ 1. 1 404 Not Found, aswell asthe header and value
X- F5- Api - St at us: DEPRECATED_PROPERTY.

12. To view the log information for the request, find the entry inthe/ var /|1 og/ i cr d log.

Jan 5 17:36:45 | ocal host notice icrd_child[2562]: 2562, 2567,
i Control REST Child
Daenon, WARNI NG, [ api -status-warning]: Itmprofile/fastl4: no status;
properties: deprecated:
Itm profilel/fastl 4/ software-syn-cookie

Using the REST API life cycle changes with tmsh

The following examples show thet msh equivalent of the previous REST examples.

1. To generatethe API life cycle output for aresource, run at msh command to list the resource.
(tmos)# list Itmprofile ocsp-stapling-parans

api -status-warning] Itmprofilel/ocsp-stapling-parans is deprecated
Itm profile ocsp-stapling-parans ocsp-cur {

dns-resol ver dns-resol ver-cur
}

2. Tolocate the detailed information for the resource, find the corresponding log entry inthe / var/ 1 og/ | t mlog.

Dec 30 16: 00: 43 | ocal host warni ng tnsh[1409]: 01420013: 4: [api - st at us-
war ni ng]
I tm profil el ocsp-stapling-parans is deprecated

3. Togeneratethe API life cycle output for aresource property, run at nsh command as shown.
(trmos)# list Itmprofile fastl4 fastL4 software-syn-cookie

[api -status-warning] Itnm profile/fastl4, properties : deprecated :
sof t war e- syn-cookieltmprofile fastl4 fastL4 {

r eassenbl e-fragnent s di sabl ed
reset-on-tineout enabl ed
sof t war e- syn- cooki e enabl ed
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. Tolocate the detailed information for the resource property, find the corresponding log entry inthe / var /1 og/
I t mlog.

Dec 30 16:02:49 | ocal host warning tnsh[1731]: 01420013: 4: [api-status-
war ni ng]
Itm profile/fastl4, properties : deprecated : software-syn-cookie

. To generate the life cycle output for the creation of a new resource, run at nsh command as shown. The output
appears after the command.

(tnos)# create Itmprofile ocsp-stapling-parans nyocsp dns-resol ver dns-
resol ver-1

[api -status-warning] Itnlprofile/ocsp-stapling-parans is deprecated

. Tolocate the detailed information for the resource, find the corresponding log entry inthe / var/ | og/ |t mlog

Jan 5 09:49:54 | ocal host warni ng tnsh[4542]: 01420013: 4: [api - st at us-
war ni ng]
Itm profil el ocsp-stapling-parans is deprecated

. To generate the life cycle output for the creation of a new resource, with the deprecated API allowed setting set to
false, runat msh command as shown. The output appears after the command.

(tnos)# create Itmprofile ocsp-stapling-parans nyocsp dns-resol ver dns-
resol ver-1

[api -status-warning] |tnf profile/ocsp-stapling-parans is deprecated. This
conmand i s not
avai l abl e or has properties which are not avail abl e.

. Tolocate the detailed information for the resource, find the corresponding log entry inthe / var/ | og/ | t mlog.

Jan 5 09:49:01 | ocal host warni ng tnmsh[4493]: 01420013: 4: [api - st at us-
war ni ng]
I tm profil el ocsp-stapling-parans is deprecated

. To generate the output for the creation of aresource property, run atmsh command as shown. The output appears
after the command.
(tnos)# create Itmprofile fastl4 nyfastl 4 software-syn-cookie enabl ed

[api -status-warning] Itm profile/fastl4, properties : deprecated :
sof t war e- syn- cooki e

10. To locate the detailed information for the resource property, find the corresponding log entry inthe / var/ | og/

I t mlog.

Jan 5 09:44:28 | ocal host warni ng tnsh[4426]: 01420013: 4: [api - st at us-
war ni ng]
Itm profile/fastl4, properties : deprecated : software-syn-cookie

11. To generate the life cycle output for the creation of anew resource, with the deprecated API allowed setting set to

false, runat msh command as shown. The output appears after the command.
(tnos)# create Itmprofile fastl4 nmyfastl 4 software-syn-cookie enabl ed

[api -status-warning] Itnm profile/fastl4, properties : deprecated :
sof t war e- syn- cooki e

12. To locate the detailed information for the resource property, find the corresponding log entry inthe / var/ | og/

I t mlog.

Jan 5 09:44:28 | ocal host warni ng tnsh[4426]: 01420013: 4: [api - st at us-
war ni ng]
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Itmprofile/fastl4, properties : deprecated : software-syn-cookie

Configuring the REST API life cycle settings

The REST API Life Cycle Policy supports configurable API states and log settings. By enabling specific settings, you
enable the logging of information by REST andt s h.

1. Toview the settings for REST, make a GET request.
CET https://192.168. 25. 42/ ngnt / shar ed/ setti ngs/ api - stat us/avail ability/

The query results will be similar to the following snippet:

{
"deprecat edApi Al | owed”: "true",
"earl|l yAccessApi Al | owed": "true",
"test Onl yApi Al | oned": "fal se"

}

Important: These settings affect the visibility of aresource. If you specify any of the states as disabled, you will
not be able to view that resource in REST requestsor int nsh. A REST request will generate a 404 (Not Found)
response code. Int s h, tab completion will not expose these resources.

2. Tochangeanapi - st at us setting, make a PATCH or POST request. In the JSON body, specify the visibility
settings to change. For example,

PATCH https://192. 168. 25. 42/ ngnt / shared/ setti ngs/ api -status/avail ability/

"earl| yAccessApi Al | owed": "fal se"

Confirm that the change was successful by making a query request.
3. To specify the resource settings that generate log entries, make a GET request.

CET https://192.168. 25. 42/ ngnt / shar ed/ settings/ api - status/| og/resource

The query results will again be similar to the following:

{
"deprecat edApi Al | oned": "true",
"earl|l yAccessApi Al | owed": "true",
"test Onl yApi Al | owed": "fal se"

}

4. To specify the property resource settings that generate log entries, make a GET request (results are omitted).

CET https://192.168. 25. 42/ ngnt / shar ed/ settings/api - status/| og/resource-
property

For either endpoint, make a PATCH or POST request as shown to modify any of the settings.
In thistopic, you queried and configured the visibility and logging settings for the API life cycle.
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Configuring the REST API life cycle settings with tmsh

The REST API life cycle policy supports configurable API states and log settings. Y ou can configure API states and
log settings with t nsh commands.

1. Toview the settings, type the following t nsh command.
(trmos)# list ngnt shared settings api-status availability

2. Tomodify thedepr ecat ed setting, type the following t nsh command.
(tnos)# nodify ngnmt shared settings api-status availability
{ deprecat edApi Al | owed val ue fal se }

The command changes the state to disabled.
3. To view the settings for log resources, type the following t msh command
(trmos)# list nmgnt shared settings api-status |og resource

Y ou can view the log setting for resource properties by specifying r esour ce- pr opert y instead of
r esour ce in the command.

mgnt shared settings api-status |og resource
depr ecat edApi Al | owed true

test Onl yApi Al l owed true
ear | yAccessApi Al | oned true

}

Inthistopic, you used t nsh commands to view and modify API status and log settings.

Additional Features

About the example suffix

Theinclusion of the/ exanpl e suffix at the end of a URI promptsiControl® REST to generate a sample
representation of aresource. The/ exanpl e suffix may be used in a GET request to produce a representation that
includes all properties, including null properties. The sample representation also includes the help text strings that
describe each property and alist of natural keys for aresource. A natural key consists of one or more user-friendly
properties that uniquely identify aresource, such asar ea code/ phone nunber.

IniControl REST, anatural key isrepresented in JSON asanat ur al KeyPr opert yNamnes property, whichisan
array of name, partition,andsubPat h. Thenane,partiti on, andsubPat h form afull path to an object.
For resources in the Cormon partition, iControl REST omits the partition name as a natural key. If an objectisa
singleton object, the nat ur al KeysPr opert yNanes array isempty.

BIG-IP® system components that support only the TMSH commands SHOW L1 ST, DELETE, LOAD, SAVE,
I NSTALL, or RUN do not have default field values. For those components, an iControl REST request to the /
exanpl e endpoint does not generate a response with default values.

The sample representation of Application Security Manager™ (ASM™) resources includes only default values and
possible enumeration values. The sample representation of ASM resources does not include descriptions of the
properties as help text.

The sample representation specifies a default value for a property, if adefault value exists. If a property has no default
value, the representation includes:

* Anempty string ("") for a string property

e Zero (0) for anumerical property
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» Falsefor aBoolean property
* Anempty JSON array or object

If aproperty takes a value from an enumeration, the representation displays the acceptable values as an array.
iControl REST aso appends the suffix Enumns to the name of this array to identify the enumeration.

Tip: Copy the sample representation, make changes to the copy, and then paste the changes into the JSON body of a
POST request.

About Access Policy Manager

Access Policy Manager® (APM®) provides secure identity and access management for a BIG-1P® system. iControl®
REST exposes the APM endpoints to enable programmatic access to APM resources and the benefits of automation.

APM adheres to the REST principles described previously in this guide:

« URI structure enables consistent access to collections and resources

e Linksin resources, including self links, support discovery

» JSON encoding simplifies representation of resources

« HTTP transport provides methods to interact with resources, as well as security, authentication, caching, and
content negotiation

About HTTP response codes

Responses to all iControl® REST requests contain a response code, as listed here.

Success responses

Response code Description

200 OK Indicates success for all methods.

Error responses

Response code HTTP methods Description

400 Bad Request all Possible causes include:

*  maformed HTTP request
* incorrect namefor aresourcein a
request

401 Unauthorized al Possible causes include:

e missing HTTP authorization
header

* insufficient permissions for
the credentials supplied for an
administrator

403 Forbidden al Possible causes include:

* insufficient permissions for
the credentials supplied for an
administrator
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Response code HTTP methods Description

e attempt to perform an
unsupported action, such as
deleting a property

404 Not Found al Possible causes include:

+ attempting to access aresource
that no longer existsin the
database

409 Conflict POST, PUT Possible causes include:

+ attempting to create a resource
that already exists

Indicates a conflict between the
reguested state change and the
current state of the resource. For
example, thisisthe error response
if you POST aresource that already
exists.

415 Unsupported Media Type POST, PUT Possible causes include:

» specifying an incorrect
Cont ent - Type header value

» gpecifying amalformed JSON
body with a POST or PUT
request

500 Internal Server Error al Possible causes include:

e attempting to accessiControl
REST when the processis not
running

501 Not Implemented POST Possible causes include:

e attempting to access a endpoint
that does not exist

e attempting to invoke an
unsupported t nsh command
through iControl REST

About log files

From the console or an SSH connection to your BIG-1P® device, you can find the following log files for iControl®
REST:

/var/1og/restjavad-audit. 0.l og showsall authenticationsto the iControl REST service. Thisisan
ordered list of every REST call.

/var/ 1 og/restjavad. 0. | og containsinformation about connections to the iControl REST service, such as
errors returned.

/var /1 og/icrd showstheactionsof thei cr d process, which manages the threads for processing the REST
cals.

e /var/1 og/ |t mcontains messages from ntpd, aprocess called by i cr d that manages the system

configuration.
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Use standard Uni x commands to work with thesefiles, such ast ai | , gr ep, and | ess. In this example, the
session logsinto aBIG-IP system through ssh and usest ai | - f to monitor the/ var/ | og/ r est j avad-
audi t. 0.1 og logfile:

j user @ench2: ~/'$ ssh root @92. 168. 25. 42
Passwor d: def aul t
Last login: Fri Mar 29 09:03:25 2013 from 192. 168. 98. 174
[root @ocal host: Acti ve: St andal one] config # tail -f /var/log/restjavad-
audit. 0.1 og
[170339]1[29 Mar 2013 16: 04: 06 UTC] [ Forwar der PassThr oughWr ker] \
[run]{"user":"adnin", " method": " PUT",\
"uri ":"http: /11 ocal host:8100/rrgm/tn1ltn1pool / dns- pool 2", \
"status":"succeeded","froni:"192. 168. 96. 37"}
[1]]340] [29 Mar 2013 16 04: 06 UTC][Forwarder PassThr oughWor ker] \
[run] {"user":"adm n", "nmet hod": " GET", \
"uri ""'http //I ocal host 8100/rrgnt/tn1|tn1pool "
status":"succeeded", "front:"192. 168. 96. 37"}
[1]]341] [29 Mar 2013 16: 04: 06 UTC] [ Forwar der PassThr oughWor ker] \
[run] {"user":"adni n", "nmet hod": " DELETE", \
"uri":"http://1ocal host: 8100/ nmgnt/tm | tm pool /test-pool 2", \
"status":"succeeded","froni:"192. 168. 96. 37"}
[11[342][29 Mar 2013 16: 04: 07 UTC] [ Forwar der PassThr oughWor ker] \
[run]{"user":"adni n", " method": " POST",\
"uri":"http://1ocal host: 8100/ ngnt/tm sys/fol der",\
"status":"succeeded","froni:"192. 168. 96. 37"}
[11[343][29 Mar 2013 16: 04: 07 UTC] [ Forwar der PassThr oughWor ker ]\
[run] {"user":"adm n", "net hod": " DELETE", \
"uri":"http://1ocal host: 8100/ nmgnt/tm sys/fol der/~fw_objs",\
"status":"succeeded","froni:"192. 168. 96. 37"}
[11[344][29 Mar 2013 16: 04: 07 UTC] [ Forwar der PassThr oughWr ker ]\
[run] {"user":"adm n", "nethod": " DELETE", \
"uri":"http://1 ocal host: 8100/ ngnt/tm sys/ f ol der/ ~eu~east ~r omani a", \
"status":"succeeded","froni:"192. 168. 96. 37"}
[11[345][29 Mar 2013 16: 04: 07 UTC] [ Forwar der PassThr oughWr ker ]\
[run] {"user":"adm n","nethod": " POST",\
"uri":" ht t p:/ /1 ocal host : 8100/ nmgnt / shar ed/ aut hz", \
"status":"succeeded","froni:"192. 168. 96. 37"}
[1]]346] [29 Mar 2013 16 04 07 UTC] [ For war der PassThr oughWor ker ] \
[run] {"user":"adm n","method":"CGET",\
urit:" http //I ocal host 8100/ rrgnt/shar ed/ aut hz",\
"st at us "succeeded", "fron':"192. 168. 96. 37"}
[1]]347] [29 Mar 2013 16 04: 10 urq [ Forv\arder PassThr oughWor ker ]\
[run] { user":"dns_adm n", "net hod": " GET", \
‘uri http.//local host 8100/ngm/tMsys A\
"status”": "succeeded”, "front:"192. 168. 96. 37" }
[1]7[350] [29 I\/ar 2013 16 04 10 UTC] [ For war der PassThr oughWor ker ]\
[run] { user": "adnmi n", "net hod": " GET", \
‘uri http //I ocal host 8100/rrgnt/tn1|tn1pool/http pool ?$st at s=t rue", \
"st at us "succeeded", "front':"192. 168. 96. 37"}

If you need to adjust the logging levelsfor i cr d, contact F5® Networks Technical Support (ht t p: //
www. f5. com support/).

About public URIs

A URI is considered to be public if you can access it through an iControl® REST request. In general, all of the
following are public:
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» Traffic Management Shell (tmsh) modules
« Traffic Management Shell (tmsh) components
* Any component properties that are accessible through thet msh show command.

To view the component properties, make a GET request of a parent component. By default, you cannot use a GET
request to obtain them directly through a public URI.

The public URIs exist to provide direct access to some of those component properties. The iControl REST process
allows these for convenience, for situations where a PUT request of the entire containing object (a component or
collection) would be unwieldy.

In many cases, the second-to-last part of the path is the name of a component, and you need to provide a specific
object name for that component before the final part of the path. For example, to access the public URI / ngnt / t nd
gt m pool / menber s, you must specify the DNS pool for which you want members, such as/ ngnt / t m gt nt
pool / pool 5/ nenber s for the members of pool 5.

About uploading and downloading UCS files

A User Configuration Set (UCS) is a backup file which contains BIG-IP configuration data that can be used to fully
restore a BIG-1P system in the event of failure or Return Materials Authorization (RMA) replacement.

The BIG-IP provides a mechanism to upload or download UCS files to the BIG-1P file system using the POST and
GET methods. Thefile path isrestrictedto/ var /| ocal / ucs.

For POST request, use/ ngnt / shared/ fil e-transfer/ucs-upl oads

For GET requests, use/ ngnt / shar ed/ fi | e-transf er/ ucs- downl oads

The following is an example upload command:
curl -sk -u usernane: password - X POST -H "Content-Type: application/octet-
streant’ -H "Content-Range: 0-$[filesize-1]/$filesize" --data-binary "@
$filename" https://<ngnt-1P>/ ngnt/shared/file-transfer/ucs-upl oads/ $fil ename

The following is an example download command:

curl -sku usernane: password https://<nmgnt-1P>/ ngnt/shared/file-transfer/ucs-
downl oads/ ucs-fil e-upload.crt -o <downl oad-fil enanme>
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This document was published on June 11, 2020.

Publication Number
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Copyright
Copyright © 2021, F5 Networks, Inc. All rights reserved.
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F5 Networks, Inc. (F5) believes the information it furnishes to be accurate and reliable. However, F5 assumes no
responsibility for the use of thisinformation, nor any infringement of patents or other rights of third parties which
may result fromits use. No license is granted by implication or otherwise under any patent, copyright, or other
intellectual property right of F5 except as specifically described by applicable user licenses. F5 reserves the right to
change specifications at any time without notice.

Trademarks
For acurrent list of F5 trademarks and service marks, see https://www.f5.com/company/policies/trademarks/.

All other product and company names herein may be trademarks of their respective owners.

Patents

This product may be protected by one or more patents indicated at: https://www.f5.com/company/policies/patents/.

Link Controller Availability
This product is not currently availablein the U.S.

Export Regulation Notice

This product may include cryptographic software. Under the Export Administration Act, the United States
government may consider it a criminal offense to export this product from the United States.

RF Interference Warning

ThisisaClass A product. In adomestic environment this product may cause radio interference, in which case the
user may be required to take adequate measures.

FCC Compliance

This equipment has been tested and found to comply with the limits for a Class A digital device pursuant to Part
15 of FCC rules. These limits are designed to provide reasonable protection against harmful interference when the
equipment is operated in acommercia environment. This unit generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause harmful interference to
radio communications. Operation of this equipment in aresidential areaislikely to cause harmful interference, in
which case the user, at his own expense, will be required to take whatever measures may be required to correct the
interference.

Any modifications to this device, unless expressly approved by the manufacturer, can void the user's authority to
operate this equipment under part 15 of the FCC rules.

Canadian Regulatory Compliance
This Class A digital apparatus complies with Canadian ICES-003.

Standards Compliance

This product conforms to the IEC, European Union, ANSI/UL and Canadian CSA standards applicable to Information
Technology products at the time of manufacture.


https://www.f5.com/company/policies/trademarks
https://www.f5.com/company/policies/patents

| ndex

A

administrative partition
about 39
AJAX JSON
configuring 101
AJAX JSON login 101
anomaly session opening ASM
settings 87
anomaly session transactions A SMsettings 86
API lifecycle
understanding changes 115
using tmsh 117
API life cycle changes 115
API Life Cycle Policy 114
API life cycle settings
configuring 119
configuring with tmsh 120
API versions URI
about 17
APM
about Access Policy Manager 102, 121
APM endpoint 107
Application Security Manager
differences 55
policy 62, 74
schema 73
signatures 70
vulnerability 75
vulnerability resolution 81
ASM Application Security Manager
deleting 62
POST 61
retrieving with GET 57
updating with PATCH 61
ASM certificate
importing 85
ASM data protection
exporting 83
importing 84
ASM policies
exporting 64
ASM policy
applying 65
importing 63
ASM policy builder settings
retrieving 93
ASM policy builder suggestions
about using 93
modifying 95
ASM policy differences
discovering 66
merging 67
ASM policy revisions
restoring 74
ASM schema
uploading 73

ASM signatures
exporting 71
updating 70
ASM vulnerabilities
importing 76
resolving 81
ASM vulnerability
initiating 79
terminating 80
ASM web scraping settings
about 90
modifying 91
retrieving 90
asynchronous task iControl REST
using 46
asynchronous tasks endpoints 45
asynchronous tasks, iControl REST
about creating 45
authentication iControl REST 18

B

Bot
detection settings ASM 86

C

camel case
for JISON propertiesin iControl REST 17
certificate
importing in ASM 85
configuration settings
ASM web scraping 85
CORS
client request headers 20
overview of cross-origin resource sharing 19
response headers 20
cp command
using 48
custom URL category
configuring 110

D

data protection
exportingin ASM 83
importing in ASM 84
deleting
Access Policy Manager APM 38
Device ID
about ASM features 95
device identification fingerprinting 95

E

enforce method URL 97

| Index | 126



Error codes
iniControl REST responses 121
Expanding an iControl REST component
limits 27
Expanding an iControl-REST component 29
external authentication iControl REST
using 20

F

format
for JISON propertiesin iControl REST 17

G

generate POST commands 49

H

HTTP
semantics 11
HTTP response codes 104

iControl
about user account 18

iControl null values and REST flags
about 16

iControl REST
changing a password 18
discovering modules and components 21
log files 122

iControl REST properties
about 14

iControl REST transactions
validating 43

icrd
log files 122

important changes API 5

install POST command
updating components 49

J

JSON format
about 12

JSON format POST and PUT
about 34

JSON resource format
about 103

K

key endpoint
creating akey 50

L

LDAPAPM
configuring 108
learning suggestion object 91
life cycle policy
for REST API 114
load POST commands 50
Logging levels
contact Support to change 122
Logs
for iControl REST 122

M

mv command
using 51

O

OAuth APM 113, 113, 114
OData
pagination 24

P

Paging 26
Partition
accessing 30
adding or modifying in 37
deleting 41
partitions
creating folders 39
password change
for iControl REST 18, 18
policy
for REST API lifecycle 114
policy differences
discovering for ASM 66
merging ASM 67
public URIs 123
publish POST commands
using 51

Q

guery parameters
about 24

R

Read-only properties
silently ignored in PUT and POST operations 36
reboot POST commands 51
relative partitions
filtering 38
Representational State Transfer
about 5
reserved ASCII characters
about 11
reset-stats POST commands 52

| Index | 127



resource
creating with iControl 35
resource PATCH
modifying 35
resources, collections
about creating 104
about deleting 104
about retrieving 104
about updating 104
Response codes
iniControl REST responses 121
REST API life cycle changes
understanding 115
REST API life cycle policy 114
REST resource identifiers
about 11
restart POST commands 52
retrieving
/example endpoint 120

Access Policy Manager APM 105

run POST commands 52

S

session awareness 97
session hijack
preventing 97
settings suspicious client ASM
settings 89
signature systems
retrieving 73
signatures
retrieving 72
start POST commands 54
string encoding standards
about 17

T

threshold session opening ASM
settings 88
tmsh global commands, GET
about 48
tmsh property names
about 17
tmsh show command equivalent 31
transaction
committing 45
creating 43
modifying 44
transaction atomic requests
about 42
transaction phases
about 42
transaction properties
asynchronous 43
timeout 43

U

URI
about 11

URI format and structure
overview 10, 103

user sessions APM
managing 112

Vv

vulnerabilities
resolving 82
vulnerability assessment subscriptions

querying 77

w

WebSockets
managing 98

| Index | 128



	Contents
	REST
	About Representational State Transfer
	Important changes in iControl REST API
	Overview: URI format and structure
	About reserved ASCII characters
	About REST resource identifiers

	About HTTP method semantics
	About JSON request and response semantics
	About additional iControl REST properties
	About null values and properties
	About reserved property names
	About property name format differences
	About JSON formats and encodings

	About API versions
	Password change in iControl REST
	Changing a password by using an iControl REST request

	About iControl and authentication for user accounts
	Requesting a token for iControl REST authentication

	Overview: Fundamentals of Cross-Origin Resource Sharing
	Cross-Origin Resource Sharing request headers
	Cross-Origin Resource Sharing response headers

	About external authentication providers with iControl REST

	GET Requests
	Discovering modules and components
	About paging properties
	About query parameters
	Paging through large collections
	About sub-collection expansion
	Expanding a sub-collection reference

	Returning resources from an administrative partition
	Use iControl REST to obtain statistical output


	POST and PUT requests
	About JSON format for POST and PUT
	Creating a new resource with iControl
	Modifying a resource with PATCH
	About read only properties
	Adding or modifying in a specific partition
	About relative partitions and folder names

	Deleting Access Policy Manager resources


	Partitions
	About administrative partitions
	Creating folders
	Deleting an administrative partition


	Transactions
	About the iControl REST transaction model
	About iControl REST transaction phases
	About transaction validation
	Additional transaction properties
	Creating an iControl REST transaction
	Modifying a transaction
	Committing an iControl REST transaction

	About iControl REST asynchronous tasks
	Asynchronous task endpoints
	Using an asynchronous task


	Commands
	About other tmsh global commands
	Using the cp command
	Using the generate command
	Using the install command
	Using iControl REST to create a key
	Using the load command
	Using the mv command
	Using the publish command
	Using the reboot command
	Using the restart command
	Using the reset-stats command
	Using the run command
	Using the save command
	Using the send-mail command
	Using the start command
	Using the stop command


	Application Security Manager
	Application Security Manager and iControl REST comparison
	Retrieving Application Security Manager resources
	Creating Application Security Manager resources
	Updating Application Security Manager resources
	Deleting resources in Application Security Manager
	Application Security Manager policy
	Importing a policy in Application Security Manager
	Exporting a policy in Application Security Manager
	Applying a policy in Application Security Manager
	Finding policy differences in Application Security Manager
	Merging policy differences in Application Security Manager

	Application Security Manager components
	Checking for component update file
	Determining the availability of component update file
	Installing a component update file
	Deleting a component update file

	Application Security Manager signatures
	Updating user defined attack signatures in Application Security Manager
	Exporting signatures in Application Security Manager
	Retrieving signature status information in Application Security Manager
	Retrieving signature systems in Application Security Manager

	Application Security Manager schema upload
	Uploading schema files in Application Security Manager

	Application Security Manager policy restore
	Restoring policy revisions in Application Security Manager

	Application Security Manager vulnerability import
	Importing vulnerabilities in Application Security Manager
	Querying vulnerability assessment subscriptions in Application Security Manager
	Initiating vulnerability assessment in Application Security Manager
	Terminating vulnerability assessment in Application Security Manager

	Application Security Manager vulnerability resolution
	Resolving vulnerabilities in Application Security Manager
	Identifying vulnerabilities in Application Security Manager

	Exporting data protection in Application Security Manager
	Importing data protection in Application Security Manager
	Importing a certificate in Application Security Manager
	Web Scraping Configuration settings
	Session Transactions Anomaly settings
	Bot Detection settings
	Session Opening Anomaly settings
	Session Opening Threshold settings
	Suspicious Client settings
	iControl REST Web Scraping Settings
	Retrieving web scraping settings
	Modifying web scraping settings

	Learning Suggestion Object
	About using Policy Builder in iControl REST
	Retrieving Policy Builder suggestions
	Modifying Policy Builder suggestions

	About Device ID
	Device identification using fingerprinting
	Enforce method on a URL
	Session awareness mechanisms using fingerprinting
	Session hijacking prevention

	About WebSockets
	WebSocket protocol

	About AJAX/JSON Login
	AJAX/JSON Authentication



	Access Policy Manager
	About Access Policy Manager
	Overview: URI format and structure
	About resource formats
	About creating resources
	About retrieving resources
	About updating resources
	About deleting resources
	HTTP Response Codes

	Retrieving Access Policy Manager resources
	Access Policy Manager endpoints
	Configuring LDAP settings in APM
	Creating a custom category in APM
	Managing user sessions in APM
	Listing OAuth tokens
	Getting a count of OAuth tokens
	Revoking an OAuth token

	API Life Cycle
	REST API life cycle policy
	Using the REST API life cycle changes
	Using the REST API life cycle changes with tmsh
	Configuring the REST API life cycle settings
	Configuring the REST API life cycle settings with tmsh

	Additional Features
	About the example suffix
	About Access Policy Manager
	About HTTP response codes
	About log files
	About public URIs
	About uploading and downloading UCS files

	Legal Notices
	Legal notices

	Index
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W




